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[bookmark: _Toc194047464]Section 1 – Administrative Information 
[bookmark: _Toc194047465]1.1 Organisations
Provide details of the organisations involved in the project or programme.
	1.1.1 Controllers

	Name
	Information Commissioners Office (ICO) registration number

	Brief details of role
	Status

	The Royal Free London NHS Foundation Trust (RFL)
	Z6460180
	Host Trust of the London Breast Screening Programme Administration Hub
The Hub delivers all administration functions for London’s 6 breast screening services, including the sending of patient communications (letters and text reminders)

	Controller 




	1.1.2 Processors

	Name
	Data Security and Protection Toolkit (DSPT) registration number
	Brief details of role
	Status
	Provider assurance completed
	Contract in place

	Civica UK Limited (People Governance, Healthcare)
	8HC47
22/23 Standards Met
	Processor of client communications (letter printing and text reminders transmission)
	Processor
	Yes 
	Yes

	Funasset Ltd
	8HW72
22/23 Standards Exceeded
	Partner of Civica UK Ltd and software provider of Civica ‘Smart Mail’ interface
	Sub-processor
	Yes
	Yes





	1.1.3 Other Stakeholder Organisations, People or Groups

	Name
	Brief details of role
	Status

	NHS England (NHSE) public health commissioning and operations team
	Facilitate regional healthcare commissioning and delivery across the London region, including the NHS Breast Screening Programme (NHSBSP)

	Commissioner 

	London SQAS – Screening Quality Assurance Service

	Regional QA service for NHSBSP that assess quality of screening programme, monitor compliance with standards, support service quality improvements and undertake regional level QA reviews

	Quality Assurance



[bookmark: _Toc194047466]1.2 People
Provide details of the key people involved in the project or programme.
	1.2.1 Project/Programme Lead

	Name
	Kenneth Blake

	Organisation
	Royal Free London NHS Foundation Trust

	Job Title
	Assistant Operations Manager

	Role in Project
	Project Lead

	Contact Number
	020 3758 2495

	Email Address
	Kenneth.blake@nhs.net 



	1.2.2 Person completing DPIA (if different from above)

	Name
	As above

	Organisation
	As above

	Job Title
	As above

	Role in Project
	As above

	Contact Number
	As above

	Email Address
	As above






	1.2.3 Information Asset Owner
An information asset is a body of information, defined and managed as a single unit so it can be understood, shared, protected and exploited efficiently. Information assets have recognisable and manageable value, risk, content and lifecycles.

	Name
	Julia Kitteringham

	Organisation
	Royal Free London NHS Foundation Trust

	Job Title
	Director of Operations – Chase Farm Business Unit

	Contact Number
	

	Email Address
	juliakitteringham@nhs.net 



	1.2.4 Information Asset Administrator 

	Name
	Kenneth Blake

	Organisation
	Royal Free London NHS Foundation Trust

	Job Title
	Assistant Operations Manager

	Contact Number
	020 3758 2495

	Email Address
	Kenneth.blake@nhs.net 




[bookmark: _Toc194047467]Section 2 – Details
In this section you should detail, what you are doing, and why. 
	2.1 Context

	The NHS Breast Screening Programme (NHS BSP) is a national population screening programme. The aim of breast screening is to reduce mortality from breast cancer by diagnosing cancer at an early stage when treatment is more successful.
In England, the NHS currently offers breast screening to women aged from 50 (first invitation by 53rd birthday) up to their 71st birthday, every 3 years.
During 2015-16, NHS England (London) re-commissioned the provision of breast screening across London. Since 1 April 2016, the model has comprised a stand-alone pan-London call/recall administration Hub (the Hub; provided by the Royal Free London NHS Foundation Trust) and 6 clinical services. Prior to this, each breast screening service in London provided an end-to-end pathway which included the functions now provided centrally by the Hub.  
The Hub delivers all administration functions for London’s 6 breast screening services including scheduling, invitation, data collation, website management and a call centre for more than 1.3 million eligible clients across London.
The 6 breast screening services in London are:
· North London Breast Screening Service (Royal Free London NHS Foundation Trust)
· Central & East London Breast Screening Service (Royal Free London NHS Foundation Trust)
· Outer North East London Breast Screening Service (hosted by InHealth)
· South West London Breast Screening Service (hosted by St Georges University Hospitals London)
· South East London Breast Screening Service (hosted by Kings College Hospital NHS Foundation Trust)
· West of London Breast Screening Service (hosted by Imperial College Healthcare NHS Trust)
Annually, more than 500,000 invitations are sent by the Hub and with over 350,000 managed incoming calls.
Partners Procurement Service (“PPS”) on behalf of Royal Free London NHS Foundation Trust (RFL) undertook a competitive competition through 2023/24. Ten suppliers were invited to tender for the Breast Screening Patient Communication Provision. The NHS SBS Patient/Citizen Communications & Engagement Solution Framework Lot 6, Hybrid Mail reference SBS10175 was used for this tender process.
Following contract award in January 2024, Civica Ltd commenced as the Hub’s outsourcing supplier from 01 May 2024.




	2.2 Purpose

	The purpose of this updated DPIA is to provide assurance to the trust for Civica (via Funasset Hybrid Mail interface) to continue to provide physical letter and other patient communication for London’ breast screening clients, and implement the roll out of sending correspondence to clients via email/SMS text message containing a time limited link with integrated Date of Birth validation to be able to view a PDF electronic copy of the correspondence (i.e. appointment invitation, DNA notification, normal results for 3 yearly screening routine recall). 
This also continues to include appointment text message notifications 48hrs and 7 days beforehand.
In summary: 
· Hybrid Mail interface will scan the top left-hand side of documents for hidden text fields (i.e. white font not visible but can still be extracted as text) containing the following details:
· Client mobile number (if available on NBSS record)
· Client email (if available on NBSS record)
· Client Date of Birth from NBSS record (DOB)
· In the absence of mobile number and email address, the letter will be printed and posted to the client
· In the presence of mobile number and/or email address, an email/SMS text message will be sent to the client with a link to access an electronic PDF copy of the letter
· The embedded link will require the client to validate their DOB to access the letter. 
· The link will be time limited, such that if it is not accessed with DOB validation successfully completed within a given timeframe (i.e. 48hrs), we would revert to sending the letter via printed post format. 




	2.3 Scale

	The NHSBSP is a national population screening programme.
In England, breast screening is currently offered to women aged 50 (first invitation by 53rd birthday) up to their 71st birthday.
1.3 million eligible clients within the London population invited over a 3-year screening programme period.
Annually, more than 500,000 invitations are sent by the Hub and over 350,000 managed incoming calls.




	2.4 Data Flows

	Civica Hybrid Mail service support FHIR and HL7 interfaces for direct two-way interfacing with various clinical systems. For the use case with LBSS administration Hub, the only required interface is with NBSS clinical system, using Civica’s virtual printer for capturing letter documents and an ODBC db query module for receiving SMS text data records.
The pathway for the breast screening programme consists of the following key dataflow elements for letter correspondence and text SMS reminders.
1 – Letter Correspondence 
· National Breast Screening Select (BS Select) system owned by NHS digital used to identify eligible population due to 3 yearly screening.
· Hub specifies batch list of eligible clients on BS Select, which in turn transfers this data onto NBSS (the national breast screening patient administration system owned by Hitachi) – point [1] of NHSBSP service spec pathway.
· Hub schedule appointments and generate invitation letters on NBSS print queue (up to 6 weeks ahead of appointment date).
· Hub print appointment invitation letters 4 weeks ahead of clinic date on NBSS; outsourced from NBSS to Civica via internal RFL Hybrid Mail Printer Server (RFL-BSSPrint) – refer to HybridMail dataflow flowchart below.
· Hybrid Mail interface will scan letters for hidden fields of mobile number, email and DOB. As appropriate, if fields are present email/SMS text message sent to clients with PDF time limited link with DOB validation to access an electronic copy of the letter (refer to Breast Screening Electronic invites pathway diagram below)
· Civica production team print and post letters to clients that do not have a mobile number/email hidden field available and clients that do not access the provided link within a given timeframe i.e. 48hrs – refer to Hybrid Mail dataflow diagram below.
· The Hub will also print letters for DNA notifications, second timed appointment invitation for clients who DNA their first appointment and normal results for 3 yearly screening routine recall to clients via Civica – refer to points [2], [3] and [4] of NHSBSP screening pathway below.

2 – Text SMS Reminders
The text message data is a separate process to the letter data that is sent 4 weeks beforehand. Since the original invitation letters were issued clients will have the opportunity to rebook and cancel. As such the client lists extracted from the NBSS system for texts will vary. At a week and 48hrs before appointments, the Hub runs an NBSS report to extract text message data for upload to Civica to enable them to send reminder text messages.
· Hub extract appointment text message reminder data from NBSS and transfer to Civica via “drop box folders” on internal RFL Hybrid Mail Printer Server (RFL-BSSPrint). Refer to points [1] and [3] of NHSBSP service specification pathway.
· Civica process data and send reminder text messages to clients – refer to Hybrid Mail dataflow diagram below.
Clinical communications i.e. recalls to assessment, technical recalls, diagnosis notifications are currently actioned by the individual Breast Screening services.
3 – GP outcome reports
Upon closure of screening invitation episodes, GP reports are created on NBSS. These are outsourced on a weekly basis as per the following data flow – refer to Breast Screening GP reports pathway diagram:
· Hub extract GP reports in PDF format files, 1 per breast screening service
· These PDF files are then transferred to Civica via “GP report drop box folders” on internal RFL Hybrid Mail Printer Server (RFL-BSSPrint). 
· Civica currently process PDF data files and split these according to individual GP practices. Each GP practice is thereby sent a printed batch of GP reports.
· It is proposed that GP reports are crosschecked against a GP practice code and GP email look up list held on the Hybrid Mail printer server.
· GPs with an email address available on the look up list will be emailed a time limited PDF link containing the GP reports
· GP practices that do not access the time limited PDF link within the email will have their reports default to be printed and sent via post
· GP practice codes not on the look up list or do not have an email listed, will be sent a printed batch of GP reports via post
· As the senders of the GP report emails [Civica] will be utilising a look up list with GP agreed email to send to, no validation is required, as per agreed feedback from London ICB DPOs.
Below Diagram: NHSBSP – Service Specification screening pathway (highlighted sections for patient communications generated by Hub and processed by Civica):
[image: ]
See below the Data flow within the Civica HybridMail system:
[image: ]
















Below Diagram: Breast Screening GP reports (data flow of reports sent via time limited email link and alternative physical posted reports). Sender NHS.net mailbox utilised by Hybrid mail server (nbss.hybridmail@nhs.net).
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Below Diagram: Breast Screening electronic letters (data flow of client appointment and normal results letters sent via time limited email PDF link with DOB validation and alternative physical posted correspondence). Sender NHS.net mailbox utilised by Hybrid mail server (nbss.hybridmail@nhs.net).
[image: ]







	2.5 Benefits

	Improvements in uptake and reductions in inequalities through better focused patient communication and correspondence (current Pan London average uptake approx. 65%; national standard target is 70% uptake)
Improved technology - Unified integrated system leading to improved user interface (user time and efficiency savings). 
User efficiency (saving time for core jobs instead of preparing post)
Future capability for a move from ‘paper’ to ‘digital’ communication (once approved by NHSE and SQAS)
Reduced text messaging costs compared to existing provider.
Reduced letter outsourcing costs compared to existing provider.
Visibility of archived & returned mail 
Royal Mail Mailmark tracking through postal network 
Detailed letter Management Information (MI) reporting 
Security within print centre(s)
Custom developed software 

Benefits of Electronic GP reports update
· Reduced outsourcing costs
· Instant access to reports sent to GPs (no wait for postal pathway)

Benefits of Electronic client appointment correspondence 
· Reduced outsourcing costs,
· Instant access to letters sent to clients (no wait for postal pathway),
· Ability to receive correspondence in an easily accessible format with all associated inserts, maps etc that can be viewed as per client preference e.g. zoom in/out etc.








[bookmark: _Toc194047468]Section 3 – Screening Questions

	Question
	Response
	Comments

	Are you starting a project, programme, or research study using existing or newly collected Personal Data? This includes Personal Data which is pseudonymised.
	Yes
	Using existing data

	Are you using Personal Data which could result in a risk of physical or emotional harm to a Data Subject in the event of a security breach or accidental disclosure?
	Yes
	PID for clients invited for screening

	Are you combining Personal Data from different data sources?
	Yes
	

	Are you planning on sharing Personal Data with organisations or people who have not previously had routine access to the Personal Data?
	Yes
	Data shared for onward processing only by replacement supplier. 

	Are you collecting Personal Data from a source other than the Data Subject?
	Yes
	Already in existing systems (BS Select and NBSS)

	Are you profiling Data Subjects or using Personal Data to decide on access to services?
	No
	

	Are you profiling children or targeting them for marketing or online services?
	No
	

	Are you tracking Data Subject’s location or behaviours?
	No
	

	Are you changing existing processes which use Personal Data?
	No
	

	Are you undertaking any type of marketing, advertising, or promoting aims or ideals?
	No
	

	Are you using Biometric Data?
	No
	

	Are you using Genetic Data?
	No
	

	Are you changing technology which Processes Personal Data, for example using a new system or supplier? 
	Yes
	Civica Ltd – change in transmission of data to hybrid model of electronic and printed format (for non-responders to time limited link)

	Are you implementing new technology into the Trust’s main IT infrastructure? 
	No
	

	Are you implementing a new, or changes to an existing patient record system?
	No
	

	Are you starting a project, programme, or research study which will use close circuit television cameras (CCTV) or body worn video (BWV)?
	No
	

	If you answer ‘yes’ or ‘unsure’ then you must complete the full DPIA in Sections 4 to 10




[bookmark: _Toc194047469]Section 4 – Data
In this section you need to record what Personal Data fields you are using or collecting and justify why you need each field. This is to ensure you only use the minimum amount of information necessary.
[bookmark: _Toc194047470]4.1 Personal Data – Primary data subjects 
Those who’s data is intended to be processed for the primary purpose of the DPIA
	Data Field
	Tick all that apply
	Justification

	Name
	☒	Required as per NHSBSP Service Specification to ensure that eligible clients are invited for screening – data field on national standard letter templates

	NHS Number
	☒	As above

	Pseudonymisation number
	☒	As above – field from NBSS client record

	Gender
	☐	

	Date of Birth
	☒	Hidden white font text field embedded within letters. These text fields will not be visible on letters when printed or viewed but will be able to be detected as electronic text within document. 
Fields to enable Civica Ltd to deliver electronic correspondence/GP reports from NHS.net mailbox.
DOB validation rules to apply to client correspondence link access.


	Physical description
	☐	

	Employment data
	☐	

	Criminal convictions
	☐	

	Financial
	☐	

	Address
	☒	As above

	Home phone number
	☒	Required as per NHSBSP Service Specification to ensure that eligible clients are sent SMS reminder text messages for screening

	Mobile phone number
	☒	Required as per NHSBSP Service Specification to ensure that eligible clients are sent SMS reminder text messages for screening and to enable Civica Ltd to send electronic correspondence link access to client email if available on NBSS records. 


	Email Address
	☒	Hidden white text field embedded within letters to enable Civica Ltd to send electronic correspondence link access to client email if available on NBSS records.


	Insert additional rows if required.



[bookmark: _Toc194047471]4.2 Special Category Personal Data – Primary data subjects 
Those who’s data is intended to be processed for the primary purpose of the DPIA
	Data Field
	Tick all that apply
	Justification

	Racial or ethnic origin
	☐	

	Political opinions
	☐	

	Religious or philosophical beliefs
	☐	

	Trade union membership
	☐	

	Genetic data
	☐	

	Biometric data
	☐	

	Sex life or sexual orientation
	☐	

	Health data including occupational health
	☒	National NHSBSP letter and SMS text reminders templates include wording regarding invitation to breast screening appointment. 


	Mental health data
	☐	

	Health data which may be more sensitive than general health information, for example, gender reassignment or sexual health
	☐	

	Insert additional rows if required.



[bookmark: _Toc194047472]4.3 Personal Data – Secondary data subjects
Secondary data subjects are those who data is processed as a consequence of the DPIA’s primary purpose, for example, staff data for user accounts.
	Data Field
	Tick all that apply
	Justification

	Name
	☒	Staff login for Hybrid Mail online interface utilise names and PC login usernames to facilitate account creation and tracking of users that printed data.


	NHS Number
	☐	

	Pseudonymisation number
	☐	

	Gender
	☐	

	Date of Birth
	☐	

	Physical description
	☐	

	Employment data
	☐	

	Criminal convictions
	☐	

	Financial
	☐	

	Address
	☐	

	Home phone number
	☐	

	Mobile phone number
	☐	

	Email
	☒	Staff login for Hybrid Mail online interface utilise staff NHS.net email for password resets

	Insert additional rows if required.





[bookmark: _Toc194047473]4.4 Special Category Personal Data – Secondary data subjects
Secondary data subjects are those who data is processed as a consequence of the DPIA’s primary purpose, for example, staff data for user accounts
	Data Field
	Tick all that apply
	Justification

	Racial or ethnic origin
	☐	

	Political opinions
	☐	

	Religious or philosophical beliefs
	☐	

	Trade union membership
	☐	

	Genetic data
	☐	

	Biometric data
	☐	

	Sex life or sexual orientation
	☐	

	Health data including occupational health
	☐	

	Mental health data
	☐	

	Health data which may be more sensitive than general health information, for example, gender reassignment or sexual health
	☐	

	Insert additional rows if required.




[bookmark: _Toc194047474]Section 5 – Legal

	5.1 Lawfulness, fairness & transparency
Processed lawfully, fairly and in a transparent manner in relation to the data subject

	See section 5.2, 5.3 and 5.4 for lawfulness.
Fairness is assessed throughout this document.
See section 8.1 for Transparency.







	5.2 Purpose Limitation
Personal Data is collected for specified, explicit and legitimate purposes and not further Processed in a manner that is incompatible with those purposes.

	To invite eligible client cohort for Breast Screening appointments as per NHSBSP Service Specification, including letters for DNA’s and routine outcome for return to 3 yearly screening.
Date of Birth, Mobile Number and Email address client details are added to letters as embedded hidden fields to solely facilitate the sending of electronic correspondence links to clients.
Clinical communications i.e. recalls to assessment, technical recalls, diagnosis notifications are currently actioned by the individual Breast Screening services.




	5.3 Data Minimisation
Personal Data must be adequate, relevant and limited to what is necessary in relation to the purposes for which they are Processed

	See section 4.1 and 4.2 for data minimisation. 




	5.4 Accuracy
Personal Data must be accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, are erased or rectified without delay

	The personal data used in Breast Screening client communications originates from Primary Care providers (GPs) and the national spine via the national BS Select system, which then in turn feeds to client NBSS records.
As such the data is maintained and accurate as per what is provided by Primary Care Providers (GPs).
GP reports are allocated according to the GP practice to which each individual client is registered on their NBSS record.
Emails used to send GP reports via PDF link are GP agreed NHS.net emails provided by London ICB Primary Care Teams.
As per feedback from GPs, the email look up list will be updated as appropriate.
Client mobile numbers, DOB and email addresses used to facilitate electronic invite messages will originate from Primary Care providers (GPs) and the national spine via the national BS Select system, which then in turn feeds to client NBSS records.







	5.5 Storage Limitation
Personal Data must be kept in a form which permits identification of Data Subjects for no longer than is necessary;

	See section 7.5 for details on retention.




	5.6 Integrity and Confidentiality
Personal Data must be processed in a manner that ensures appropriate security, including protection against unauthorised or unlawful Processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.

	See section 5.4 for confidentiality.
See section 6 for integrity.




	5.7 Accountability
The Controller shall be responsible for, and be able to demonstrate compliance with, the data protection principles

	Accountability is demonstrated throughout this document. 




****Information Governance Directorate use only****
	5.8 Personal Data Lawful basis (UK GDPR Article 6)

	Under UK GDPR, for processing personal data in the delivery of direct care, and for providers’ administrative purposes, the most appropriate Article 6 condition that is available to all public funded health and social care organisations is: 
Article 6(1)(e) “the processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller”
DPA Section 8 Condition. The lawfulness of processing personal data set out in Article 6(1) (e) of the UK GDPR (as above) is permitted under Section 8 (d) of DPA 2018: Processing is necessary for the exercise of statutory functions.
This section is for completion by the Information Governance Directorate.

	If the Article 6 lawful basis contains the word ‘necessary’ that necessity must be demonstrated below.
If the lawful basis contains the words ‘legitimate interests’, the legitimate interests test must be demonstrated below.
If the lawful basis contains the word ‘consent’ the consent process must be documented below.

	The processing is necessary for sending client communications in connection to the operation of the NHSBSP in London.
This section is for completion by the Information Governance Directorate.



****Information Governance Directorate use only****
	5.9 Special Category Data Lawful Basis (UK GDPR Article 9)

	In addition to the above, an Article 9 condition of processing must also be used;-

UK GDPR Article 9(2)(h) “…processing is necessary for the purposes of preventive or occupational medicine, for…the provision of health or social care or treatment or the management of health or social care systems and services…”

For the purposes of Article 9(2) (h) of the UK GDPR, the circumstances in which the sharing/processing of special categories of personal data is carried out is subject to the conditions and safeguards referred to in Article 9(3) of the UK GDPR (obligation of professional secrecy), which include circumstances in which it is carried out under DPA Section 11(1) supplementary:

· by or under the responsibility of a health professional, or 
· by another person who in the circumstances owes a duty of confidentiality under an enactment or rule of law

The terms “health professional” and “social work professional” are defined in Section 204 of DPA 2018, and include a broad range of different professionals. 

When relying on condition (h), you also need to meet the associated condition in UK law, set out in Part 1 of Schedule 1 of the DPA 2018.
Health or social care purposes
2 (1) This condition is met if the processing is necessary for health or social care purposes.
(2) In this paragraph “health or social care purposes” means the purposes of—
(d) the provision of health care or treatment,

This section is for completion by the Information Governance Directorate.

	If the lawful basis contains the word ‘necessary’ that necessity must be demonstrated below.
If the lawful basis contains the words ‘legitimate interests’, the legitimate interests test must be demonstrated below.
If the lawful basis contains the word ‘consent’ the consent process must be documented below.

	The processing is necessary for sending client communications in connection to the operation of the NHSBSP in London.
This section is for completion by the Information Governance Directorate.






	5.10 Duty of Confidentiality

	The NHSBSP operates on the principle of implied consent for invitation screening when a client is registered with a GP and meets the eligibility criteria for the screening programme i.e. 50-70 years old.
Eligible clients are invited for breast screening every 36 months.
Clients who choose to permanently opt out (ceased) from the programme (informed subject choice), and those who are no longer eligible due to medical reasons (bilateral mastectomy or Mental Capacity Act (MCA)), can be permanently opted out (ceased) from the NHSBSP call and recall process.
A client who is permanently opted out (cease) from NHSBSP will not receive any invitation or reminder letters from the Hub unless she chooses to opt back into the programme.
Clients who have previously opted out of the NHSBSP will no longer be contacted.
Clients who have not previously opted out will receive initial communication prior to opt out.
NHSBSP Ceasing Guidance -  https://www.gov.uk/government/publications/opting-out-of-breast-screening/guidance-on-opting-out-cease-from-breast-screening 




	5.11 Trust Ethical Approval
Complete when conducting research only

	N/A, this is not research.




	5.12 Health Research Authority (HRA) Approval
Complete when conducting research only

	N/A, this is not research.




	5.13 Confidentially Advisory Group (CAG) Approval
Secondary use of Identifiable health data without consent only

	N/A, this is not a secondary use.
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	6.1 Access Controls

	NBSS access for generating and printing letters is controlled under the following RFL Trust and NBSS policies:
· RFL Information Security Policy
· RFL Confidentiality Policy
· NHS Cancer Screening Programmes System Level Security Policy for the NBSS system




RFH IT limits the availability of NBSS shortcuts such that these are only mapped specifically to Breast Screening Service workstations. NBSS access requires that you are logged into the Trust network or VPN e.g. Citrix remote connection.
Hub access controls to NBSS, are effectively managed due to an established starters and leavers process via designated NBSS System Manager users. System Manager NBSS user accounts are restricted to the following members of the Hub Management Team:
· Assistant Operations Manager
· Service Managers
· Office Managers
· Team Leaders 

As part of induction and leavers checklists that are completed by staff line managers, arrangements are made to create/activate and disable/deactivate NBSS accounts of new staff and leavers, respectively. In addition, NBSS automatically disables accounted not accessed for a prolonged period with login inhibited and password reset via a System Manager user required.
For the Hub to access the Online Web Mail portal, the user must be logged into the RF Trust Network or VPN as only whitelisted IPs are permitted to access the website interface. The RF outbound IP has been added to the Hybrid Mail online portal Whitelist and so Hub users are able to access the portal from the Trust network.
Access to the Hybrid Mail service is controlled by clients Active Directory authentication (SAML) providing user level of access controlled by users group memberships within clients AD.
Within Royal Free AD (Azure AD application) specific Hybrid Mail groups will be created for each access level. With Royal Free IT or service managers ensuring the correct user group membership is maintained for its users of the service. Including creation and removal of accounts and group memberships for starters/leavers, managed within Royal Free AD.
Solution provided three levels of role-based access, User, Manager and Admin. Allocated based on user group membership, these group memberships are controlled from AD.
· User - Provides Web portal access to just view their Mail Menu, allowing a user to only view documents their have submitted, showing Queued, Printed and Returned/Rejected items. User is able to View and delete just their own items.
· Manager - Provides Web portal access to view their submitted documents and those of users within their group, allowing manager to View and delete any items submitted within their group.
· Admin - Provides Web portal access to Mail and Admin Menu, allowing an admin to upload and remove letter attachments, create/modify input template profiles, use Find Mail function to search system for specific letter documents, to run and schedule MI reports on system.
NBSS requires that passwords are regularly changed and updated on an 8-weekly basis.
Civica web portal utilises Azure AD single Sign-on (SSO) authentication to manage user accounts. 
SSO authentication has been in place since late 2024.




	6.2 Physical Controls

	The RF components are located in secure server rooms at Hampstead and Chase Farm; covered by Trust information security policies.
Civica production controls
The RF components are located in secure server rooms at Hampstead and Chase Farm; covered by Trust information security policies.
Civica hosted environment 

Our Managed Print Service hosting platforms is audited and recertified to ISO27001 hosted on co-location infrastructure in Tier 4 class datacentre, Location Exeter UK
Access to physical server environment at Exeter data centre uses three-tiered access, with only authorised DC staff allowed access to server room & cabinets. Data centre customers Funasset have escorted access to data centre build / workshop rooms only, and not allowed access into server rooms. Physical security includes CCTV surveillance, 24-hourmonitored alarms, and ISO 27001-compliant secure storage area.
Remote access to server environment is the responsibility of Funasset Technical Director allocating and authorising user access rights in conformity with ISMS policies, on a need basis, staff access accounts are unique (not shared) and use 2FA. Access to any client hosted systems can only be gained from within Funasset internal network LAN, staff have Cisco VPN access to Funasset network, with 2FA using Cisco mobile authenticator app. Once authenticated to internal LAN, allowed user accounts can gain RDP access to specific client servers. Client servers are isolated on dedicated VLANs with Cisco network switching management to further control limit network access.







	6.3 Technical Controls	Comment by TUNMORE, Ben (ROYAL FREE LONDON NHS FOUNDATION TRUST): Can you explain how the emails are sent. Details about the mailbox. If no solution is already identified, please liaise with Digital services to see what system integration they can offer to allow Funasset to send mails. For example, arrange to have the emails sent from a “No reply” @royalfree.nhs.uk for sending non-sensitive information. 	Comment by BLAKE, Kenneth (ROYAL FREE LONDON NHS FOUNDATION TRUST): We are looking to send two areas as electronic

GP reports and client correspondence

Initially we had planned to use an outbound nhs.net email to facilitate above but as this is not possible can IG please clarify the following:

Is a noreply@royalfree.nhs.uk ok to use for GP reports given they contain PID and we said that validation was not required as the plan for was NHSnet to NHSnet transfer - will validation be required for no reply domain email? If so can IG advise a suitable form of validation?

For client correspondence, there will be a DOB validation, is this sufficient to cover the use of a no reply domain email in light of the contents being appt details or is this classified as sending “sensitive” info as the letters after validation will contain clients full demographic details (name an and address), NHS number, appt details etc	Comment by MACPHERSON-SMITH, Danielle (ROYAL FREE LONDON NHS FOUNDATION TRUST): Funasset have confirmed currently our Hybrid Mail service uses an email account ‘nbss.hybridmail@nhs.net‘ for the delivery of reports. As this is a NHS.net email account, could this be used for the sending of GP reports and electronic invites? 	Comment by TUNMORE, Ben (ROYAL FREE LONDON NHS FOUNDATION TRUST): Either noreply@royalfree or @nhs.net are fine to use for appointment purposes. From reading the DPIA, the letters are generally appointment related with the exception of the normal result notifications and contain demographic details as opposed to sensitive health information. In addition the link is time restricted and needs DoB to validate. 
Danielle- In relation to GP Reports, it looks like these were already approved in a previous version of this DPIA as opposed to the latest changes, however if the GP is on a secure NHS.net account, sending from another nhs.net account is fine in principle. 

	The RF hosted component is logically segregated and connections outbound are controlled by a default block with explicit pass list. A single rule permits access from the internal print server to the Civica system via the public internet. Data is encrypted in flight using at least TLS 1.2.
Electronic Delivery of GP reports and Client Correspondence:
An NHS.net email exists for the Hybrid Mail platform (nbss.hybridmail@nhs.net). 
The mailbox would have restricted access to the Hybrid Mail platform that would use the secure NHS.net mailbox exchange to facilitate the delivery of the following items:
· GP reports to GP practice NHS.net email mailboxes in the form of a time limited PDF link within the emails,
· Client appointment and normal result correspondence containing demographic details (non-sensitive health information) in the form of time limited and Date of Birth validated PDF links within the emails.
Civica hosted services: 
Defined in our GDPR Policy and ISMS system, appropriate technical and organisational measures are implemented in order to provide data security. These measures safeguard personal data from unauthorised access and unlawful processing or disclosure, as well as accidental loss, modification, or destruction. These measures relate to the security of data which merit protection, whether processed electronically or in paper form.
These technical and organisational measures form part of an Information Security Management System (ISMS) certified to ISO27001 and are constantly revised in accordance with technological developments and organisational changes. 
Funasset is committed to industry best practices concerning security measures which look to prevent the loss, misuse and alteration of the information in our possession. We use various audited and certified security measures to protect the information we collect (as appropriate to the classification), including encryption, firewalls and access controls.
Perimeter Defence is provided by Sophos XGS next-gen firewalls, providing Deep Packet Inspection, Zero-Day and ML Protection, Active Threat Protection, DDoS protection against today’s most sophisticated DDoS attacks, TLS 1.3 Decryption.
Webroot end point pretention for AV and Malware defences.
Solution has pen tests run annually by 3rd party, in addition we use Qualys external and internal network agents to scan our services on a weekly basis. Any issues found with severity 5- 3 being actioned and resolved immediately.
Data transit is protected by https TLS1.2 SSL 256b encryption with our hosted webservice for all data transfers between client and SPS.
Data at rest storage is encryption to standards, AES-256 certified to FIPS 140-2 Level 2.






	6.4 Training


	Royal Free staff complete training to deliver as per roles and systems (NBSS, BS Select) in line with NHSBSP guidelines and Trust policies (as outlined in section 6.1)
All staff, processes and facilities are subject to regular audits via ISO9001 or ISO27001 internal audits and the six monthly independent ISO audits. There are six monthly physical security audits carried out by the UK physical security manager. In addition, Funasset IT risk assessments are completed annually.  Staff are provided with training in the operational processes prior to working on any systems or equipment and are provided with operational guidelines, these are regularly updated as the system matures. Training including information security awareness is provided for all new staff, staff moving to the contract and annually thereafter which ensures staff are aware of the specific security requirements and latest procedures they must adhere to at all times. These procedures are subject to regular updates and are written in line with Funasset policies, ISO controls and customer specific requirements. 



	6.5 Anonymisation Process
Complete when Anonymising Personal Data only

	N/A




	6.6 Pseudonymisation Process
Complete when using Pseudonymised Personal Data only

	N/A




	6.7 Audit 

	Access to the NBSS is audited. User access is controlled by designated users with System Manager access. Leavers have access revoked from the NBSS.
For granular auditing, NBSS SPRPT audit by SX number reports and System Manager security level audits are possible.
All activity on the NBSS system is recorded and is able to be picked up in the above audit processes.
Hub and Clinical Service’s complete daily basis monitoring of the NBSS SMSTA (print queue) and SIL (print reports) functions to review unprinted letter in the print queue and cross reference processing reports from outsourcing provider to confirm letters that have been printed and processed.








	6.8 DCB0129
For completion when developing and maintaining Health IT Systems for use within the health and care environment 

	DCB 0129 completed for sub-processor managing the appointment letters and SMS messages.

 Clinical Risk Management Plan: Hybrid Mail


Clinical Safety Case Report: Hybrid Mail


Funasset_Integrated_Mail_hazard log_v1.1




	6.9 DCB0160
For completion when deploying, using, maintaining, or decommissioning Health IT Systems within the health and care environment.

	In progress, please see Section 12 – Actions




	6.10 Digital Technology Assessment Criteria (DTAC)
For completion when deploying Health IT Systems within the health and care environment

	
[bookmark: _MON_1774346097]DTAC completed for sub-processor managing the appointment letters and SMS messages.







	6.11 Decommissioning
For completion when deploying Health IT Systems within the health and care environment

	Following the end of the contract, Civica will delete RFL data from their systems and to return and return any copies requested in an agreed format to the trust.  Once RFL confirms successful receipt of this and instructs the Civica to do so, the Civica will irretrievably destroy all RFL data using an agreed methodology.
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	7.1 Policy

	Policy frameworks for NBSS controlled access as per the  NHS Cancer Screening Programmes System Level Security Policy for the NBSS system


NBSS use for generating and printing letters covered by the following policies:
· RF Information Security Policy
· RF Confidentiality Policy



The Hub’s SOP covering the processes of printing letters to the current provider are attached below:



Name any supporting policies or procedures used to support the processing, for example, Information Governance Policy, Working from Home Policy, Starters and Leavers Process.



	7.2 Incident Reporting

	Use of existing RFL Trust incident reporting processes (DATIX) and SQAS (Screening Quality Assurance) SIAF (Screening Incident Assessment Submission) submissions for serious incidents.
Example SQAS SIAF form attached below:


As outlined in the attached Civica GDPR compliance policy attached


Civica deploys a robust security incident reporting process, which operates as follows:
· The Incident reported to Manager.
· The Manager reports details of the incident to the Information Security Officer.
· A Report is created recording:
· Unique ID
· Date
· Time
· Reported by
· Reported to
· Owner
· Details of incident
· Root cause
· Actions to remediate
· Status open/closed
· Concerned parties are informed including any affected customers.
· If required Civica corporate response team are informed.
· Actions to remediate are discussed with relevant parties.
· Actions are completed.
· Incident is closed.
· Repeat incidents are reviewed for suitability of further controls.
· Issues are discussed at quarterly management review meetings.
As per the agree approved supplier contract between RFH Trust and Civica, the agreed timeframe is within 24hrs for Civica to inform the Hub to ensure that the RFH Trust is rapidly aware on discovery of a serious incident.




	7.3 Business continuity planning (BCP)

	System runs on the Royal Free site on the VxBlock virtual infrastructure, is backed up nightly, and has a DR replica in Chase Farm. Recovery time objective is 48 hours, recovery point is 24 hours.
For Hub users
In the event that the letter and SMS outsourcing systems become unavailable, this will look to be declared to regional NHSE commissioners and SQAS as a potential incident.
Hub Senior Management Team would convene emergency meetings and liaise with relevant parties and stakeholders i.e. Breast Screening Service, Civica etc, to agree next steps to have the matter resolved. The Hub Business Continuity Plan would be discussed and appropriate steps implemented.
For Civica Hosted environment 
We run both Primary and DR datacentres providing service resilience, with identical infrastructure and VMware clusters at both locations. Veeam Backup & Replication software is used to manage VM backups to local NAS storage within Primary data centre.  Restoring from backup takes under 1 hour, for VM replications held at DR location these power up within 5 mins of initiating failover. All Veeam backups are encrypted, holding six restore points for all live VMs, NAS storage. 
No data backups are held outside of secure datacentre network environment, physical backup media is not used/permitted.  
Hosted service has access to duplicate print fulfilment centres, if there is a disaster recovery scenario, work can be immediately switched to an alternative fulfilment centre. The Civica Mail servers are hosted within a resilient Tier 4 Data Centre the most stringent level of which is designed to host mission critical computer systems with fully redundant subsystems and compartmentalised security zones controlled by biometric access controls methods.




	7.4 Records Management

	Records are digitally held in the NBSS system. 
PID only for purpose of inviting for screening. PID managed according to NHSBSP guidelines.
Link to NHSBSP guidance: https://www.gov.uk/government/publications/breast-screening-manage-mammograms-and-records/retention-storage-and-disposal-of-mammograms-and-screening-records




	7.5 Retention

	Source data is retained according to NHSBSP guidelines. 
Link to NHSBSP guidance: https://www.gov.uk/government/publications/breast-screening-manage-mammograms-and-records/retention-storage-and-disposal-of-mammograms-and-screening-records
Letters are generated by the NBSS system and sent to Civica; local NBSS copy held on print queue retention period of 6 months.
Civica Hybrid Mail Hybrid Mail systems run a data retention period of 30 days, primarily for the need to manage any Royal Mail returned letters, allowing Web portal users to view PDF of letters retuned by Royal Mail.







	7.6 Lifecycle/end of life

	Civica Mail Software runs automated tasks every 24 hours to delete data and db. records associated with client data held, based on configured retention period.
Upon request a clients data retention can be adjusted or reduced to zero for the removal of all data records held.
Upon Subject Access Request, an individual’s record can be removed from the system if processed within last 30 days and still held on system.
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	8.1 The right to be informed

	This is fulfilled through the Royal Free London patient facing Privacy Notice: https://www.royalfree.nhs.uk/patients-visitors/privacy-notice/ The Privacy Notice explains how their information will be used and who it may be shared with.  




	8.2 The right of access

	Patients can exercise this right by following the process in the trust’s patient facing privacy notice Privacy notice | For patients, carers and visitors | The Royal Free Data subjects are able to request information the trust holds on them via the established SAR process. 
Covered by RF Trust subject access policies



Letter templates printed from NBSS attached below:


Opting out ceasing policy as per NHSBSP guidance: https://www.gov.uk/government/publications/opting-out-of-breast-screening/guidance-on-opting-out-cease-from-breast-screening 







	8.3 The right to rectification

	Patients can exercise this right by following the process in the trust’s patient facing privacy notice Privacy notice | For patients, carers and visitors | The Royal Free 
As outlined in section 5.4, the personal data used in Breast Screening client communications originates from Primary Care providers (GPs) and the national spine.
Data Subjects can have inaccurate information that we are processing corrected by notifying their GP practice to make corrections to their Primary Care Record and this will in turn feed into BS Select and NBSS.
The Hub process is not to change any NBSS record unless the change is reflected on BS Select and as per above direct clients who contact us to their GPs.
The breast screening services do have the option to update NBSS for a short-term period i.e. address correction whilst the client visits their GP to have their record updated to ensure that the result letter is directed to the most up to date address. But ultimately when a feed comes down from BS Select to NBSS, this correct will be reversed until the primary care record is updated.




	8.4 The right to erasure

	Patients can exercise this right by following the process in the trust’s patient facing privacy notice Privacy notice | For patients, carers and visitors | The Royal Free
As per NHSBSP guidance, this would require ad hoc engagement with the national NHSBSP team, NHS Digital (owner of BS Select), Primary Care and Hitachi (owner of the NBSS).




	8.5 The right to restrict processing

	Patients can exercise this right by following the process in the trust’s patient facing privacy notice Privacy notice | For patients, carers and visitors | The Royal Free
As per section 5.10, a client who is permanently opted out (ceased) from NHSBSP will not receive any invitation or reminder letters from the Hub unless she chooses to opt back into the programme.
Clients who have previously opted out of the NHSBSP will no longer be contacted.
Clients who have not previously opted out will receive initial communication prior to opt out.
NHSBSP Ceasing Guidance -  https://www.gov.uk/government/publications/opting-out-of-breast-screening/guidance-on-opting-out-cease-from-breast-screening 







	8.6 The right to data portability

	The right to data portability does not apply in this circumstance.  Consent is not the legal basis for processing and neither is the processing by automated means 



	8.7 The right to object

	Patients can exercise this right by following the process in the trust’s patient facing privacy notice Privacy notice | For patients, carers and visitors | The Royal Free
As per section 5.10, a client who is permanently opted out (ceased) from NHSBSP will not receive any invitation or reminder letters from the Hub unless she chooses to opt back into the programme.
Clients who have previously opted out of the NHSBSP will no longer be contacted.
Clients who have not previously opted out will receive initial communication prior to opt out.
NHSBSP Ceasing Guidance -  https://www.gov.uk/government/publications/opting-out-of-breast-screening/guidance-on-opting-out-cease-from-breast-screening 




	8.8 Rights in relation to automated decision making and profiling.

	N/A, this process does not involve any automated decision making or profiling.
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	9.1 Supporting documents 
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[bookmark: _Toc194047479]Section 10 – Consultation 
	10.1 Consultation

	Partners Procurement Service (“PPS”) on behalf of Royal Free London NHS Foundation Trust (RFL) undertook a competitive competition through 2023/24. Ten suppliers were invited to tender for the Breast Screening Patient Communication Provision.
The NHS SBS Patient/ Citizen Communications & Engagement Solution Framework Lot 6, Hybrid Mail reference SBS10175 was used for this tender process.
The framework agreement currently in use (currently held by Synertec Ltd) was due to expire in March 2022. The contract is historic and has continued to be renewed annually by short term extensions for a number of years.
A mini competition was undertaken, under the NHS SBS Patient/Citizen Communications and Engagement Solution Framework, which provides a suitable mix of suppliers for the required service.
Contract awarded to CIVICA, as per RFL procurement led competitive tender process.
The above change in Hub outsourcing provider has had the following stakeholders consulted as part of the tender process:
· NHSE (London Region) Commissioning Team
· SQAS Regional Team
· London Breast Screening Improvement Board
The key aims of this project are to review how the London Breast Screening Hub can ensure that it provides London’s eligible breast screening population with the best possible service in relation to patient correspondence. Whilst continuing to serve the needs of London’s six breast screening services hosted by five different NHS & private organisations; ensuring that NHSE and the RFL receive the best possible contractual value.
The preferred supplier should be able to deliver patient communications in various formats, text reminders, self-service portal for requests and extensive provider support.




Move to next section.
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Multiplying the likelihood score for the potential adverse outcome of the risk by the adverse consequence that might arise results in the risk score.

	Likelihood ð 
	1 Rare
	2 Unlikely
	3 Possible
	4 Likely
	5 Almost certain

	Consequenceò
	
	
	
	
	

	5 Catastrophic
	5
	10
	15
	20
	25

	4 Major
	4
	8
	12
	16
	20

	3 Moderate
	3
	6
	9
	12
	15

	2 Minor
	2
	4
	6
	8
	10

	1 Negligible
	1
	2
	3
	4
	5



For grading risk, the scores obtained from the risk matrix are assigned grades:
1 - 3
Low risk
4 - 6
Moderate risk
8 - 12
High risk
15 - 25
Extreme risk


Any risks requiring ongoing mitigation must be incorporated into project plans and/or local risk management processes.



Complete the table below with the identified risks and controls which have been implemented.
 
	ID
	Description
	Consequence
	Initial Score (probability x severity)
	Controls
	Controlled score (probability x severity)
	Status 

	01
	Confidential information is available to unauthorised persons. 
System is compromised and becomes unavailable.
Patient may be unintentionally exposed to clinically sensitive information

	Inappropriate access to Personal Data, loss of patient confidence, regulatory action, , breach of UK GDPR, Caldicott Principles and common law duty of confidentiality

	4 x 3 = 12
	User access are supported by appropriate security controls.
User account management is maintained by administrated access levels for staff with differing roles. (e.g. assigning RBAC)
For attempts at unauthorised access:
- System security controls are ISO 27001 certified [Ref 4]
- PEN tests are conducted on a regular basis 
	1 x 3 = 3
	Accepted

	02
	Malicious third-party acquiring control of target IP 

	Inappropriate access to Personal Data, loss of patient confidence, regulatory action

	3 x 3 = 9
	Implementation certificate swap controls via SSO implementation.
	1 x 3 = 3
	Accepted see Section 12 - Actions

	03
	Leavers having access to their login and patient information until license reassigned 
	Inappropriate access to Personal Data
	3 x 3 = 9
	User management process linked to trust starters and leavers process and linked to ADFS SSO.  
	1 x 3 = 3
	Accepted

	04
	There is a risk that personal data is retained for longer than the intended purposes, contrary to data protection law.
	Results in a greater risk to the rights and freedoms of individuals in the event of system compromise or personal data breach.
	3 x 4 = 12
	The Processor is contractually committed to destroying or returning data at the request of the Controller.
	1 x 4 = 4
	Accepted

	05
	Risk that anyone with access to the mobile SMS is sent to will see sensitive medical information from SMS message
	Inappropriate access to Personal data, breach of UK GDPR.
	4 x 4 = 12
	Patient will need to authenticate that they are the correct recipient of the SMS reminder
	1 x 4 = 4
	Accepted


Controlled risks score acceptance thresholds: 
· 1 – 6 can be accepted by the Information Asset Owner
· 7 – 12 can only be accepted by the Senior Information Risk Owner or Group Executive Committee 
· 13 and above can only be accepted by the Group Executive Committee or Trust board

[bookmark: _Toc194047482]Section 12 – Actions
Complete any outstanding actions which need to be completed. These are likely to be controls not yet fully implemented.
	ID
	Action Owner
	Action Description 
	Due Date
	Date Completed
	Status

	01
	Kenneth Blake – Asst Operations Manager (on behalf of Royal Free London Admin Hub)

	Engage with RFL Clinical Safety Officer to undertake DCB0160 assessment.

	30/06/2024
	15/05/2024
	
Completed 

	02
	Claire McCafferty – Business Development Manager (on behalf of Civica) 
& 
Mark Dawson – Managing Director (behalf of Funasset)
	Review password compliance to update in line with Trust Password Protection policy. 

	30/06/2024
	19/04/2024
	Completed

	03
	Claire McCafferty – Business Development Manager (on behalf of Civica) 
& 
Mark Dawson – Managing Director (behalf of Funasset)
	Implement Azure AD Single Sign On (SSO) authentication.

	30/06/2024
	31/10/2024
	Completed 

	Insert additional rows if required, delete unused rows.
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	13.1 Information Asset Owner

	Comments
	None

	Approval
	Approved
	Name
	Julia Kitteringham

	Signature

	By email

	Date

	16/04/2025



	13.2 Caldicott Guardian

	Comments
	None 

	Approval
	Approved

	Name
	Kilian Hynes

	Signature

	By email

	Date

	23/04/2024





	13.3 Data Protection Officer

	Comments
	N/A

	Approval
	Approved 

	Name
	Kevin Winter

	Signature

	By email

	Date

	22/04/2024



	13.4 Senior Information Risk Owner

	Comments
	None 

	Approval
	Approved

	Name
	Emma Kearney

	Signature

	By email

	Date

	23/04/2024
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	Term
	Abbreviation 
	Description 

	‘Anonymous' or 'Anonymised'
	 
	Information which does not relate to an identified or identifiable natural person or to personal data rendered anonymous in such a manner that the data subject is not or no longer identifiable.

	‘Caldicott Guardian'
	CG
	A Caldicott Guardian is a senior person responsible for protecting the confidentiality of people’s health and care information and making sure it is used properly.

	‘Common Law Duty of Confidentiality ' 
	CLDoC
	Common law is not written out in one document like an Act of Parliament. It is a form of law based on previous court cases decided by judges. It is an offence to breach common law.

	‘Confidential Information'
	
	Information whether spoken or written. Also see 'Information', and 'Confidentiality'

	‘Confidentiality'
	
	The concept of spoken or written information being handled in strict privacy or secrecy. 

	‘Controller'
	
	‘Controller’ means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data.

	‘Corporate Records'
	
	Information generated and received by a Trust other than clinical/care (or service user) information. The term describes the records generated by a Trust’s business activities, and therefore include: 
• Policies and processes
• Lists and registers
• Business plans and business cases
• Minutes of meetings
• Estates/Engineering; 
• Financial; 
• Information Management & Technology;
• Personnel/Human Resources;
• Contracts and supplies. 

	‘Data'
	
	Data is an individual unit that contains raw materials which do not carry any specific meaning. Also see 'Information'

	‘Data Protection Act 2018'
	DPA 18
	The DPA 2018 sets out the framework for data protection law in the UK. It updates and replaces the Data Protection Act 1998 and came into effect on 25 May 2018. It was amended on 1 January 2021 by regulations under the European Union (Withdrawal) Act 2018, to reflect the UK’s status outside the EU. It sits alongside and supplements the UK GDPR - for example by providing exemptions. It also sets out separate data protection rules for law enforcement authorities, extends data protection to some other areas such as national security and defence, and sets out the Information Commissioner’s functions and powers.

	‘Data Protection Legislation'
	
	The term used to describe all data protection legislation including, Data Protection Act 2018 (DPA 2018) and United Kingdom General Data Protection Regulation (UKGDPR) as referenced in the DPA 2018, The Privacy and Electronic Communications (EC Directive) Regulations 2003 (SI 2426/2003) (as amended) and all applicable laws and regulations relating to the Processing of the personal data and privacy, including where applicable the guidance and codes of practice issued by the Information Commissioner or any other national Supervisory Authority.

	‘Data Protection Impact Assessment'
	DPIA
	A process to systematically identify and minimise data protection risks. A requirement by law.

	‘Data Security and Protection Toolkit'
	DSPT
	An online self-assessment that allows organisations with access to NHS data to measure their performance against the National Data Guardian’s 10 data security standards. It is both a legal and contractual requirement to complete the assessment.

	‘Data Subject'
	
	A natural person about whom a Controller holds personal data and who can be identified, directly or indirectly, by reference to that personal data.

	‘Information'
	
	 Information is a group of data that collectively carries a logical meaning. Information depends on data. Also see ‘Data’

	‘Information Asset'
	IA
	An information asset is a body of information, defined and managed as a single unit so it can be understood, shared, protected and exploited efficiently. Information assets have recognisable and manageable value, risk, content and lifecycles.

	‘Information Asset Administrator'
	IAA
	IAAs ensure that policies and procedures are followed, recognise actual or potential security incidents, consult their IAO on incident management, and ensure that information asset registers are accurate and up to date. These roles are filled for example, by an operational member of staff who is responsible for one or more information assets.

	‘Information Asset Owner'
	IAO
	Information Asset Owners (IAOs) must be senior/responsible individuals involved in running the Trust. Their role is to understand what information is held, what is added and what is removed, how information is moved, and who has access and why. They are accountable for information assets.

	‘Information Commissioner'
	
	The Information Commissioner is a "corporation sole" with the powers, authority, duties and responsibilities of the role vested in one person and passing from one holder of that role to another. The Information Commissioner enforces and oversees the Data Protection Act 2018, UK GDPR, the Freedom of Information Act 2000, the Environmental Information Regulations 2004, and the Privacy and Electronic Communications Regulations.

	‘Information Commissioner's Office'
	ICO
	The Information Commissioner's Office (ICO), which supports the Information Commissioner in their work, is a non-departmental public body sponsored by the Department for Digital, Culture Media and Sport. Although the Commissioner operates independently in the exercise of their statutory functions, some issues require the approval of the Secretary of State such as funding and the level of notification fees.

	‘Information Governance'
	IG
	Information governance (IG) is a term used to describe how information is used, both personal data and corporate information. It covers system and process management, records management, data quality, data protection and the controls needed to ensure information sharing is secure, confidential and responsive.

	‘Information Governance Group'
	IGG
	The Trust's internal group responsible for Information Governance oversight.

	‘Information Incident'
	
	An incident involving information or data. Also see 'Personal Data Breach', 'Data' and 'Information'

	‘Information Risk'
	
	A risk what relates to the use, or security of data or information. Also see 'Data' and 'Information'

	‘Must'
	
	References something that must happen. There is not scope to deviate.

	‘Personal Data'
	
	‘Personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

	‘Personal Data Breach'
	
	‘Personal data breach’ means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed;

	‘Privacy'
	
	The state of being free from public scrutiny or from having secrets or personal information shared. 

	‘Privacy Notice'
	PN
	A public statement published on the Trust website telling data subjects, regulators and other stakeholders what the Trust does with personal information.

	‘Process'
	
	See 'Processing'

	‘Processed'
	
	See 'Processing'

	‘Processing' 
	
	‘Processing’ means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.

	‘Processor'
	
	‘Processor’ means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller.

	‘Pseudonymisation' or 'Pseudonymised'
	
	The processing of personal data in such a manner that the personal data can no longer be attributed to a specific data subject without the use of additional information, provided that such additional information is kept separately and is subject to technical and organisational measures to ensure that the personal data are not attributed to an identified or identifiable natural person.”

	‘Records Management'
	
	The term used to describe how records are stored, used, and destroyed.

	‘Senior Information Risk Owner'
	SIRO
	The role of the SIRO is to take ownership of the Trust information risk, act as an advocate for information risk on the Board and provide written advice to the Trust Chief Executive on the content of their annual governance statement in regard to information risk.

	‘Should'
	
	References something that should happen useless there are exceptional circumstances which can be demonstrated.

	‘Supervisory Authority'
	
	The relevant supervisory authority in the territory where the parties processing personal data are established. Also see 'Information Commissioner's Office'

	‘United Kingdom General Data Protection Regulations'
	UK GDPR
	UK GDPR sits alongside the DPA 2018 and is the main data protection law in the UK
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1. Executive Summary 
The Royal Free London NHS Foundation Trust (‘the trust’) is a public body, with information 
processing as a fundamental part of its purpose. It is important, therefore, that the trust has a 
clear and relevant Information Security Policy. This is essential for the trust’s compliance with 
data protection laws and other information and security legislation, and to ensuring that 
confidentiality is maintained. 


The purpose of the trust’s Information Security Policy is to protect all information assets to a 
consistently high standard. The policy covers security which can be applied through 
technology but also encompasses the behaviour of the people who manage information in the 
course of trust business. 


Information security is about people’s behaviour in relation to the information they are 
responsible for, facilitated by the appropriate use of technology. The business benefits of this 
policy and associated guidance are: 


• Assurance that information is being managed securely and in a consistent and 
compliant way. 


• Assurance that the trust is providing a secure and trusted environment for the 
management of information used in delivering its services. 


• Clarity over the personal and contractual responsibilities around information security 
expected of staff when working on trust business. 


• A strengthened position in the event of any legal action that may be taken against the 
trust (assuming the proper application of this policy and compliance with it). 


• Demonstration of best practice in information security. 


• Assurance that information is accessible only to those authorised to have access. 


• Assurance that risks are identified, and appropriate controls are implemented and 
documented. 


2. Policy Statement 
The Royal Free London NHS Foundation Trust will take a privacy and data protection by 
design and default approach to all information which it holds. The trust will use risk-based 
methodology for IG decision making and delivery. 


Staff and patient privacy are at the heart of what the trust does. The trust will only use 
personal data when it is both lawful and ethical to do so. 


The intent and outcomes of the trust’s IG decision making, and delivery approach shall be to 
ensure that the benefits received outweigh the risks the trust will accept. 


3. Equality Statement 
The trust is committed to creating a positive culture of respect for all individuals including job 
applicants, employees, patients, their families, and carers as well as community partners. 


The intention is, as required by the Equality Act 2010, to identify, remove or minimise 
discriminatory practice in the nine named protected characteristics of age, disability 
(including HIV status), gender reassignment, marriage and civil partnership, pregnancy and 
maternity, race, religion or belief, sex or sexual orientation. It is also intended to use the 
Human Rights Act 1998 to treat fairly and value equality of opportunity regardless of socio-
economic status, domestic circumstances, employment status, political affiliation, or trade 
union membership, and to promote positive practice and value the diversity of all individuals 
and communities. 







4. Scope 
This Information Security Policy applies to the trust as a public authority and all employees of 
the trust. The term ‘employees’ also includes those working on behalf of the trust whether they 
are volunteers, students, work placements, contractors or temporary employees. 


This policy also applies to the trust’s: 


• wholly owned subsidiaries; 


• arms length bodies. 


• hosted functions; and, 


• employees of the above entities. 


This policy further applies to any research project where the trust is the sponsor or providing 
/ giving access to personal data. 


Any data, system, process, policy, working practice, or training which are used by the trust, or 
any employee is also captured under this policy. 


This policy applies to third party venders who have access to or maintain hardware or software 
on behalf of the trust. 


5. Definitions  
Definitions can be found in the Information Governance Framework. 


6. Responsibilities  
Responsibilities can be found in the Information Governance Framework. 


7. Objectives  
The objectives of this policy are to establish and maintain the security and confidentiality of 
information, information systems, applications and networks owned or held by the trust by: 


• Ensuring that all members of staff are aware of their roles, responsibilities and 
accountability and fully comply with the relevant legislation as described in this and 
other Information Governance policies. 


• Describing the principles of security and explaining how they are implemented in the 
organisation. Introducing a consistent approach to security, ensuring that all members 
of staff fully understand their own responsibilities. 


• Creating and maintaining within the trust a level of awareness of the need for 
Information Security as an integral part of the day-to-day business. 


• Protecting information assets under the control of the trust. 


8. Contracts of Employment 
Staff security and vetting requirements shall be addressed at the recruitment stage and all 
contracts of employment, placement agreements, secondments, and honorary contracts shall 
contain an appropriate confidentiality clause. 


Information security expectations of staff shall be included within appropriate job definitions 
and descriptions. 


9. Starters, Movers, and Leavers 
The trust will implement processes to ensure staff who leave the trust, or move to a different 
role, shall have their access to systems and premises removed, or in the case of staff moving 
to a different team, access to system, data and premises shall be reviewed. 







10. Supplier contracts  
The trust will implement processes to ensure that suppliers of digital services, or products 
have the appropriate contractual clauses and that the contact clearly sets out the expected 
standards and responsibilities of the trust and the supplier. 


11. Access Controls 
Access to information shall be restricted to users who have an authorised business need to 
access the information and as approved by the relevant Information Asset Owner (IAO). 


12. Computer and Application Access Controls 
Access to data, system utilities and program source libraries shall be controlled and restricted 
to those authorised users who have a legitimate business need e.g., systems or database 
administrators. Authorisation to use an application shall depend on the availability of a license 
from the supplier. 


13. Equipment Security 
In order to minimise loss of, or damage to, all assets, mobile devices, and removable media, 
Digital Services shall ensure that all electronic equipment and assets shall be; identified, 
registered and physically protected from threats and environmental hazards. 


14. Encryption 
The trust will implement controls to ensure that personal data, and sensitive corporate 
information is both encryption in transit and when at rest. This includes encryption on any PCs, 
laptops, removable media (memory stick, CD, etc), mobile phone, or tablet. 


The trust’s minimum standard is 256 bit encryption. 


The trust will implement data in transit encryption via TLS protocol 1.2 or better using 
algorithms as recommended by the National Cyber Security Centre 
https://www.ncsc.gov.uk/guidance/using-tls-to-protect-data  


Data at rest will be encrypted to 256 AES or similar. 


When using email, to send personal data, and sensitive corporate information the trust will 
ensure that it is via end to end encryption (NHSmail to other NHS certified domains). Where 
this is not possible Egress encryption functionality within NHSmail will be used. 


15. Application Security 
All applications must implement the controls noted within the Trusts Architecture Standards 
for Business and Clinical applications. 


16. Computer and Network Procedures 
Management of computers and networks shall be controlled through standard documented 
procedures. This will also require agreed systems and processes with third party vendors 
working for and on behalf of the trust. 


Laptops and PCs shall be built from a consistent image. 


17. Disposal 
The trust will implement processes to ensure that IT hardware is disposed of in a controlled 
manner in accordance with the Waste Electrical and Electronic Equipment (WEEE) Directive. 
Any third parties engaged will have appropriate accreditation. 



https://www.ncsc.gov.uk/guidance/using-tls-to-protect-data





18. Information Risk Assessment 
All information assets will be identified and assigned an IAO. IAO’s shall ensure that 
information risk assessments are performed at least annually, following guidance from the 
Senior Information Risk Owner (SIRO). IAO’s shall submit the risk assessment results and 
associated mitigation plans to the SIRO for review (see Information Risk Management Policy)  


19. Information Security Events and Weaknesses 
All trust information security events, near misses, and suspected weaknesses are to be 
reported via the trust’s corporate incident reporting processes. All serious incidents shall be 
reported to the trust’s Data Protection Officer. The incident reporting procedures must be 
complied with. 


20. Classification of Sensitive Information 
The trust shall implement appropriate information classifications controls, based upon the 
results of formal risk assessment and guidance contained within the Data Security and 
Protection Toolkit (DSPT) to secure information assets. Further details of the classifications 
controls can be found in the Records Management Policy. 


21. Protection from Malicious Software 
The trust shall deploy software countermeasures and management procedures to protect itself 
against the threat of malicious software. All staff shall be expected to co-operate fully with this 
policy. Users shall not install software on the organisation’s property without approval from 
Digital Services and where applicable, the Information Governance Team. Users breaching 
this requirement may be subject to disciplinary action. 


22. Bluetooth 


Bluetooth shall be disabled by default on all trust PC’s and Laptops unless specifically 
approved by the SIRO. 


23. Removable Media 
Removable media is a data storage media that is designed to be readily inserted and removed 
from a PC or laptop. Removal media allows for copies of data to be transferred to and from 
the device.  


Removable media includes: 


• USB memory stick 


• External hard drives  


• SD cards 


• Floppy disks 


• Mobile phones 


• CDs 


• Digital cameras with internal storage 


• Tablets 


The use of all Removable media requires the approval from Digital Services and the 
Information Governance department before they may be used on trust systems. Users 
breaching this requirement may be subject to disciplinary action. All removable media must 
be encrypted in line with the trust’s encryption standards as set out in this policy. 


Removable media shall not be used to store the sole copy of patient information without 
explicit approval from the SIRO. 







The trust will implement controls to automatically block non whitelisted removable media 
from running on trust laptops and PCs. 


24. Other Computer Peripherals 


Peripherals, also known as auxiliary devices, boost a computer’s abilities with expanded 
functions. There are three kinds of peripherals: input, input/output, and output devices. Some 
common computer peripherals include keyboards, mice, tablet pens, joysticks, 
scanners/printers, monitors, speakers, printers, external hard drives, and media card readers. 
Peripherals connect via USB style connectors. 


The below section details the standard configuration for the trust which applies to both wired 
and wireless devices. Any exemptions require the approval of the SIRO.  


24.1 Keyboards 
Shall be allowed by default. 


24.2 Mice 
Shall be allowed by default. 


24.3 Tablet pens 
Shall be allowed by default. 


24.4 Joysticks, 
Shall be blocked by default. 


24.5 Scanners 
Shall be blocked by default. 


24.6 Monitors, 
Shall be blocked by default. This does not include monitors which connect via HDMI or similar 
video and sound only connections. 


24.7 Speakers 
Shall be blocked by default. 


24.8 Printers 
Shall be blocked by default. 


24.9 External hard drives 
See section 23. 


20.10 Media Card Readers 
Shall be blocked by default unless issued by the trust. 


20.11 Headsets and microphones 
Shall be blocked by default unless issued by the trust. 


20.12 Webcams 
Shall be blocked by default unless issued by the trust. 


20.13 Mobile phones 
Shall be blocked by default but will be allowed to connect in charging only mode. 







20.14 USB port expansion devices/docking stations 
Shall be blocked by default unless issued by the trust. 


25. Monitoring System Access and Use 
An audit trail of system access and staff data use shall be maintained and reviewed on a 
regular basis. The trust will put in place routines to regularly audit compliance with this and 
other policies. In addition, the trust reserves the right to monitor activity where it suspects that 
there has been a breach of policy. The Regulation of Investigatory Powers Act (2000) permits 
monitoring and recording of employees’ electronic communications (including telephone 
communications) for the following reasons:  


• Establishing the existence of facts  


• Investigating or detecting unauthorised use of the system  


• Preventing or detecting crime  


• Ascertaining or demonstrating standards which are achieved or ought to be achieved 
by persons using the system (quality control and training)  


• In the interests of national security  


• Ascertaining compliance with regulatory or self-regulatory practices or procedures 


• Ensuring the effective operation of the system. 


Any monitoring will be undertaken in accordance with the above act and the Human Rights 
Act and any other applicable law. 


26. Accreditation of Information Systems 
The trust shall ensure that all new information systems, applications and networks include a 
System Level Security Policy (SLSP) and are approved by Digital Services  before they 
commence operation. 


27. System Change Control 
Changes to information systems, applications or networks shall be reviewed and approved by 
the Digital Services change management group. 


28. Business Continuity and Disaster Recovery Plans 
The trust will implement a business continuity management system (BCMS) that will be 
aligned to the international standard of best practice (ISO 22301:2012 – Societal security – 
Business continuity management systems - Requirements). 


Business Impact Analysis will be undertaken in all areas of the organisation. Business 
continuity plans will be put into place to ensure the continuity of prioritised activities in the 
event of a significant or major incident. 


The SIRO has a responsibility to ensure that appropriate disaster recovery plans are in place 
for all priority applications, systems and networks and that these plans are reviewed and 
tested on a regular basis. 


29. Training & Awareness 
Data Security and Protection training is mandatory, and all staff are required to complete 
annual on-line Data Security Awareness training. 


Staff who are identified in the trust’s Information Governance Training Needs Analysis are 
required to undertake specialist training relevant to their role. 







30. IG requirements for New Processes, Services, Information 
Systems and Assets 
The IG requirements for new processes, services, information systems and assets must be 
complied with when: 


• A new process is to be established that involves processing of personal data (data 
relating to individuals).  


• Changes are to be made to an existing process that involves the processing of 
personal data; 


• Procuring a new information system which processes personal data, or the licensing 
of a third-party system that hosts and or processes personal data. 


• Introducing any new technology that uses or processes personal data in any way. 


31. Procurement 
The trust will establish processes to ensure that prior to the purchasing of new IT systems, 
IAO who will be responsible for the system seek advice and approval from Digital Services on 
the appropriate standards for system security. 


32. Training Plan 
An Information Governance Training Needs Analysis will be undertaken with Staff affected by 
this document. 


Based on the findings of that analysis appropriate training will be provided to staff as 
necessary. 


33. Review 
Review of this policy will take place every three years or earlier until rescinded or superseded, 
due to legal or National Policy changes.  


The audience of this document should be aware that a physical copy may not be the latest 
version. The latest version, which supersedes all previous versions, is available on Freenet. 


Those to whom this policy applies are responsible for familiarising themselves periodically 
with the latest version. 


 


 


 


 


 


 


 


 


 


 







34. Approval  
This Framework has been reviewed and approved by: 


Version Date  Reviewed / Approved Responsible Person 


0.1 30/05/2022 Review Data Protection Officer 


0.1 30/05/2022 Review Caldicott Guardian  


0.1 30/05/2022 Review and Approval SIRO 


1.0 30/05/2022 Review and Approval Information Governance Group 


1.1 23/03/2023 Review and Approval Information Governance Group 


 


35. Monitoring and Compliance 
This framework and the associated controls: Policies, Protocols, Procedures - will be 
monitored through the Information Governance Group for the trust. The IG risk register will be 
reviewed on a regular basis and additionally in response to any information incident or 
enforcement action by the Information Commissioner’s Office.  


Information Asset Owners, assisted by Information Asset Administrators, will be required to 
routinely review the risks and data flows associated with the information assets utilised to 
fulfil the business functions and activities within their remit. 
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Appendix 2  Plan for dissemination of policy document 


The Information Security Policy will be explicitly shared with the following staff and groups: 


• SIRO (including deputies) 


• Caldicott Guardian (including deputies) 


• Information Governance Directorate  


• Records Management team 


• Access Request team 


• Information Asset Owners 


• Information Asset Administrators 


• Directors and Heads of Service within the Digital Services Directorate 


 


The Information Security Policy is shared with all staff through the intranet and placed in the 
policy register. 


 







Appendix 3  Equality analysis guidance and tool 


 


 


 


 


 


 







Appendix 4  Flowchart for the creation, and implementation of 
policy document 


 






image8.emf
confidentiality-poli

cy-v1-0.pdf


confidentiality-policy-v1-0.pdf


1 
 


 


 


 


 


 


Confidentiality Policy 


 


Version: 1.0 


Ratified by: Information Governance Group 


Date ratified: 30/05/2022 


Policy owner (title): Senior Information Governance Manager 


Accountable director (title) Associate Director of Information Governance 


Date issued: 14/06/2022 


Review date: 14/06/2025 


Target audience: All staff 


Freenet: http://freenet/trustpolicies.asp  


Related policies: Information Governance Framework 


Information Governance Policy 


Information Quality Policy 


Information Security Policy 


Information Management Policy  


Date equality analysis completed.  


 



http://freenet/trustpolicies.asp





2 
 


Version Control Sheet 


Version Date Owner Status Comment 


1.0 05/2022 Kevin Winter – 
Associate 
Director of 
Information 
Governance  


Final Review and approved by the 
Information Governance 
Group 


     


     


 







3 
 


Contents 


1. Executive summary ............................................................................................................ 5 


2. Policy statement ................................................................................................................. 5 


3. Equality statement .............................................................................................................. 5 


4. Scope .................................................................................................................................. 6 


5. Introduction ......................................................................................................................... 6 


6. Responsibilities ................................................................................................................... 6 


6.1. Trust Board .................................................................................................................. 6 


6.2. Caldicott Guardian....................................................................................................... 6 


6.3. Senior Information Risk Owner (SIRO)....................................................................... 6 


6.4. Data Protection Officer ................................................................................................ 7 


6.5. Senior Managers ......................................................................................................... 7 


6.6. Director with responsibility for HR ............................................................................... 7 


6.7. All staff ......................................................................................................................... 7 


7. Key definitions .................................................................................................................... 7 


7.1. Personal Data .............................................................................................................. 7 


7.2. Special category data .................................................................................................. 7 


7.3. Confidentiality information ........................................................................................... 7 


8. A duty of confidence ........................................................................................................... 8 


9. Conditions for using personal information covered by CLDoC .......................................... 8 


9.1. Consent ....................................................................................................................... 8 


9.2. Best Interests .............................................................................................................. 9 


9.3. Public interest .............................................................................................................. 9 


9.4. Legal obligation ........................................................................................................... 9 


9.5. Section 251.................................................................................................................. 9 


10. Breaches of policy ............................................................................................................ 10 


11. Criminal offences .............................................................................................................. 10 


12. Principles and best practice ............................................................................................. 10 


13. Disclosing confidential information ................................................................................... 11 


13.1. The use and disclosure of personal identifiable information for the direct care of 
that patient ............................................................................................................................ 12 







4 
 


13.2. Decision-making about confidential personal information of adults lacking capacity
  ............................................................................................................................... 12 


13.3. Protection of Vulnerable Adults ............................................................................. 12 


13.4. Decision-making about the personal information of children ................................ 12 


13.5. Child protection ...................................................................................................... 13 


13.6. Discretionary disclosures in the public interest ..................................................... 13 


13.7. The use and disclosure of personal identifiable information for other purposes .. 14 


13.8. The use and disclosure of confidential personal information for purposes of not 
directly related to care of that service user (secondary uses) ............................................. 14 


14. Working away from the office environment ...................................................................... 15 


15. Maintaining the confidentiality of information after a patient’s death ............................... 15 


16. Information Security .......................................................................................................... 16 


17. Training and awareness ................................................................................................... 16 


18. Review .............................................................................................................................. 16 


19. Approval ............................................................................................................................ 16 


20. Monitoring and Compliance.............................................................................................. 16 


Appendix 1  Definitions of terms used................................................................................ 17 


Appendix 2  Equality analysis guidance and tool ............................................................... 17 


Appendix 3  Plan for dissemination of policy document .................................................... 18 


Appendix 4  Flowchart for the creation, and implementation of policy document ............. 18 


Appendix 5 Policy Breaches .............................................................................................. 19 


Appendix 6  References ..................................................................................................... 20 


 







5 
 


1. Executive summary 
It is important that the Royal Free London NHS Foundation Trust (the ‘trust’) protects and 
safeguards confidential person data, and confidential corporate information that it creates, 
processes and discloses, in order to comply with the law, relevant NHS mandatory 
requirements, and to provide assurance to patients and the public. 


This policy sets out the requirements placed on all of the trust’s employees when accessing, 
using, or sharing confidential information. 


Patients entrust the trust with, or allow the trust to gather sensitive information relating to their 
health and other matters as part of their seeking treatment. They do so in confidence, and 
they have the legitimate expectation that the trust and its employees will respect their privacy 
and act appropriately. In some circumstances patients may lack the competence to extend 
this trust, or may be unconscious, but this does not diminish the duty of confidence.  


It is essential if the legal requirements are to be met and the trust of patients is to be retained 
that the NHS provides, and is seen to provide, a confidential service. What this entails is 
described in more detail in subsequent sections of this policy, but a key guiding principle is 
that a patient’s health records are made by the health service to support that patient’s 
healthcare. 


One consequence of this is that information that can identify individual patients must not be 
used or disclosed for purposes other than healthcare without the individual’s explicit consent, 
some other legal basis, or where there is a robust public interest or legal justification to do so. 
In contrast, anonymised information is not confidential and may be used with relatively few 
constraints. 


2. Policy statement  
The Royal Free London NHS Foundation Trust will take a privacy and data protection by 
design and default approach to all information which it holds. The trust will use risk-based 
methodology for information governance decision making and delivery. 


Staff and patient privacy are at the heart of what the trust does. The trust will only use 
personal data when it is both lawful and ethical to do so. Where the law is unclear, a 
standard may be set, as a matter of policy, which clearly satisfies the legal requirement and 
may exceed some interpretations of the law. 


The intent and outcomes of the trust’s information governance decision making, and delivery 
approach shall be to ensure that the benefits received outweigh the risks the trust will 
accept. 


Where this policy conflicts with other codes of conduct or policies, employees should, in the 
first instance comply with the code of conduct, or policy which provides the higher standard 
of protection of confidentiality. Nothing in this policy forbids the sharing of patient data for life 
threating or serious harm situation unless the patient has explicitly forbidden it and 
understands the risks. 


3. Equality statement 
The trust is committed to creating a positive culture of respect for all individuals including job 
applicants, employees, patients, their families, and carers as well as community partners. 


The intention is, as required by the Equality Act 2010, to identify, remove or minimise 
discriminatory practice in the nine named protected characteristics of age, disability 
(including HIV status), gender reassignment, marriage and civil partnership, pregnancy and 
maternity, race, religion or belief, sex or sexual orientation. It is also intended to use the 
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Human Rights Act 1998 to treat fairly and value equality of opportunity regardless of socio-
economic status, domestic circumstances, employment status, political affiliation, or trade 
union membership, and to promote positive practice and value the diversity of all individuals 
and communities. 


4. Scope 
This policy applies to all staff of the trust. The term trust also includes wholly owned 
subsidiaries, arm’s length bodies or hosted functions of the trust. The same standards apply 
to those working on behalf of the trust whether they are volunteers, students, work 
placements, contractors or temporary employees. 


This policy covers all information held by the trust to which a duty of confidence is owed by 
the trust to another person or organisation. 


5. Introduction 
Patients generally have the right to object to the use and disclosure of confidential 
information that identifies them and need to be made aware of this right. Sometimes, if 
patients choose to prohibit information being disclosed to other health professionals involved 
in providing care, it might mean that the care that can be provided is limited and, in 
extremely rare circumstances, that it is not possible to offer certain treatment options. 


Patients must be informed if their decisions about disclosure have implications for the 
provision of care or treatment. Clinicians cannot usually treat patients safely, nor provide 
continuity of care, without having relevant information about a patient’s condition and medical 
history. 


Employees expect that confidential personal data gathered about them for the purpose of 
employment will not be shared or accessed by other employees whose role does not require 
access to it. Employee confidential personal data does not mean ‘all employment data’, only 
that which is confidential e.g. mandatory and statutory training (MAST) would not generally be 
considered confidential. However the trust would still need to meet the requirements of data 
protection legislation when handling this type of personal data. 


6. Responsibilities 
Detailed information on wider responsibilities regarding information governance and data 
protection can be found in the Information Governance Framework. 


6.1. Trust Board 
The trust board are accountable for all matters relating to confidentiality. 


6.2. Caldicott Guardian 
The Caldicott Guardian is the ethical conscience of the trust. The Caldicott Guardian is 
responsible for advising on procedures governing access to, and the use of, confidential 
personal data and, where appropriate, the transfer of that information to other organisations. 
In addition to the principles developed in the Caldicott reports, the Caldicott Guardian must 
also take account of the codes of conduct provided by professional bodies, and guidance on 
the protection and use of personal data. 


6.3. Senior Information Risk Owner (SIRO) 
The SIRO is expected to understand how the strategic business goals of the organisation 
may be impacted by information risks and will report on these to the Information Governance 
Group and trust board, as appropriate. 
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The SIRO acts as an advocate for the appropriate management of information risks for the 
board and will provide written advice to the Group Chief Executive on the content of the 
Annual Governance Statement in regard to information risks. 


6.4. Data Protection Officer 
Under the Data Protection Act 2018, the trust must appoint a Data Protection Officer (DPO).  


The DPO leads on the provision of expert advice to the trust on all matters concerning 
information rights law, compliance, best practice, and setting and maintaining standards. The 
DPO provides a central point of contact for information rights legislation, both internally and 
with external stakeholders including the office of the Information Commissioner (ICO). 


6.5. Senior Managers 
Senior Managers are responsible for ensuring that this policy and its supporting standards 
and guidelines are built into local processes and that there is on-going compliance within 
their service. They must ensure that any breaches of the policy are reported, investigated, 
and acted upon via the incident reporting process. 


6.6. Director with responsibility for HR 
The Director with responsibility for HR is responsible for ensuring that the contracts of all 
staff (permanent and temporary) are compliant with the requirements of this policy and that 
confidentiality is included in corporate inductions for all staff. 


6.7. All staff 
All staff must adhere to this policy. 


7. Key definitions 
The following key terms are used throughout this policy. Full definitions can be found in 
Appendix 1 Definitions of terms used. 


7.1. Personal Data 
Personal data means any information relating to an identified or identifiable natural person 
(‘data subject’); an identifiable natural person is one who can be identified, directly or 
indirectly, in particular by reference to an identifier such as a name, an identification number, 
location data, an online identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social identity of that natural person. 


7.2. Special category data  
Special category data is personal data which is considered to be more sensitive than other 
types. Special category personal data is defined as data revealing racial or ethnic origin, 
political opinions, religious or philosophical beliefs, or trade union membership, and the 
processing of genetic data, biometric data for the purpose of uniquely identifying a person, 
data concerning health or data concerning a natural person’s sex life or sexual orientation . 
Broadly, special category data is normally considered confidential but is not in all instances. 


7.3. Confidentiality information 
In this policy  


• Confidential patient information includes staff as patients; 


• Confidential staff information includes occupational health and relevant employment 
data; 


• Confidential personal data means any personal data, whether staff or patient, which 
is covered by confidentiality laws. 
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• Confidential corporate information includes any non-personal data covered by 
confidentiality and may include information mentioned in a non-disclosure agreement, 
specifically identified within a contract; and, 


• Confidential information means all information covered by confidentiality. 


8. A duty of confidence 
A duty of confidence arises when one person (e.g. a patient) discloses information to 
another (e.g. a clinician) in circumstances where it is reasonable to expect that the 
information will be held in confidence. A duty of confidence is more widely known as 
common law duty of confidentiality (CLDoC) or confidentiality.  


CLDoC: 


a. is a legal obligation that is derived from case law; 
b. is a requirement established within professional codes of conduct; and, 
c. must be included within NHS employment contracts as a specific requirement linked 


to disciplinary procedures. 


Confidentiality is related to data protection laws (General Data Protection Regulation (UK 
GDPR) and Data Protection Act 2018 (DPA)) but they are not the same thing, although they 
do complement each other. CLDoC is an additional safeguard to the requirements of the UK 
GDPR and DPA. However, unlike data protection legislation, CLDoC continues to apply after 
death and can also cover corporate information. 


9. Conditions for using personal information covered by CLDoC 
Notwithstanding any obligations under data protection legislation, where information is 
covered by CLDoC, one of the following conditions must be met before confidential 
information is accessed, used, or shared. 


9.1. Consent 
Consent is the means by which service users can exercise control over the dissemination of 
their confidential information. Use or disclosure of person identifiable information is normally 
justified by the consent of the service user. For most uses of information, consent may be 
withdrawn. 


Consent under CLDoC is different to consent as a lawful basis for data protection purposes. 


Explicit Consent 
Explicit consent is where a patient has been informed on exactly how their data will be used 
and have agreed to it, or, for corporate information, an authorised representative of the other 
party has given explicit permission for the use of confidential information. 


Explicit consent must be recorded, for example in a consent form where the patient agrees for 
their information to be used for a secondary purpose e.g. research. 


Explicit consent is not normally required from a patient for direct care purposes providing they 
are fully aware of what is happening with their treatment. For example, agreeing to be referred 
to another organisation or attending scans and blood tests. 


Where a service user refuses to consent to a specific disclosure, withdraws consent or is 
incapable of giving consent, this should be documented in their record. 


Implied consent  
Implied consent is where a patient by indirect indication has consented to the sharing or use 
of their personal data. The general principle is that, whilst the patient hasn’t been explicitly 
asked if they consent to their personal data being shared or used, it would be reasonable, 
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under the circumstance, to believe that the patient expects relevant personal data to be shared 
or used and it is reasonable to assume that if explicitly asked, the patient would consent. 


Not every patient’s reasonable expectation will be the same, and a doctor’s reasonable 
expectations of what they believe is reasonable may differ to that of a patient. Just because 
an NHS employee may think the use of personal data is reasonable, this does not mean that 
under CLDoC it is. 


A patient has a legal right to decide how their personal information is used. This is true, even 
when it would have a negative impact on the patient’s care and treatment. 


Example 1 
A doctor during a consultation with a patient tells the patient that they would like to refer them 
to another service. The patient having listened to the reason for the referral agrees to the 
doctor referring them. The patient has not explicitly stated that they want their personal data 
shared; However, the patient will have a reasonable expectation that the doctor will need to 
share ‘relevant’ personal information with the organisation the patient is being referred to in 
order to allow a referral to be made i.e. if the organisation does not know who the patient is, 
does not have their contact details, or information on the reason for referral, they would not 
be able to assess and treat the patient. 


9.2. Best Interests  
Best interest disclosures do not mean where a clinical member of staff believes that 
overriding the choice of a competent patient who has not consented to disclosure of 
confidential personal data is in the best interests of the patient. Disclosure in a patient’s best 
interests means: 


• where an adult is incapable of giving or withholding consent and you believe they are 
a victim of neglect or of emotional or physical abuse, or at risk of suicide; and, 


• where without disclosure you would not be acting in the overall best interests of a child, 
who does not have the understanding to make the decision, and where it is 
impracticable or inappropriate to obtain consent from the person with parental 
responsibility. 


9.3. Public interest 
In all cases of discretionary disclosure in the public interest, the test is whether the release of 
information to protect the interests of a third party exceptionally prevails both over the duty of 
confidence owed to the patient and the public interest in a confidential health care service. 


9.4. Legal obligation 
Some legal obligations set aside the CLDoC, for example receiving a court order from a judge 
or tribunal, or where statutory legislation states certain information must be shared, for 
example safeguarding children and vulnerable adults. The police do not have statutory powers 
to instruct the trust to release confidential personal data. They may, however, make a request 
for information which the trust will assess based on the merits of the case. The police request 
will then follow the steps within ‘public interest’ above. 


Where a statute, court or tribunal imposes a requirement to disclose information, care should 
be taken only to disclose the information required to comply with and fulfil the purpose of the 
law. 


9.5. Section 251 
Section 251 of the National Health Service Act 2006 and its current Regulations, the Health 
Service (Control of Patient Information) Regulations 2002 allows the Secretary of State for 
Health to make regulations to set aside the common law duty of confidence for defined medical 
purposes. In practice, this means the person responsible for the information can disclose 
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confidential patient information without consent to an applicant without being in breach of the 
common law duty of confidence if the requirements of the regulations are met.  


The person responsible for the information must still comply with all other relevant legal 
obligations such as the Data Protection Act 2018 and the Human Rights Act 1998. 


Regulation 2 permits confidential patient information relating to patients referred for the 
diagnosis or treatment of cancer to be processed for the medical purposes set out in the 
regulation. 


Regulation 3 provides specific support for identifiable patient information to be processed to 
diagnose, control or prevent, or recognise trends in, communicable diseases and other risks 
to public health. Regulation 3 applications are managed by Public Health England. 


Regulation 5 can be used to permit processing for a range of medical purposes, broadly 
defined to include ‘preventative medicine, medical diagnosis, medical research, the provision 
of care and treatment and the management of health and adult social care services. 


10. Breaches of policy 
Where appropriate, the trust will take a training and learning approach to breaches of this 
policy with the aim to improve overall confidentiality long term for all patients and staff.  


Serious breaches of this policy with be subject to the trust’s discipline policies and processes 
with sanctions up to and including dismissal. 


See examples in appendix 5. 


11. Criminal offences  
It is a criminal offence under Section 170 (1) of the Data Protection Act 2018 to attempt to 
access personal information which you are not entitled to access, knowingly or recklessly 
obtaining or disclosing personal data without the consent of the trust, to procure the disclosure 
of personal data to another person without the consent of the trust, or after obtaining personal 
data, to retain it without the consent of the trust. 


It is also a criminal offence to use personal data which the trust holds for your own purposes, 
for example accessing a patient record for which you have no legitimate relationship within a 
professional capacity. 


Where appropriate, the trust will refer incidents where it appears an offence has occurred to 
the police or Information Commissioner. 


12. Principles and best practice  
All staff must ensure that the following principles are adhered to: 


• Particular care is needed to ensure that the right to privacy of vulnerable people, 
specifically adults with incapacity and children, is respected and that the duty of 
confidentiality owed to them is fulfilled; 


• Patients and staff must be kept informed in an accessible manner about the uses and 
disclosures of their information. It is important that patients and staff are informed of 
the limitations of confidentiality; 


• Patients and staff should be informed of the circumstances in which they can give, 
withhold or withdraw consent to the use of their confidential personal information; 


• Patients and staff should be given an opportunity to discuss any concerns they may 
have about possible uses of their information; 
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• If a patient or member of staff refuses to consent to disclosure of personal information 
the information cannot be disclosed unless a justification other than consent exists; 


• In general, patients have a right of access to their health records and to any other 
information held on them; 


• Information in the patient record about third parties (other than relevant health 
professionals) should not in generally be disclosed without the consent of the third 
party; 


• Respect for privacy requires a reasonable caution in soliciting the information 
necessary for the care of patients. Patients should not be asked questions which may 
require them to reveal private, sensitive or confidential information in a way which will 
be overheard or inadvertently accessible to others; 


• Confidential information should in general only be requested from or provided to 
patients and staff in an appropriate environment, for example, where others cannot 
overhear. What exactly is appropriate will depend on the nature of the information likely 
to be offered by the patient or staff member; 


• Reasonable steps should be taken to ensure the privacy of the patient or staff member 
in a proportionate manner. Any means of communication of confidential information 
(for example, telephone or email) should ensure privacy; 


• If a member of staff is seeking information from another member of staff, then it should 
only be sought from someone with legitimate access to that information and with the 
authority to disclose it; 


• The identity of any person requesting information, including someone claiming to be a 
member of health and social care staff, should be checked when necessary; 


• Gossiping about confidential staff or patient matters is an improper use of confidential 
information; 


• Care must be taken when discussing cases in public places. Cases may need to be 
discussed with colleagues (for example, to gain advice or share experience) but the 
patient should not be identified unnecessarily, and care must be taken that others do 
not overhear these conversations; 


• Patients and staff must not be deceived or misled as to the purpose or purposes for 
which their information is sought; 


• Staff should reasonably satisfy themselves that confidential information will be kept in 
a manner which is in keeping with high standards of security. 


• The confidential nature of a patient’s information and the ethical obligation on staff to 
respect that confidentiality continue to apply after the death of that patient; 


• Where a competent patient has made an explicit request before their death that the 
confidence be maintained, then the patient’s request should normally be respected; 


• Confidential information must be effectively protected against improper disclosure 
when it is received, stored, transmitted or disposed of; 


• Access to confidential information must be on a need-to-know basis; 


• Disclosure of confidential information must be limited to that purpose for which it is 
required; 


• Recipients of disclosed confidential information must respect that it is given to them in 
confidence; 


• If the decision is taken to disclose confidential information, that decision must be 
justified and documented; and 


• Any concerns about disclosure of information must be discussed with either line 
managers or the Information Governance team. 


13. Disclosing confidential information  
This section provides greater detail on the disclosure of confidential personal data. 
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13.1. The use and disclosure of personal identifiable information for the direct care 
of that patient  


Patients must be informed in a manner that is appropriate to their communication needs what 
information sharing is necessary for their care and the likely extent of the sharing for a 
particular episode of care. 


In emergency situations uses or disclosures may be made, but only the minimum necessary 
information should be used or disclosed to deal with the emergency situation. Review of care 
carried out by members of the care team and those supporting them have sufficient connection 
with that direct care for the sharing of confidential information to be justified on the basis of 
implied consent, provided the individual has been informed.  


Where it is planned to involve staff from other agencies or NHS organisations, this should first 
be discussed with the patient and their explicit consent sought. When other agencies or NHS 
organisations request information about a patient, staff should seek the consent of the patient.  


In situations of on-going need for care and support, the potential benefits of information 
sharing with their informal carers should be discussed with the patient. The confidentiality of 
informal carers should be respected and information about them should not normally be 
disclosed without their consent.  


Where a staff member has dual responsibilities, it is important that they explain to a patient at 
the start of any consultation or assessment in what capacity they are seeing them and the 
purpose of the consultation or assessment 


To ensure that information is only shared with the appropriate people in appropriate 
circumstances, care must be taken to check there is a legal basis for access to the information 
before releasing it. It is important to consider how much confidential information is needed 
before disclosing it and only the minimal amount necessary is disclosed.  


13.2. Decision-making about confidential personal information of adults lacking 
capacity 


If an adult with impaired capacity is able to take part in decision-making then they should be 
provided with an explanation of why it is proposed to use or disclose confidential information 
and their consent sought, including consent to talk to others involved in their care or treatment. 


Where an adult lacks capacity, decisions should in general be made in their best interests. For 
direct care, confidential personal information should not be shared more widely than is strictly 
necessary. For all proposed secondary uses the same principles apply as for adults with 
capacity.  


Information required by statute, court order or a tribunal must be disclosed. Information should 
be disclosed if it is necessary to protect an adult who lacks capacity, or someone else, from 
risk of death or serious harm. 


13.3. Protection of Vulnerable Adults 
Confidentiality is important and information sharing should be proportionate to the risk of harm. 
Some limited information may need to be shared, with consent if possible, in order to decide 
if there is a risk that would justify further disclosures. 


13.4. Decision-making about the personal information of children 
Children have the same rights to privacy as all other persons and there is the same duty of 
confidentiality to them as there is to adults. If a child is able to take part in decision-making, 
then they should be provided with an explanation of why it is proposed to use or disclose 
information. A child’s consent should normally be sought, including consent to talk to parents 
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and others involved in their care or treatment. Where a child is not competent to consent, the 
consent of a parent or person with parental responsibility should be sought. 


For all proposed secondary uses, the same principles apply as for adults. Where a child lacks 
capacity to consent, the consent of a parent or appropriate authority should be sought. 


Information required by statute, court order or a tribunal must be disclosed. Information should 
be disclosed if it is necessary to protect a child, or someone else, from risk of death or serious 
harm.  


13.5. Child protection 
Confidentiality is important and information sharing should be proportionate to the risk of harm. 
Some limited information may need to be shared, with consent if possible, in order to decide 
if there is a risk that would justify further disclosures. 


13.6. Discretionary disclosures in the public interest 
In all cases of discretionary disclosure in the public interest there is no legal obligation to 
disclose, rather whether or not disclosure can be justified depends on balancing the interests 
that are in conflict in each case; for example, protecting a third party from serious harm. It 
needs to be borne in mind that every disclosure is an interference with the patient or staff 
member’s right to privacy, while the benefits of disclosure will often be less certain. While a 
balancing of the patient and staff member’s right to privacy against other rights and interests 
is always difficult, it is usually more easily performed where the conflict is with rights of 
identifiable third parties, such as in child protection, than where there is a conflict with a more 
diffuse public interest such as national security or public health. It is not sufficient that such 
disclosure might serve the protection of such an overriding public interest; rather the test is 
one of ‘strict necessity’ in the specific circumstances of each case. 


In situations involving disclosure to protect overriding rights of third parties, each case must 
be considered on its merits. The test is whether the release of information to protect the 
interests of a third party exceptionally prevails over the duty of confidence owed to the service 
user and the public interest in a confidential health care service. In performing the balancing 
exercise, it is important to remember that there is a substantial public interest in the 
maintenance of confidentiality in health care services and not to construe the balance as being 
between the rights of an individual alone against the public interest. 


Public interest decisions are made by the Caldicott Guardian, Data Protection Officer and 
Senior Information Risk Owner. 


Factors considered when exercising a discretion to disclose in the public interest are: 


• The nature and extent of the proposed disclosure. 


• The importance of the interest that is at risk without disclosure, for example disclosure 
might be more easily justified where the life or integrity (physical or psychological) of a 
third party is at risk. 


• The likelihood of the harm occurring in the individual case, that is, disclosure might be 
justified where there is a high likelihood of harm to the life of another, but not 
necessarily justified where there is a low likelihood of harm. 


• The imminence of the harm, that is, disclosure might be justified where protection of 
the third party requires immediate action, but not where there is no more than a 
possibility that at some future point the service user might pose a threat to another. 


• The existence of an appropriate person to whom disclosure can be considered. 


• The necessity of the disclosure to avert the harm, that is, where there is no reasonable 
possibility of averting the harm without disclosure. 
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• The likelihood that disclosure can avert the harm, which requires that the health or 
social care staff member be satisfied that the harm to the third party or to the public 
interest is sufficiently likely to be averted by disclosure. 


In all instances where judgment is involved, staff are urged to discuss the case with colleagues 
without revealing identifiable details of the patient and, if necessary, to seek legal or other 
specialist advice. When a decision has been reached that disclosure is justified in a particular 
situation, there are requirements for how that disclosure should best be made. Most situations 
where decisions to disclose are reached require good communication with, and support for, 
patients whose confidentiality is to be breached. The member of staff should record in the 
health record or social care record details of all conversations, meetings and appointments 
involved in the decision to disclose or not to disclose. 


Once a decision to disclose has been reached the usual procedure would be as follows: 


• An explanation of the reasons for sharing information should be given in writing to the 
patient and/or people with responsibility for them such as parents. 


• The responsible member of staff should encourage the patient (and/or where 
appropriate, their legal representative) to inform the relevant authority (for example, 
police or social services). If the patient or legal representative agrees, the member of 
staff will require confirmation from the authority that such disclosure has been made. 


• If the patient or their legal representative refuses to act, the responsible member of 
staff should then tell them that they intend to disclose the information to the relevant 
authority or person. The responsible staff member should then inform the authority, 
disclosing only relevant information and make available to the patient or their legal 
representative the information that they have released if this does not prejudice the 
public interest reason for disclosure. 


• Health care staff who decide to disclose confidential personal information (whether or 
not the patient or their legal representative has been informed beforehand) should be 
prepared to explain and justify their decision to the trust if called upon to do so. 


• Ensure that the information disclosed will then be held in accordance with high 
standards of security. 


Exceptions to this normal procedure could be where informing the subject in advance would 
prevent achieving the justified aim of the disclosure and where doing so would put the safety 
of the member of staff or another person at risk 


13.7. The use and disclosure of personal identifiable information for other purposes 
Consent is not required where there is a statutory obligation to disclose, or a discretionary 
disclosure is justified in the public interest. Where a statute, court or tribunal imposes a 
requirement to disclose information, care should be taken only to disclose the information 
required to comply with and fulfil the purpose of the law. 


In all cases of discretionary disclosure in the public interest the test is whether the release of 
information to protect the interests of a third party exceptionally prevails both over the duty of 
confidence owed to the service user and the public interest in a confidential health and social 
care service. 


13.8. The use and disclosure of confidential personal information for purposes of not 
directly related to care of that service user (secondary uses) 


When the proposed use or disclosure relates to health and social care but is not directly for 
the care of that patient, the explicit consent of that service user is usually required, unless the 
information is in an unidentifiable form. 
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The following principles for good practice should be followed when considering use and 
disclosure of confidential identifiable information for secondary purposes: 


• When seeking confidential personal information for purposes other than direct care, 
this should be anonymised or pseudonymised data; 


• All organisations seeking to use confidential personal information should provide 
information to patients describing the information they want to use, why they need it 
and the choices patients have; 


• Any proposed use of confidential personal information must be for some clear general 
good or for the clear benefit of patients. That is, there must be a clear public interest 
involved; 


• Patients should be involved in the development of any project involving the use of 
confidential personal information and the associated policies; 


• Where a trust has a direct relationship with a patient it should be aiming to implement 
procedures for obtaining the express consent of the patient. For all proposed research 
uses of confidential personal information, the express consent of the service user 
should normally be sought; 


• Where consent is being sought this should be by health care staff who have a direct 
relationship with the individual service user; 


• The trust must not use confidential personal information for secondary uses where a 
patient has opted out by specifically refusing consent or registered with the national 
data opt out; and, 


• Where data is to be disclosed only in aggregate form the potential identification of 
individuals from small numbers should be considered and appropriate protections 
applied. 


14. Working away from the office environment 
There will be times when staff may need to work from another location or whilst travelling. This 
means that these staff may need to carry trust information with them which could be 
confidential in nature e.g. on a laptop, USB stick or paper documents. Please refer to the 
Mobile Devices and Remote Access Policy, and Remote Working Guidance for further 
information. 


15. Maintaining the confidentiality of information after a patient’s 
death 


The confidential nature of a patient’s information and the ethical obligation on health care staff 
to respect that confidentiality continue to apply after the death of that service user; However, 
just as in life, the duty to maintain confidentiality after death is not absolute but is subject to 
ethical and legal limitations. Even though the patient can no longer be harmed there is still a 
public interest in the maintenance of confidentiality after death.  


Disclosure of information after the death of a patient might also be an infringement of the right 
to private life of people associated with the patient. 


Before they die, a competent patient can give or withhold consent to disclosure after their 
death and such wishes should be respected e.g. restricting certain information from family 
members. In particular, where a competent patient has made an explicit request before their 
death that their confidence be maintained, then the patient’s request should normally be 
respected. In relation to Freedom of Information Act requests, the Information Commissioner 
advises that where a duty of confidence arises, exemption from such a request will continue 
to apply after the death of the person concerned. 
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16. Information Security  
Information security is fundamental to confidentiality. Storing, sending and accessing 
confidential information must be done in a safe and secure way in line with the trust’s 
Information Security Policy. 


17. Training and awareness 
Data Security and Protection training is mandatory, and all staff are required to complete 
annual online Data Security Awareness training.  


Staff who are identified in the trust’s Information Governance Training Needs Analysis are 
required to undertake specialist training relevant to their role. 


18. Review 


Review will take place every three years or earlier until rescinded or superseded, due to legal 
or national policy changes.  


The audience of this document should be aware that a physical copy may not be the latest 
version. The latest version, which supersedes all previous versions, is available on Freenet. 


Those to whom this policy applies are responsible for familiarising themselves periodically with 
the latest version. 


19. Approval  
This Framework has been reviewed and approved by: 


Version Date  Reviewed / Approved Responsible Person 


1.0 30/05/2022 Review Data Protection Officer 


1.0 30/05/2022 Review Caldicott Guardian  


1.0 30/05/2022 Review and Approval SIRO 


1.0 30/05/2022 Review and Approval Information Governance Group 


 


20. Monitoring and Compliance 
This policy and the associated controls: Policies, Protocols, Procedures - will be monitored 
through the Information Governance Group for the trust. The IG risk register will be reviewed 
on a regular basis and additionally in response to any information incident or enforcement 
action by the Information Commissioner’s Office.  


Information Asset Owners, assisted by Information Asset Administrators, will be required to 
routinely review the risks and data flows associated with the information assets utilised to fulfil 
the business functions and activities within their remit. 
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Appendix 1  Definitions of terms used 


See IG Framework Appendix 1 for Definitions of terms used. 


Appendix 2  Equality analysis guidance and tool 


 


  







18 
 


Appendix 3  Plan for dissemination of policy document 


The Confidentiality policy shared with all staff through the intranet and placed in the policy 
register. The policy will be mentioned in the trust’s mandatory Information Governance 
training. 


Previous confidentiality policies will be withdrawn. 


Appendix 4  Flowchart for the creation, and implementation of 
policy document 


 


Review by Data Protection Officer 


 


Review by Caldicott Guardian 


 


Review by Senior Information Risk Owner 


 


Approval by Senior Information Risk Owner 


 


Approval by Information Governance Group  


 


Publication on Freenet 


 


Notification to staff 


 


Annual Review 


 


Change Made 


 


 


 


 


  


No Yes 


Approval by Information 
Governance Group 
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Appendix 5 Policy Breaches 
Below is a list of examples which constitute a breach of this policy. Breaches of this policy 
must be reported via the incident reporting process. The examples provided are not an 
exhaustive list. 


The following are explicitly forbidden: 


• Accessing a patient record where you have no legitimate relationship with the patient 
(e.g. not part of the patient’s care team). Accessing includes undertaking searches to 
establish whether the patient is currently or has ever been a patient. Detailed 
examples of this type of breach include: 


o Accessing another employee’s patient record where you have no legitimate 
reason to do so, for example, not being part of their care team. It is still a 
breach of this policy to access a staff member’s patient record even if they 
have given you permission to do so but you are not part of their care team; 


o Accessing a family member or friend’s patient record where you have no 
legitimate reason to do so, for example, not being part of their care team. It is 
still a breach of this policy to access a family member’s patient record even if 
they have given you permission to do so but you are not part of their care team; 


o Accessing another employee’s family member or friend’s patient record where 
you have no legitimate reason to do so, for example, being part of their care 
team. It is still a breach of this policy to access another staff member’s family 
member or friend’s patient record even if they have given you permission to 
do so but you are not part of their care team; 


• Accessing your own patient record is explicitly forbidden. For details on how to lawfully 
access your own personal information see the trust’s privacy notice on freenet; 


• Verbally or via electronic communications, discussing the care of an employee with 
anyone not involved with the care and treatment of that employee; 


• Verbally or via electronic communications, discussing the care of a staff member’s 
family members or friends with anyone not involved with the patient’s care and 
treatment, including their family members who may be clinical staff; 


• Sharing of passwords; 


• Sharing of smartcards; 


• Unauthorised access to trust systems either by staff or a third party. 


• Unauthorised access to confidential information where the member of staff does not 
have a need to know, this includes patient information, employee data, and corporate 
data; 


• Disclosure of confidential information to a third party where there is no justification, 
and you have concerns that it is not in accordance with the Data Protection Act and 
NHS Code of Confidentiality. 


• Sending person-identifiable or confidential information in a way that breaches 
confidentiality. Examples include: 


o Using nonsecure email 
o Using Dropbox, Google Cloud, or other non-approved cloud hosted storage 


platforms 
o Using non encrypted removable media 
o Emailing confidential information to the wrong patient or email address 


belonging to another individual 


• Leaving confidential information lying around in a public area or in areas where 
employees who do not need access are likely to be able to view the information. 


• Leaving confidential information in an unlocked area or storage 


• Leaving confidential information unsecure  


• Leaving smartcards unattended in PCs or laptops  


• Theft or loss confidential information. 
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• Disposal of confidential information in a way that breaches confidentiality. Examples 
include: 


o Putting paper based confidential information in general waste bin rather than 
a designated confidential waste bin 


o Disposing of, or reusing of electronic equipment which has not undergone data 
sanitation  


Appendix 6  References 


 


78051-DoH-NHS Code-Practice (publishing.service.gov.uk) 


Code of Practice on Protecting the Confidentiality of Service User Information edited by Denise 
Nixon - final (health-ni.gov.uk) 


NHS England - Confidentiality Policy 


Appendix 1: Section 251 of the National Health Service Act 2006 - NHS Digital 


 


 


 



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf

https://www.health-ni.gov.uk/sites/default/files/publications/dhssps/confidentiality-code-of-practice0109.pdf

https://www.health-ni.gov.uk/sites/default/files/publications/dhssps/confidentiality-code-of-practice0109.pdf

https://www.england.nhs.uk/wp-content/uploads/2019/10/confidentiality-policy-v5.1.pdf

https://digital.nhs.uk/services/data-access-request-service-dars/how-the-national-data-opt-out-affects-data-released-by-nhs-digital/national-data-opt-out-guidance-for-researchers/appendix-1-section-251-of-the-national-health-service-act-2006
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1. Introduction 


 


1.1. This document has been adapted from the SCAG/PIAG Illustrative Template: 


April 2005 version 


 


1.2. The development, implementation and management of a System Level 


Security Policy (SLSP) will help to demonstrate understanding of information 


governance risks and commitment to address the security and confidentiality 


needs of a particular system.  


 


1.3. An effective SLSP will therefore contain a considered and specific view of the 


range of security policy and management issues relevant to a system and that 


may encompass a range of technical, operational, and procedural security 


topics.  


 


1.4. The SLSP should identify appropriate lines of accountability, both within the 


lead organisation and for those other bodies who may legitimately use it. The 


SLSP will benefit from references to other external security documentation and 


standards, including the lead organisation’s corporate security policy and 


where relevant the security policies and procedures of other organisations. 


Where the system IS available to multiple organisations, the SLSP must 


establish the necessary common policy, security parameters and operational 


framework for that system’s expected operation including any functional 


limitations or data constraints applicable to one or more bodies. 


 


2. The Policy 


 


2.1. The System shall be known as the NBSS breast screening office computer 


system. 


 


2.2. The System’s responsible owner shall be nominated by the Trust responsible 


for the operation of the local instance of the NBSS system. 


 


2.3. The System’s Caldicott Guardian or Data Controller shall be nominated by the 


Trust responsible for the operation of the local instance of the NBSS system. 


 


2.4. Security of the system shall be governed by the corporate security policy of the 


Trust responsible for the operation of the local instance of the NBSS system. 


 


2.5. The System’s responsible security manager shall be nominated by the Trust 


responsible for the operation of the local instance of the NBSS system. 


 


2.6. The System shall be developed / provided by Wealth Management Software 


(WMS) under a national contract for supply of an IT system. 
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2.7. The System shall be implemented and maintained by WMS under a national 


contract for IT support services with support from local Trust IT service 


management. 


 


2.8. The system shall be shared or used by the following organisations: 


 


▪ of the local Trust. 


▪ Remote access via a firewall/NHSnet to a standard application interface by 


remotely located staff of the local Trust. 


▪ Remote access via a firewall/NHSnet to specific subsets of data for audit 


and reporting purposes by regional breast screening QA staff. Remote 


access over NHSnet via the third-party gateway to the underlying database 


and programmes by support staff of WMS (under the terms of the national 


contract for IT support services, contract ref NBSS02 - SSCON 1499672v5). 


 


2.9. System data will be obtained from the following organisations (if not also a user 


organisation. There are likely to be issues of patient consent for the disclosure 


of identifiable data and that are the responsibility of the relevant Caldicott 


Guardian(s)) 


 


2.10. The System shall comprise a single instance of the NBSS system, 


running under Cache version 5 on a Windows or UNIX server. There are 


currently approximately 80 separate instances of the system in service 


(including 7 in Wales and Northern Ireland) 


 


2.11. The system is connected using EDI messaging via NHSnet and the DTS 


(Data Transfer Service) to one or more instances of the NHAIS Exeter system 


for information sharing including screening batch lists, screening results and 


registration change notifications. There are no other EDI connections. 


 


2.12. The System shall process screening batch lists supplied by one or more 


instances of the NHAIS Exeter system, generate patient invitations, record 


patient attendance and screening activities (whether through invitation or self-


referral), manage diagnostic follow-up, issuing of results and provision of 


statistical reporting for local/national performance management purposes. 


 


2.13. The System’s authorised purpose is to support the management and 


administration of a breast screening programme, including processing of 


individual patient demographic data and clinical records, together with 


statistical reporting for local/national performance management purposes. 


 


 


2.14. The System’s authorised users shall be: 


▪ Local users (usually staff of the local Trust), accessing the standard 


application interface via a LAN. 
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▪ Remotely located users (usually staff of the local Trust) accessing the 


standard application interface through a firewall/NHSnet. 


▪ Remotely located regional breast screening QA staff, accessing 


specific subsets of data for audit and reporting purposes via a 


firewall/NHSnet. 


▪ Support staff of Wealth Management Software, accessing the 


underlying database and programmes for support and maintenance 


purposes through the third-party gateway to NHSnet 


 


 


2.15. The System shall be connected to a local LAN and to NHSnet via a 


firewall. 


 


2.16. Remote working shall be allowed over NHSnet. Access for remote users 


will be password protected and controlled via a local firewall. A full audit trail of 


all system access shall be maintained 


 


2.17. The System shall be risk assessed on an annual basis by applying an 


appropriate method. A risk management/security improvement plan shall be 


established to address all unacceptable risks. (NB. this should take account of 


cross-boundary risk/dependency issues) 


 


2.18. The System shall benefit from the following security countermeasures in 


accordance with local Trust policies (which should conform to the NHS security 


standard ISO 17799): 


 


▪ Physical location and system enclosures measures etc 


▪ Logical measures for access control and privilege management 


▪ Network interfaces 


▪ Other (including security tokens / authentication or certification 


arrangements and security testing managed / provided externally) 


 


2.19. The System shall be subject to local internal/external audit 


arrangements under the control of the local Trust. 


 


2.20. The System shall benefit from the following resilience / contingency / 


disaster recovery arrangements: 


▪ Local disaster recovery plans 


▪ Reversion to previous (automatically scheduled) daily backups of 


programmes/data 


▪ Optional hosted disaster recovery services provided by Wealth 


Management Software in conjunction with regional QA centres. 


 


2.21. In the event of serious disruption or total system failure, business 


continuity shall be provided by the following means: 
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▪ Local disaster recovery plans 


▪ Reversion to previous (automatically scheduled) daily backups of 


programmes/data 


▪ Optional hosted disaster recovery facilities provided by Wealth 


Management Software in conjunction with regional QA centres. 


 


2.22. In the event of a security or confidentiality breach occurring, local 


procedures should be followed under the control of the relevant Trust Security 


Manager, Data Controller and Caldicott Guardian as appropriate. 


 


2.23. When the system or its data has completed its purpose/has become 


redundant or is no longer needed, all data and programmes on all storage 


media should be securely deleted in accordance with local Trust security 


procedures. 


 


2.24. This SSP shall be the responsibility of the NHS Cancer Screening 


Programmes and shall be reviewed on an annual basis for its completeness 


and for relevant update. 
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[bookmark: _Toc139722245][bookmark: _Toc350174611]Introduction

[bookmark: _Toc139722246]Purpose of Document

The purpose of the Clinical Risk Management Plan (CRMP) is to define the implementation of, and any variation to Hybrid Mail. It describes how Funasset will conduct clinical risk management to ensure patient safety with respect to services provided and the interrelated and interactive activities that will occur to ensure that Hybrid Mail meets the requirements of DCB 0129 [Ref 1]. 

In fulfilling this purpose, any variation to the standard practices and procedures to be followed, as defined by the Clinical Risk Management System (CRMS) [Ref 2], when performing the activities of the programme are documented here in this document.

This CRMP identifies the means by which Hybrid Mail shall be controlled to ensure that the safety work is of high quality, conforms to the requirements of the CRMS and any specific programme requirements.

This document will be updated when the plan changes in any way as to deviate from what has been committed to deliver. This will be decided by the Clinical Safety Officer and the Quality Assurance team.  

[bookmark: _Toc139722247]Background to clinical safety standards and requirements

Information standards provide the mechanism for introducing requirements to the NHS, those with whom it commissions services and its IT system suppliers.  There are two Information Standards related to patient safety described below.  

[bookmark: _Toc139722248]DCB0129: Clinical Risk Management: its Application in the Manufacture of Health IT Systems

This standard sets clinical risk management standards for manufacturers of Health IT systems.  It requires the manufacturer to establish a structure within which clinical risks associated with the design and development of a new Health IT system or the modification of an existing system are properly managed.  It also ensures that outputs are clearly documented to provide evidence of compliance.  Compliance with the standard ensures that the manufacturer has instigated a best practice clinical safety programme during the manufacture of the health IT system [Ref 1].

The development of Hybrid Mail is being carried out by Funasset. As such Funasset will provide assurance with DCB 0129. 

[bookmark: _Toc139722249]DCB0160: Clinical Risk Management: its Application in the Deployment and Use of Health IT Systems

This standard requires health organisations deploying and using new or modified health IT systems to have a structure to manage clinical risks associated with that deployment.  Many of the requirements in DCB0129 are repeated in DCB0160 for the health organisations [Ref 3].

Funasset will make recommendations for end users to assist in the deployment and use of Hybrid Mail, which will be described in their DCB 0129 Clinical Safety Case Report (CSCR) and Hazard Log (HL). 

[bookmark: _Toc109234579][bookmark: _Toc135214978][bookmark: _Toc137453823][bookmark: _Toc139722250]Product Scope

The scope of the CRMP extends to all static and dynamic functionality, including any operational use and potential misuse of the system in the specific Hybrid Mail configuration, which has the potential to cause harm to patients.  This document defines the process of clinical risk management within the organisation with a focus on its analytical boundaries, and to the role and responsibilities of the personnel tasked to oversee its implementation. 

Clinical risk assessment and management applies to all aspects of the Hybrid Mail product and considers any third-party hardware/software being used as part of the deployment, by provider companies.  The configuration adheres to this scope. It takes the following users into consideration:

Clinical Risk Management Plan: Hybrid Mail

	

· 

· Patients

· Management/Executives

· Administrators

· Clinicians

· Medical Secretaries

· Informatics and Data Quality Team



[bookmark: _Toc139722251]System Overview 

The hosted Hybrid Mail service enables the submission and central printing of mail pieces via a Printer Driver, API (Drop Folder) or Web Portal interface.  The system enables the production of mail items and will use processes such as address validation, mail merger, postal sorting, document insertion and attachment as well as digital communication (e-mail or SMS). The Print Centre will provide printing, collating, folding and enveloping of all mail types.  The system allows the user to track mail items through the process.

The Hybrid Mail process has been developed to ensure security and traceability of patient letters (Figure 1).

[image: ]

Figure 1 Hybrid Mail Schematic diagram

[bookmark: _Toc139648915][bookmark: _Toc139722252]Features 

Hybrid Mail Server Software 

Hybrid Mail application software enabling the customer’s end users to install both Print Client and Drop Folder Client applications locally.

Web Portal 

Client Web Portal provides user access to Queued Mail, Archive mail, Returned mail, Tracking mail, integrated template creation and document composition for mail merge jobs. For Admin user’s access to User accounts, Group settings, Reporting MI, letter template management.

The web portal enables users to automatically send letters directly via a simple QuickPost “Drag and Drop” submission method into web browser page.

Dynamic letter head insertion

The system will scan each document submitted for a service or department name/code. Once this code is identified the system looks up code to name of Letterhead overlay and appends it to covering letter.

Dynamic Attachment Process

The system will scan each document submitted for an attachment code. Once this code is identified the system looks up code to name of PDF attachment and appends it to the submitted document.

Timed release 

Items submitted into the Hybrid Mail system will be held in Queued Mail. At pre-defined times within the day these items are released for print and post. While mail items are held in Queued Mail users have access to review and cancel any items they no longer wish to send.

Document Archive

Mail is automatically archived as a PDF document using integrated archive server allows allowing users to quickly find and view letters on-screen at any time. Retention period is configurable per installation and is typically 60 days.

Active Directory

Single Sign On user authentication, integration with Windows Active Directory SAML or LDAP service to authenticate user logon and user access levels, significant feature for any organisation with large user base and home workers.

Return Mail Management 

Letters are printed with a tracking 2D bar code in the envelope address window.  Any Royal Mail returned mail items received back into the Print Centre has its barcode scanned. Hybrid Mail records are automatically updated and the user who created the mail is notified, allowing users to log in and view a PDF copy of returned letter. A daily email report can be setup notifying user of any returned mail. To ensure security of mail piece is maintained all returned mail pieces are destroyed once tracing barcode has been scanned.

XML scripting module
An advanced XML based scripting module allowing custom business rules to be applied to document processing, with options to call at various stages, Pre-Submit, On-Submit and On-Release. Making for a future proof open solution with extensive custom configuration options.



Electronic Delivery Service

Hybrid Mail supports email delivery of letters as PDF attachment to email and also multiple message types; SMTP email, SMS and delivery to clients customer portal.   

[image: ]

Figure 2 Hybrid Mail Electronic Document Delivery



NHS Specific Features

Docman integration 

Docman is a GP practice document management system which enables electronic communication between the Trust and GP practices. Once configured Hybrid Mail scans each mail item for an NHS Practice code. Upon identifying a code the system will verify the existence and status of the Practice via the DocmanConnect API. An active Practice status will result in the document being posted to the Practice on the Docman hub. If an unsuccessful response regarding the practice is received the mail item is released into the system via standard hardcopy post. Documents rejected by GP practice staff are automatically rejected back into users rejected queue on Hybrid Mail Portal.

CC Copy

Hybrid Mail can automatically produce copies of the letter for recipients that are listed as CC copies within the document.  

Appointment Date Scan

Hybrid Mail can be configured to scan letters for an appointment date and if present checked against current date to calculate number of days to appointment. If the appointment is within (nn) number of days, postage class can be switched to first class, if less the (nn) days or (–nn) days the letter can be rejected.

Electronic Patient Record (EPR) system feed  
Hybrid Mail is able to process and deliver selected letters into a Trusts EPR system or similar document management system. 

[bookmark: _Toc137453837][bookmark: _Toc139722253]Clinical Risk Management Deliverables

[bookmark: _Toc137453838][bookmark: _Toc139722254]Clinical Risk Management File

Funasset will establish a Clinical Risk Management File (CRMF) for each safety related health IT system. The purpose of the CRMF is to provide a central repository where all safety related information pertaining to the Health IT system is stored and controlled. 



The Funasset SharePoint contains all relevant clinical safety documentation and will perform the function of the Clinical Risk Management File. This folder will be managed by the Clinical Safety Officer. 

This Clinical Safety File will contain the clinical safety documentation that will provide assurance of compliance with DCB 0129. These include: 

· Clinical Risk Management System [Ref 2]

· Clinical Risk Management Plan (this document)

· Clinical Safety Case Report

· Hazard log 

Any supporting information will also be stored in the Clinical Risk Management file and will be managed by the Clinical Safety Officer. 

[bookmark: _Toc109234586][bookmark: _Toc137453839]Hybrid Mail Project Assurance

Issues pertaining to the data security and information governance (IG) will not be covered in the CRMF. Funasset have Information security and data protection policies in place and meet the requirements of ISO 27001 [Ref 4].

Assumptions:

· Each new development, fix or update will trigger the Clinical Safety activities outlined in this plan.

· Each new configuration/significant alteration to Hybrid Mail will utilise the Clinical Safety process to support effective review and contemporaneous documentation of decisions, kept within the CRMF, for sign off by the Funasset Clinical Safety Officer (CSO).

· Reviews of similar configurations of Hybrid Mail can share learning to optimise safety discussions and awareness early in product development cycles.

· This CRMP will underpin clinical safety for the project lifecycle including closure/offboarding and potential support with provider decommissioning of the product and be subject to Funasset audit and quality management cycles [Ref 5].

Constraints:

· New configurations compliance with required testing prior to release and review of the hazard log and CSCR.

[bookmark: _Toc38166][bookmark: _Toc81832159][bookmark: _Toc86155229][bookmark: _Toc125363612][bookmark: _Toc137453840][bookmark: _Toc139722255]


Clinical Risk Management Plan

[bookmark: _Toc38167][bookmark: _Toc81832160][bookmark: _Toc86155230][bookmark: _Toc125363613]Funasset will establish a CRMP for each safety related health IT system. The purpose of the CRMP is to identify the clinical risk management activities that are to be undertaken and the phasing of these activities in the project lifecycle. The CRMP will also identify the resources required to discharge these clinical risk management activities.

[bookmark: _Toc137453841][bookmark: _Toc139722256]Hazard Log

Funasset will establish and maintain a Hazard Log (HL) for each safety related health IT system. The HL will be made available within the CRMF. The purpose of the HL is to manage the effective resolution and communication of hazard risk within Hybrid Mail.

[bookmark: _Toc137453842][bookmark: _Toc139722257]Clinical Safety Case Report

Funasset will issue a Clinical Safety Case Report (CSCR) for each safety related health IT system that it develops. The CSCR will be issued to support initial deployment and will be updated during the lifecycle of the health IT system should the safety characteristics change. 

The CSCR will be controlled and configured in accordance with the organisation’s document control policy. The CSCR will be made available within the Clinical Risk Management File (CRMF).

[bookmark: _Toc137453843][bookmark: _Toc139722258]Resources / Personnel

[bookmark: _Toc50122130][bookmark: _Toc50984853]The DCB0129 standard requires that a Clinical Safety Officer (CSO) is responsible for the approval of clinical risk management deliverables (including this CRMP). The CSO must be a registered clinician who is appropriately trained and experienced in clinical risk management. 

Funasset have collaborated with clinical safety experts (ETHOS Ltd) to undertake the clinical risk management activities. Clinical Safety at Funasset is provided by:

· Clinical Safety Officer

· Quality Manager 

The Clinical Safety Officer is responsible for ensuring the clinical safety of the Hybrid Mail through the application of clinical risk management.  The Clinical Safety Officer is a suitably qualified and experienced clinician who holds current registration with their relevant professional body and has had appropriate training for this role.

Key responsibilities include:

· Approval of the Clinical Risk Management Plan to confirm that the plan is appropriate and achievable in the context of the Health IT System development and modification.

· Ensuring that clinical risk management activities are completed in accordance with the Clinical Risk Management Plan.

· Reviewing and approving of all safety documentation including Clinical Safety Case Reports and Hazard Logs.

· Reviewing evidence in the Clinical Risk Management File to ensure it is complete and supports the Clinical Safety Case Report.

· Providing recommendation to Funasset whether the product is safe to release.

· Escalating any unacceptable safety risks.

· Provide support to client organisations to aid with their DCB0160 assurance.

[bookmark: _Toc74843428][bookmark: _Toc76395273][bookmark: _Toc80280428][bookmark: _Toc81832162][bookmark: _Toc86155233][bookmark: _Toc86660526][bookmark: _Toc93315190][bookmark: _Toc104476646][bookmark: _Toc106291536][bookmark: _Toc137453844][bookmark: _Toc139722259]Escalating any unacceptable safety risks

Risk and incident reporting will be managed according to Funasset’s existing Incident Management process [Ref 6].

[bookmark: _Toc137453845][bookmark: _Toc139722260]Clinical Risk Evaluation and Management

[bookmark: _Toc137453846][bookmark: _Toc139722261]Clinical Risk Management System

[bookmark: _Toc137453847]The hazard assessment process will follow the requirements of those clinical safety activities conducted under a NHS compliant CRMS, but Funasset do not have this formally documented yet. The formal elements required for clinical safety standard DCB 0129, i.e. the CSCR, CRMP and Product Hazard Log will be completed by clinical safety experts engaged with Funasset. 

From a DCB 0129 Safety Standard perspective, this clinical safety plan will describe and ensure that those clinical risk management activities are complete and in doing so, ensure that all actual and foreseeable clinical hazards have been considered, described, characterised, planed, ranked and suitable control(s) measures applied and subsequently evaluated.

[bookmark: _Toc139722262]Clinical Risk Matrix 

The clinical risk matrix, evaluation and management process used is defined below and can also be found in more detail within the Appendix A. The hazard assessment process will follow the standard Clinical Risk Management System [Ref 2] approach.

Hazards may be identified in other ways during the development and use of the Hybrid Mail such as:

· Discovery during design of a solution by supplier or NHS Organisation

· Testing of amended functionality

· Ad hoc testing of live service functionality

· Reporting of an incident or problem within the live service

· Identification by a member of staff within the supplier or NHS Organisation

For each identified hazard, the following information will be defined and recorded on the Hazard Sheet and summarised on the Hazard Log:

· Hazard number

· Hazard name

· Hazard description

· Potential clinical impact – this will describe the effect of the hazard in the care setting and potential impact on the patient

· Possible causes – these may be technical, human, error etc.  A hazard may have a number of causes

· Existing controls – these are identified existing controls or measures that are currently in place and will remain in place post implementation that provide mitigation again the hazard, i.e. will be used as part of the initial Hazard Risk Assessment.

Each Hazard will be discussed by the Funasset Clinical Safety team and any other appropriate people.  They will perform the following tasks and record the outcome in the Hazard Sheet and a summary in the Hazard Log:

· Estimation of clinical risks

· Clinical risk evaluation 

· Clinical risk control option management.

[bookmark: _Toc50122134][bookmark: _Toc50984857][bookmark: _Toc137453848][bookmark: _Toc139722263]Estimation of clinical risks

For each identified hazard estimation will be made of the clinical risk.  This will include the severity of the hazard, the likelihood of the hazard and the resulting clinical risk.  The estimation process will follow that established by the safety processes defined in DCB 0129.  A copy of the risk assessment matrix is provided in the Appendix A.

[bookmark: _Toc106291541][bookmark: _Toc137453849][bookmark: _Toc139722264]Scope and Methodology

[bookmark: _Toc137453850][bookmark: _Toc139722265]Scope

The clinical risk management activities will be subject to platform functionality analysis and clinical risk evaluation and are described in the following sub-sections.  Non safety related platform functionality which is determined to not directly impact clinical care, for example, platform reporting, and analytics and user audit activities are excluded from the scope of clinical risk management activities.   

[bookmark: _Toc82502277][bookmark: _Toc82509350][bookmark: _Toc104476651][bookmark: _Toc106291543][bookmark: _Toc137453851][bookmark: _Toc139722266]Design Analysis

Considerations of hazards and the identification of suitable controls focused on design.  Where functionality features of the platform have been modified to mitigate clinical risk, these will be captured as design controls.

[bookmark: _Toc82502278][bookmark: _Toc82509351][bookmark: _Toc104476652][bookmark: _Toc106291544][bookmark: _Toc137453852][bookmark: _Toc139722267] User Interface Analysis

Review of the platform user interface as part of Clinical Safety Officer (CSO) due diligence.

[bookmark: _Toc82502279][bookmark: _Toc82509352][bookmark: _Toc104476653][bookmark: _Toc106291545][bookmark: _Toc137453853][bookmark: _Toc139722268]Human Factors Analysis

Considerations in respect to any platform controls identified which relied on users operating the Hybrid Mailin a particular manner.

[bookmark: _Toc137453855][bookmark: _Toc139722269]Testing Analysis

Review of Funasset test strategy to include details of the objectives and methodologies relative to Hybrid Mail, this to analyse the test strategy for the purpose of clinical risk safety validation.  A testing traceability exercise will determine the extent to which test scripts adequately control any the testing controls which may be proposed in the Hazard Log.  Such a review to demonstrate, for example:

· Suitable test environments had been specified with a requirement for them to be representative of the intended live environment and containing data that was representative of the way the platform was intended to be used.

· A risk-based approach had been employed to scale the extent of testing to the risk presented by the functionality being tested.

· The number of layers of testing had been defined including Unit testing, Dev. testing, New Feature / Bug testing and Regression testing, and

That a defect management and priority triage strategy is defined and functioning.

[bookmark: _Toc137453856][bookmark: _Toc139722270]Training Analysis

It is anticipated that some human factor controls will be identified and that these will be supported by the provision of learning communicated during the training process.  Thus, training-related controls will need to be extracted from the Hybrid Mail Hazard Log and be passed to Funasset’s training team and subsequently such human factor controls understood by the commission organisation.  

Funasset’s training team will ensure that key safety-related learning points are included in the training programme. The training analysis should then summarise such human factor controls which, applied, have an impact of the likelihood of a clinical hazard being realised.

[bookmark: _Toc82501093][bookmark: _Toc82502284][bookmark: _Toc82509357][bookmark: _Toc104476658][bookmark: _Toc106291549][bookmark: _Toc137453857][bookmark: _Toc139722271]Methodology 

[bookmark: _Toc82502285][bookmark: _Toc82509358][bookmark: _Toc104476659][bookmark: _Toc106291550][bookmark: _Toc137453858][bookmark: _Toc139722272]Clinical Risk Management Activities

The supporting DCB 0129 Safety Standard clinical risk activities supported by the plan are defined below.

· Deconstruct the key functions of the platform into its constituent parts 

· All supporting business processes and functions to be deconstructed into individual tasks

· Subject each task to a Structured What-If (SWIFT) analysis in respect to platform operations in normal, fault conditions and reasonably foreseeable misuse

· From the SWIFT analysis, generate ‘candidate’ hazards, with due consideration as to cause, effect, and potential harm

· Consider appropriate hazard controls

· Assemble this information in the supporting platform Hazard Log

· The clinical risk for each candidate hazard will be estimated and evaluated based on a combination of the hazard’s severity and the likelihood of a patient coming to harm of the stipulated

· Where the clinical risk is considered with unacceptable or undesirable, undertake a control option analysis to examine opportunities for further hazard mitigation

· Where further controls are required, ensure appropriate risk control prioritisation strategies which are most likely to be effective (i.e., through engineering and design)

· Evaluate any additional clinical risk associated with the implementation of new controls

· Validate that where the proposed controls require deploying organisation’s end users to act to mitigate the risk that these will be highlighted to support the training guides, and

· That the proposed controls are realistic, viable and likely to be effective in the intended clinical setting.

Only when each component, function, screen, or business process discussed above has been considered and worked through and all the platform elements (key functions and supporting business processes) had been subject to analysis will the clinical risk management activities be deemed complete.

[bookmark: _Toc82502286][bookmark: _Toc82509359][bookmark: _Toc104476660][bookmark: _Toc106291551][bookmark: _Toc137453859]Structured What-If Technique (SWIFT) 

The Structured What-If Technique (SWIFT) is a systematic method of hazard identification. The technique, carried out as a brainstorming activity, employs an analysis of potential deviations from the expected business process using ‘guidewords.  In relation to the ‘platform’ the application of SWIFT will consider whether the supporting task could be, for example:

· Performed incorrectly

· Performed incompletely

· Performed inappropriately or for the wrong reasons

· Performed at the wrong time

· Performed against the wrong patient

· Performed more than once

· Performed but resulted in confusion, or 

· Not performed. 

[bookmark: _Toc82501094][bookmark: _Toc82502287][bookmark: _Toc82509360][bookmark: _Toc104476661][bookmark: _Toc106291552][bookmark: _Toc137453860]Acceptance Criteria

The appendices section of this plan details the risk acceptability criteria against which the level of clinical risk associated with each hazard will be tested.  If the clinical risk is found to be Acceptable or Tolerable, then no further action will be taken other than to monitor the controls during live service.  

Where the clinical risk is deemed Undesirable, options for further risk control will be explored and a remediation plan put in place. If the clinical risk is found to be unacceptable, this will be escalated to Funasset Top Management and the deployment of the product will be suspended until further controls are implemented.
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Clinical Risk Management Risk Matrix

		Likelihood

		Very High

		3

		4

		4

		5

		5



		

		High

		2

		3

		3

		4

		5



		

		Medium

		2

		2

		3

		3

		4



		

		Low

		1

		2

		2

		3

		4



		

		Very Low

		1

		1

		2

		2

		3



		

		Minor

		Significant

		Considerable

		Major

		Catastrophic



		

		Consequence









Risk Matrix key - Severity

		5

		Unacceptable level of risk



		4

		Mandatory elimination or control to reduce risk to an acceptable level



		3

		Undesirable level of risk

Attempts should be made to eliminate or control to reduce risk to an acceptable level.  Shall only be acceptable when further risk reduction is impractical.



		2

		Acceptable where cost of further reduction outweighs benefits gained.



		1

		Acceptable, no further action required









Hazard likelihood definitions

		Likelihood Category

		Interpretation





		Very high 

		Certain or almost certain; highly likely to occur 



		High 

		Not certain but very possible; reasonably expected to occur in the majority of cases 



		Medium 

		Possible



		Low 

		Could occur but in the great majority of occasions will not 



		Very low 

		Negligible or nearly negligible possibility of occurring 









Hazard Consequence definitions

		Consequence Classification

		Interpretation

		Number of Patients Affected



		Catastrophic

		Death 

		Multiple



		

		Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term

		Multiple



		Major

		Death

		Single



		

		Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term

		Single



		

		Severe injury or severe incapacity from which recovery is expected in the short term

		Multiple



		

		Severe psychological trauma

		Multiple



		
Considerable

		Severe injury or severe incapacity from which recovery is expected in the short term

		Single



		

		Severe psychological trauma

		Single



		

		Minor injury or injuries from which recovery is not expected in the short term.

		Multiple



		

		Significant psychological trauma.

		Multiple



		
Significant

		Minor injury or injuries from which recovery is not expected in the short term.

		Single



		

		Significant psychological trauma

		Single



		

		Minor injury from which recovery is expected in the short term

		Multiple



		

		Minor psychological upset; inconvenience

		Multiple



		Minor

		Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible severity

		Single
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Glossary of Terms  



		[bookmark: _heading=h.tyjcwt]AFAP

		As Far As Possible – The level risk acceptability criteria as per clinical safety standards



		Clinical Risk 

		Combination of the severity (consequence) and likelihood (probability) of harm to a patient and the likelihood of occurrence of that harm. 



		Clinical Risk Analysis   

		Systematic use of available information to identify and estimate a clinical risk. 



		Clinical Risk Control 

		Process in which decisions are made and measures implemented by which clinical risks are reduced to, or maintained within, specified levels. 



		Clinical Risk Estimation 

		Process used to assign values to the severity (consequence) of harm to a patient and the likelihood (probability) of occurrence of that harm. 



		Clinical Risk Evaluation 

		Process of comparing a clinical risk against given risk criteria to determine the acceptability of the clinical risk. 



		Clinical Risk Management (CRM) 

		Systematic application of management policies, procedures, and practices to the tasks of analysing, evaluating, and controlling clinical risk. 



		Clinical Risk Management (CRM) Process  

		A set of interrelated or interacting activities, defined Funasset Ltd. and Ethos Ltd. to meet the requirements of this standard with the objective of ensuring clinical safety in respect to the development, deployment and use of Hybrid Mail. 



		Clinical Safety 

		Freedom from unacceptable clinical risk to patients. 



		Clinical Safety Officer 

		NHS England accredited clinician contracting to Funasset Ltd., responsible for ensuring the safety of Hybrid Mail through the application of clinical risk management as set-out in the NHS England DCB 0129 Standard requirements. 



		Clinical Safety Case Report (CSCR) 

		A report that presents the arguments and supporting evidence that provides a compelling, comprehensible, and valid case that a system is safe for a given application in each environment. 



		ETHOS Ltd. 

		Clinical Risk Management Health IT subject Matter Experts (Clinical Safety Engineers and Clinical Safety Officers) contracting to Funasset Ltd. providing Health IT Clinical Safety assurance in respect of Hybrid Mail during the manufacturing and development of the product and of clinical risk management as set out in the NHS England DCB 0129 Standard requirements.  



		Harm 

		Death, physical injury, psychological trauma and/or damage to the health or well-being of a patient. 



		Hazard 

		Potential source of harm to a patient. 



		Hazard Log 

		A mechanism for recording and communicating the on-going identification of System hazards associated with a Health IT System. 



		Health Organisation (HCO)  

		Organisation within which Hybrid Mail is deployed or used for a healthcare purpose. 



		Health IT System 

		Product (such as Hybrid Mail) used to provide electronic information for health or social care purposes. The product may be hardware, software, or a combination. 



		Residual Clinical Risk 

		The clinical risk derived during clinical risk estimation for the design. 



		Intended Use 

		Use of System in accordance with the specifications, instructions and information provided by the Manufacturer to its clients for its intended use. 



		Likelihood (probability) 

		Measure of the occurrence of harm. 



		Manufacturer  

		Being Funasset Ltd., with responsibility for the design, manufacture, packaging, or Labelling of a Health IT System, assembling a system, or adapting a Health IT System before it is placed on the market and/or put into service, regardless of whether these operations are carried out by that person or on that person's behalf by a third party. 



		Patient Safety 

		Freedom from harm to the patient. 



		Residual Clinical Risk 

		Clinical risk remaining after the application of risk control measures. 



		Severity (Consequence) 

		Measure of the possible consequences of a hazard. 
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The purpose of this Clinical Safety Case Report is to present a compelling body of evidence which provides assurance that Hybrid Mail is compliant with NHS safety standard DCB 0129 [Ref 1]. 

The safety objectives for this project covers the end-to-end clinical process aiming to achieve a level at which the system is deemed clinically safe within the defined contexts and settings.   

This document relates to the design and test cycle which will ensure that the system is tested to a level which is satisfactory to all parties and meets the criteria set out by NHS Digital.  

Below are the safety objectives for this process:  

· To ensure that the safety activities undertaken relative to the clinical safety process are always in line with the Clinical Risk Management Plan [Ref 2].  

· At all times during the design, development, and deployment process there is continued monitoring of the Hazard Log [Ref 3] to make sure it is up to date.  

· To ensure that the system is clinically safe to be used in clinical care.  

· To monitor any changes to the system through development, assess any potential risks and mitigate these through the risk assessment process.  

· Identify and assess any clinical hazards/risks to ensure patient safety by following the risk assessment process.  

· Identify the safety critical functionality of the system and evidence assurance activities in these areas to mitigate clinical risk.  

The safety case report aims to provide part of the argument that the application complies with NHS clinical safety standards. As such it is deemed clinically safe and fit for purpose. 

[bookmark: _Toc137796904][bookmark: _Toc139962710]Scope

The scope of this CSCR will include all the clinical safety objectives mentioned above. The CSCR will at all stages include any supporting documentation referenced accordingly, any training requirements with consideration to all safety aspects and any changes to clinical practice/procedures which will be dictated by the functional workflow and defined requirements for Hybrid Mail. 

This CSCR relates to the development and clinical safety assessment of the Hybrid Mail. The production of this CSCR provides evidence to Funasset’s assiduousness to clinical risk management (CRM) principles. It supports the scope of Hybrid Mail and forms part of the requirement of DCB 0129 Clinical Risk Management: Its Application in the Manufacture of Health IT Systems [Ref 1].

[bookmark: _Toc105432030]Therefore, this CSCR, supported by the Hybrid Mail Hazard Log [Ref 3] aims to provide part of the argument that the Hybrid Mail complies with Clinical Safety Standard DCB0129.




Out of scope

· Client’s submitted documents are securely submitted, batched and securely outputted in print ready format to Print Centres for print and posting. Hybrid Mail’s interaction with the 3rd Party Print Centres will be subject to analysis and risk evaluation within this CSCR. The Print Centres are considered a separate system and require their own clinical safety review and is therefore out of scope for this document. 

Funasset has gained technical and operational assurances with 3rd Party Print Centres for print, enclosure and delivery processes, with services agreements in place

· Client organisations integration with 3rd Party software is considered to be independent from Hybrid Mail design and would require assurance through the clients own clinical safety processes.

[bookmark: _Toc139962711]System Definition / Overview

The hosted Hybrid Mail service enables the submission and central printing of mail pieces via a Printer Driver, API (Drop Folder) or Web Portal interface.  The system enables the production of mail items and will use processes such as address validation, mail merger, postal sorting, document insertion and attachment as well as digital communication (eDelivery or SMS). The Print Centre will provide printing, collating, folding and enveloping of all mail types.  The system allows the user to track mail items through the process.

The Hybrid Mail process has been developed to ensure security and traceability of patient letters (Figure 1).

[image: ]

Figure 1 Hybrid Mail Schematic diagram

[bookmark: _Toc139962712]Features 

Hybrid Mail Server Software 

Hybrid Mail application software enabling the customer’s end users to install both Print Client and Drop Folder Client applications locally.

Web Portal 

Client Web Portal provides user access Queued Mail, Archive mail, Returned mail, Tracking mail, integrated template creation and document composition for mail merge jobs. For Admin user’s access to User accounts, Group settings, Reporting MI, letter template management.

The web portal enables users to automatically send letters directly via a simple QuickPost “Drag and Drop” submission method into web browser page.

Dynamic letter head insertion

The system will scan each document submitted for a service or department name/code. Once this code is identified the system looks up code to name of Letterhead overlay and appends it to covering letter.

Dynamic Attachment Process

The system will scan each document submitted for an attachment code. Once this code is identified the system looks up code to name of PDF attachment and appends it to the submitted document.

Timed release 

Items submitted into the Hybrid Mail system will be held in Queued Mail. At pre-defined times within the day these items are released for print and post. While mail items are held in Queued Mail users have access to review and cancel any items they no longer wish to send.

Document Archive

Mail is automatically archived as a PDF document using integrated archive server allows allowing users to quickly find and view letters on-screen at any time. Retention period is configurable per installation and is typically 60 days.

Active Directory

Single Sign On user authentication, integration with Windows Active Directory SAML or LDAP service to authenticate user logon and user access levels, significant feature for any organisation with large user base and home workers.

Return Mail Management 

Letters are printed with a tracking 2D bar code in the envelope address window.  Any Royal Mail returned mail items received back into the Print Centre has its barcode scanned. Hybrid Mail records are automatically updated and the user who created the mail is notified, allowing users to log in and view a PDF copy of returned letter. A daily email report can be setup notifying user of any returned mail. To ensure security of mail piece is maintained all returned mail pieces are destroyed once tracing barcode has been scanned.

XML scripting module
An advanced XML based scripting module allowing custom business rules to be applied to document processing, with options to call at various stages, Pre-Submit, On-Submit and On-Release. Making for a future proof open solution with extensive custom configuration options.







Electronic Delivery Service

Hybrid Mail supports email delivery of letters as PDF attachment to email and also multiple message types; SMTP email, SMS and delivery to clients customer portal.   

[image: ]

Figure 2 Hybrid Mail Electronic Document Delivery



NHS Specific Features

Docman integration 

Docman is a GP practice document management system which enables electronic communication between the Trust and GP practices. Once configured Hybrid Mail scans each mail item for an NHS Practice code. Upon identifying a code the system will verify the existence and status of the Practice via the DocmanConnect API. An active Practice status will result in the document being posted to the Practice on the Docman hub. If an unsuccessful response regarding the practice is received the mail item is released into the system via standard hardcopy post. Documents rejected by GP practice staff are automatically rejected back into users rejected queue on Hybrid Mail Portal.

CC Copy

Hybrid Mail can automatically produce copies of the letter for recipients that are listed as CC copies within the document.  

Appointment Date Scan

Hybrid Mail can be configured to scan letters for an appointment date and if present checked against current date to calculate number of days to appointment. If the appointment is within (nn) number of days, postage class can be switched to first class, if less the (nn) days or (–nn) days the letter can be rejected.

Electronic Patient Record (EPR) system feed  
Hybrid Mail is able to process and deliver selected letters into a Trusts EPR system or similar document management system. 

[bookmark: _Toc139962713]System Architecture
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Figure 3 Hybrid Mail Solution Architecture

[bookmark: _Toc109234604][bookmark: _Toc139962714]Third Party Interface to Hybrid Mail

All NHS Trust connections into Funasset’s datacentre are isolated to non-internet facing network, with firewall access rules per NHS Trust connection. Data transfers only use NHS HSCN network with all data SSL 256-bit encrypted [Ref 5]. Testing is carried out at each deployment as part of the integration process and to check adherence with the deployment specifications [Ref 6].

[bookmark: _Toc109234605]


[bookmark: _Toc139962715]Clinical Risk Management System

Funasset can evidence conformance to the requirements of those clinical safety activities conducted under a NHS compliant CRMS, but do not have this formally documented yet. The formal elements required for the clinical safety standard DCB 0129, i.e. the CSCR, CRMP and Product Hazard Log are completed by clinical safety experts engaged with Funasset and support the following:

· Risk Analysis

· Scope Definition

· Clinical Hazard Identification

· Clinical Risk Estimation

· Control Option Analysis

· Clinical Risk Benefit Analysis

· Control Measure Implementation

· Completeness Evaluation

The Clinical Risk Management Plan [Ref 2] is a live document which is subject to iterative change within the development of a software version and between versions. This comprehensive and repeatable clinical risk management process is applied throughout the delivery roadmap and lifecycle of the application. 

[bookmark: _Toc109234606][bookmark: _Toc139962716]Medical Device Regulations

As part of the clinical risk management review, the status of the system application has been assessed to ascertain the applicability of medical device software [Ref 7] and the result is that Hybrid Mail is NOT a medical device. In addition, MEDDEV 2.1/6 which is the UK’s interpretation of the guidance, was considered.

As and when Funasset enhance the product further, they will re-assess this position as defined in their clinical safety processes. 

See Appendix A for the medical device assessment form.

[bookmark: _Toc109234607][bookmark: _Toc139962717]Staffing and Responsibilities 

The NHS safety standard DCB 0129 standard requires that a Clinical Safety Officer (CSO) is responsible for the approval of clinical risk management deliverables (including this CSCR). The CSO must be a registered clinician who is appropriately trained and experienced in clinical risk management.  

Funasset have collaborated with clinical safety experts for DCB 0129 approval who have carried out the clinical risk management activities in support of Hybrid Mail. 

Clinical Safety has been completed by, but not limited to, the following personnel:







		Organisation/role

		Named individual	



		ETHOS Ltd, CSO

		Peter Davis



		ETHOS Ltd, Safety Engineer

		Andrew Harrison



		Funasset Ltd, Managing Director

		Mark Dowson





Table 1 Clinical safety roles and responsibilities

[bookmark: _Toc116455398][bookmark: _Toc135408452][bookmark: _Toc137796921][bookmark: _Toc139962718]Safety Goal

The top-level safety goal for is to assure that Hybrid Mail is manufactured as acceptably safe for its intended use and indications of use.

[bookmark: _Toc109234608][bookmark: _Toc139962719]Clinical Risk Analysis

The clinical risk assessment of Hybrid Mail commenced with an in-depth product demonstration and a clinical safety workshop to review the deliverable functionality, to ensure all aspects of the application had been included in the risk assessment process. This workshop was held on 24/5/2023 which was led by the Clinical Safety Officer and attended by: 

· Peter Davis - Clinical Safety Officer, ETHOS Ltd

· Andrew Harrison - Principal Safety Engineer, ETHOS Ltd

· Mark Dowson – Managing director, Funasset Ltd. 

· Rob Webb – Technical director, Funasset Ltd.

· Paul Swift – Software Development Manager, Funasset Ltd.

During the workshop assessment was undertaken to identify potential hazards that could cause harm to a patient/end users using a structured ‘what if’ technique (SWIFT) and the patient safety risk assessment approach used carefully considered:   

· What could go wrong? (Consequence and likelihood) 

· Possible main causes (Why?) 

· Most likely Clinical Safety consequences for patients 

· Current controls in place to prevent or mitigate error. 

· Recommendations to improve patient safety.

At this stage in the review process all hazards have been identified and documented with residual risk ratings for Hybrid Mail. Existing mitigating controls have been identified and each risk has been residually scored. There will be a requirement for a Health Organisation to carry out their own clinical risk assessment and implement controls to mitigate risks further, where deemed necessary, in accordance with NHS safety standard DCB 0160 [Ref 8].






[bookmark: _Toc109234609][bookmark: _Toc139962720]Clinical Risk Evaluation

All identified hazards were evaluated from the perspective of patient safety consequences using a Cause, Effect, Hazard, Harm approach to explore potential consequences. Contributory factors were considered, in addition to identifying existing mitigating controls from a health IT design, User Training and Business Process perspective.  

The clinical risk associated with each hazard was scored based on two factors; the severity of harm (if the hazard were realised) and the likelihood of occurrence of that harm. For each of these factors the presence or otherwise of existing mitigation was considered. The associated matrix for this is in Appendix B.

The criteria used for assessment is also provided in Appendix B. The values obtained for consequence and likelihood were then applied to the following matrix to obtain an overall risk acceptability score from 1 to 5, where 5 represents the greater risk. Input at all stages was gathered from all relevant Funasset stakeholders including implementation and management teams.  

The Clinical Risk Analysis Process outlined above has assessed each of the hazards individually to ensure that the initial risk ratings are accurate and justified. This is in line with the Clinical Risk Management Plan [Ref 2]. 

Table 2 below outlines the number of identified hazards and their respective initial risk ratings. Of the 13 hazards identified, they all scored a lower classification (1 or 2) and therefore acceptable, where further risk reduction may be impracticable. These will continue to be evaluated and further mitigation will be applied as the risk management process dictates during the ongoing risk assessment.   



		Product

		Risk Rating 1

		Risk Rating 2

		Total



		Hybrid Mail

		7

		6

		13





Table 2 Initial Risk Scores for Hybrid Mail



The detailed information for all hazards is documented in the Hybrid Mail Hazard Log [Ref 3] which is maintained throughout the lifecycle of this project.  

[bookmark: _Toc109234610]


[bookmark: _Toc139962721]Clinical Risk Control

A total of 13 hazards have been identified as having potential to introduce a risk to patient safety for Hybrid Mail.  Each potential hazard has been assessed for causes and consequences and taking account of existing mitigations an initial risk grading allocated.  

Where hazards are assessed as having a risk score of 1 or 2 no further controls were required. 

Despite all risks associated with the application being broadly acceptable, it was agreed that the further risk control measures should be implemented. This is in line with the As Far As Possible (AFAP) approach (Figure 4). This method assesses the individual risk and how that may be controlled, to reduce the likelihood of it occurring through applying mitigations. This principle is where DCB 0129 & DCB 0160 draws its foundation in risk management from. The details of the standard HIT design, User Training and Business Process controls can be found in the Hybrid Mail Hazard Log (HL) [Ref 3].

[image: Diagram
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Figure 4 As Far As Possible approach

The risk assessment and all risk management information has been documented in the HL [Ref 3].   

[bookmark: _Toc109234611][bookmark: _Toc139962722]Design

There are several existing controls that have been evidenced in support of the identified potential hazards in relation to features and functions that have implications for clinical and non-clinical workflow. 

Web Portal Guided User Interface (GUI)

Hybrid Mail’s GUI provides a broad mitigation for safety issues. The interface allows users to access and track:

· Queued Mail

· Pending Mail

· Archive Mail

· Returned mail

This functionality ensures a user has full visibility and traceability of their documentation in an accessible format to avoid errant document situations and improve their clinical workflow.

Business rules 

An advanced XML based scripting module allows custom business rules to be applied to document processing, with options to call at various stages; Pre-Submit, On-Submit and On-Release. These extensive custom configuration options enable a client organisation to bespoke the Hybrid Mail solution to suit their local trust requirements and clinical workflows.

Failure notifications

To prevent a patient not receiving their letter if sent electronically, Hybrid Mail’s workflow (Appendix C) can identify when a patient has accessed their letter correspondence and is recorded in the system database. Any patient emails not accessed are alerted back to the Trust users, with the option to revert to a print and post delivery if the email in not accessed within a configurable set amount of days. This ensures a patient receiving a letter is not reliant on a single method of communication and a fall back on ‘hard copy’ letters provides a physical control for contact with patients.

[bookmark: _Toc139962723]Testing and sign off

Funasset perform manual functional tests both at the individual feature level during development and then as part of a wider regression. All testing is conducted in a test environment and is separated from operational facilities by logical means [Ref 9].

For new release software builds, a dedicated test environment is utilised, with a QA tester following documented test plans to ensure backward compatibility with previous builds. Any updated functionality or bug fixes are tested against development teams build specifications.  Once the QA team has passed the build, or rejected build, it is passed back to the development team for build release, or corrections, prior to re-testing.  For customer specific software updates, the build is first tested by the client in their test environment before migration to their live environment. The change will be launched according to the change management schedule [Ref 9].

There will be a requirement for a Client Organisation to carry out their own clinical risk assessment and implement controls to mitigate risks further, where deemed necessary, in accordance with NHS safety standard DCB 0160 [Ref 8].

[bookmark: _Toc131101001][bookmark: _Toc139962724]Training and Support

User Training

Training covers the 3 main user groups; User, Administrator and System Administrator. With the intention of empowering these individuals to cascade ongoing user training to other staff members when required.

Training can be delivered through onsite training or online, cognisant of the requirements of the client organisation.

All training is supported with training materials in the form of user guides [Ref 10], technical documentation and online training videos. These collaterals are also available to be used by administrators to train new starters over the contract term. Users have access to online training materials and user guides via the web portal, or they can be uploaded onto the client organisations intranet.

All technical set up, server build and configuring the software, will be provided by the Funasset technical team and overseen by a Funasset Solution Architect. 

Templates are created in partnership with the client and uploaded into the application to reduce end-user interaction with the mailing system. Once the system is configured, changes to templates and adding new templates can be managed by the client. Funasset can work with the client to review the templates and look for opportunities to simplify and consolidate these, if necessary, based on their maturity. 

A combination of the software and training allows the users to become self-sufficient on template changes allowing immediate changes (no downtime/or waiting for an incumbent system to make template changes).

Support 

Hybrid Mail service support is detailed within the Hybrid Mail Statement of Work document [Ref 11] and outlines how clients contact the support heldesk. Funasset’s Managed Services Agreement [Ref 12] details service levels and response times which can vary depending on customers’ agreed terms. 

Risk and Incident Management 

Should an incident occur, this incident will be handled according to Funasset’s existing Incident Management process [Ref 13]. Appendix D shows an example of the clinical incident process that could be adopted by Funasset to optimise and further embed clinical risk management processes into their current risk management systems.

[bookmark: _Toc131101002][bookmark: _Toc139962725]Business Process Change	

Funasset have an established business process which supports the client up to and beyond point of hand over of the application [Ref 6] This support includes the provision of the DCB 0129 Safety Case and onward advice for the safe use of the product.

[bookmark: _Toc137796931][bookmark: _Toc139962726]Hazard Log

This is a live document which is located on the Funasset SharePoint. This includes the following components:  

· Hazard identification

· Description of patient safety consequences

· Explanation of hazard causes and contributory conditions

· Identification of existing mitigating controls

· Estimation of clinical risk

[bookmark: _Toc135408463][bookmark: _Toc137796932]The Hybrid Mail Hazard Log [Ref 3] is version 1.0 at point of completion of this Clinical Safety Case Report.


[bookmark: _Toc139962727]Hazard of Note

The level of risk with the Hybrid Mail system is deemed overall to be acceptable, however this is dependent on deploying organisations carrying out their own clinical risk assessment in line with DCB 0160 and ensuring that they apply their own controls to reduce the likelihood of risk realisation. 

Evaluation of the hazards identified a hazard (HAZ 010) which is dependent on the deploying organisation to ensure residual controls are in place to reduce the risk score from an unacceptable level of 3, to an acceptable level of 2. This is presented below to highlight the specific local controls required by Client Organisations.

Deploying organisations are required to review the hazard log in its entirety as part of their own due diligence. 

[bookmark: _Toc137796933]HAZ 010 - Patient letter sent to unintended recipient/s

· Residual Severity Considerable

· Residual Likelihood Low

· Residual Risk Score 2

There is a risk clinical information does not go to the correct recipient/s. This would lead to a breach of patient confidentiality, causing psychological harm and lead to a delay in care for the patient who does not receive a letter. 

Possible Causes 

The evaluation of this hazard identified 3 potential causes: 

1. Enclosure error in enveloping stage

2. User error:

- Incorrect patient address on letter

- Incorrect CC comms details in letter

- Text encroaching on Address 'clear zone'

3. Auto detect split - split not detected and potential to send letters to other.

Funasset Controls 

System Design

For enclosure controls see Hazard Log [Ref 3]: HAZ 011

1. User Interface:

- User is presented with a view that gives details of what and how the letter has been split which user can verify i.e whether the number of pages/letters match up

- There are versions of hybrid mail available for deployment to suit the knowledge and skills of the user. This includes an automated option e.g print to pdf 'drag and drop'.

2. Extensive and robust testing to specification to ensure function prior to release.

3. The enveloping machine creates a secondary control by identifying an incorrect bar code. Bar codes (including a sequence number and family information) are printed on the reverse on all pages to account for all pages as a failsafe on the enveloping process. 

4. The printing and enclosing machines have in built design controls preventing them from duplicating or missing letters.

Training

1. User manual includes:

· Addressing letters 

· Managing security roles and access

· Correctly including CC comms

Client Organisation Recommendations 

· [bookmark: _Toc131101004]It is the client's responsibility to establish appropriate business rules for email validation for patient letters being delivered as PDF attachment.

· The Client Organisation are to ensure letters and letter templates are completed accurately for the configured business rules to function effectively. 

· It is the client’s responsibility to establish appropriate business rules for data quality checks prior to release of the document.

· Client Organisations should assign responsibilities for defining and reviewing regular reports of non-delivered and returned mail.

· Client Organisations to identify workflows which require the approval of letters by an admin user prior to release. 

[bookmark: _Toc131101009][bookmark: _Toc139962728]Quality Assurance Summary

Funasset are ISO 9001 [Ref 14] accredited. As part of this the have developed quality assurance documentation and are dedicated to continuous quality improvement processes

As required with these standards there are regular audits which take place to ensure continuous compliance. 

[bookmark: _Toc139962729]Technical Assurance Summary

Funasset comply with the following security processes and procedures when delivering Hybrid Mail services:

· Funasset is ISO 27001 accredited [Ref 15].

· Funasset Hybrid Mail is a web-based solution provided with SSL (Secure Socket Layer) 256-bit encryption.

· Funasset is Cyber Essentials Plus certified [Ref 16].

· NHS Digital, exceeds standards for Data Security and Protection Toolkit

[bookmark: _Toc131101005][bookmark: _Toc131101006][bookmark: _Toc106289951]


[bookmark: _Toc139962730]Summary Safety Statement

This report can be issued to the Health Organisation and/or Appropriate Users to aid their compliance with DCB 0160 upon request. 

Any new functions or requirements delivered to the users have been assessed in line with the development lifecycle making sure that at every stage the report is as up to date as possible, utilising all resources available. 

The evidence and information within the Hybrid Mail Hazard Log and accompanying safety case report provide a clear argument that the Hybrid Mail as undergone rigorous evaluation and the related hazards have been reduced As Far As Possible (AFAP).  

All activities that have taken place during the clinical safety management process have been implemented in accordance with the Clinical Risk Management Plan in line with the clinical safety standard DCB 0129 at every stage. 

All 13 hazards have a residual risk score of 2 as a result of the assessment process used. There are no clinical hazards that have been deemed unacceptable and require further controls/mitigation.

A thorough and robust clinical risk assessment of the Hybrid Mail has taken place with clinical safety and safety engineering experts and the Funasset staff for DCB 0129 approval.

[bookmark: _Toc139962731]Clinical Safety Officer Recommendations

[bookmark: _Toc131101007][bookmark: _Toc139962732]Recommendations to Funasset

The level of risk with the Hybrid Mail is deemed acceptable, however, the risk assessment has identified areas for improvement within Funasset.

The following general recommendations are raised:

· In lieu of a formal CRMS, it is recommended that Funasset review and update the hazard log and CSCR at any significant change in Hybrid Mail functionality of intended use.

[bookmark: _Toc95981430][bookmark: _Toc97223514][bookmark: _Toc97634011][bookmark: _Toc106289952][bookmark: _Toc131101008][bookmark: _Toc139962733]Recommendations to Client Organisations

Deployment Controls

The assessment identified a number of deployment controls which can be only implemented by the Client Organisation deploying the system. As such, the ownership of these controls is formally transferred to the Client Organisation and should be considered as part of their DCB 0160 activities. In estimating the clinical risk associated with each identified hazard, it has been assumed the Client Organisation will implement the deployment controls stated to mitigate the risk to AFAP. 

The following recommendations are associated with those hazard controls which are reliant on the Client Organisation. The correct implementation of these controls will serve to reduce the risk ratings advised by Funasset as documented in the Hazard Log [Ref 3].



Recommendation 1 – User Training

Support for user training is provided by the provision of user access to baseline training and product ‘help’ services such as technical support contacts. For local mitigation of risk with use of the system, a Client Organisation should conduct their own training to support the following:

· Management of user accounts including resetting account credentials, restricting and monitoring use of administrator accounts.

· Management of clinical workflow and administration processes such as those for time critical communications, management of delivery failures, communication which require intervention before processing (e.g. Pending Mail).

· Reporting functionality.

· Template management.

· Incident/helpdesk contact details.

· Information Governance and Data Protection procedures amended for the service implementation.

Recommendation 2 - Technical

Client Organisation should follow the manufacturers recommendations to minimise risk against the following technical aspects of the use of the hybrid mail product: 

· Ensure minimum bandwidth and connectivity specifications are met to reduce risk to user access to the service. 

· Conduct a review of technical architecture and system configuration to avoid potential service issues or system failure due to client systems issues.

· Conducting appropriate configuration changes and testing. This testing must be representative of the end-to-end mail process and clinical setting. Custom configuration and business rules should be set up for such activities as scanning of documents. It is also advised that testing is conducted using test patient data.

· The Client Organisation should review procedures to monitor and implement system updates, e.g for print drivers, to ensure they are current.

· The Client Organisation is responsible for their internal change management process and should communicate any change to their intended use of HM to Funasset.

Technical parameters and implementation instructions are as documented in the technical specifications, implementation guidelines and Statement of work provided by Funasset for product integration.

Recommendation 3 – Business Process

Whilst Funasset have ensured high levels of service availability and provision for disaster recovery for their service and associated third parties, the following recommendations are made for business continuity:

· Client Organisation should update their business continuity plans as required to ensure appropriate responses, resources and alternative processing arrangements are identified in the event of an unplanned system failure.

· Client Organisation should update and communicate their incident/helpdesk contact details and align escalations with the Funasset’ incident management process where necessary.

· Client Organisation should have a process for ensuring capture of the required and preferred way of patients receiving communications. 

· [bookmark: _Hlk139110331]Client Organisation should ensure the mail service aligns with expectations for communication processes for patients on time critical pathways. Managing return of such time critical responses must be part of the Client Organisations clinical workflow and administration processes and not solely reliant on the mail system. 

· The Client Organisation must establish appropriate Business rules for email validation for patient letters being delivered as attachments such as .pdf.

· The Client Organisation is responsible for ensuring adequate data quality regarding letters and letter templates to enable the configured business rules to function effectively. This includes implementing the process for data quality checks against the business rules prior to release of the document into the service.

· Client Organisations should identify workflows which require the approval of letters by an authorised user prior to release. This should include appropriate training on the Pending Mail functionality that allows users a ‘cooling off’ period to review letters after they have been created before they are sent for print. 

· Client Organisations must review processes where a patient appointment is required prior to receiving communication, for example a result.

· Client Organisations should also review procedures to check accuracy and content of patient letters where there are identified potential concerns prior to release.

· It is the Client Organisation’s responsibility to monitor the status of print requests. It is recommended that this is at least daily to ensure appropriate fulfilment. Client organisations should assign responsibilities for regular reviewing of reports of non-delivered and returned mail and to define any resolution processes for their management.

· Client Organisation should ensure that that they have appropriate information governance and data protection policies in place which control and restrict administrator privileges regarding access to system functionality and patient data based on job role.

· Client Organisation should ensure that that they have appropriate process for managing removal of access from users who, for example, have left their organisation or no longer need access to the service.

· Client Organisation should configure appropriate Personal Identifiable Data (PID) retention periods during the onboarding process.

· Client Organisations are responsible for the processes supporting availability and currency of Inserts / Enclosures / Business Reply Envelopes to ensure the service has an adequate supply.








[bookmark: _Toc139962734]Appendices 

[bookmark: _Toc109234625][bookmark: _Toc139962735]Appendix A – Medical Device Classification Statement

		Document filename: Funasset Ltd. – Hybrid Mail MD Assessment Form



		 Project

		 

		Hybrid Mail

		



		Document Reference      	

		Medical Device Assessment – Funasset.docx



		Director

		TBA

		Status

		Issued



		Owner

		Funasset Ltd.

		Version     	

		1.0



		Assessor

		Peter Davis

		Version issue date

		23/06/2023





 

		Supplier and System Details



		Project / Programme Name

		Hybrid Mail



		Supplier/Programme

Lead Clinician

		Peter Davis



		System Name

		Hybrid Mail



		CSO Agreed

		Yes



		Medical Device Software

		No

		Classification

		Not medical device software



		Supplier Name

		Funasset Ltd.

 



		Product Name

		Hybrid Mail

		Product Version ID

		







		Clinical Safety Officer Medical Device Assessment:





 

Following the MHRA flowchart the classification has been derived using the definition and context of the application. This provides information on when software applications are a medical device and how they are regulated:

Guidance on what a software application medical device is and how to comply with the legal requirements.

 

Currently, devices are regulated under:

· Directive 90/385/EEC on active implantable medical devices (EU AIMDD)

· Directive 93/42/EEC on medical devices (EU MDD)

· Directive 98/79/EC on in vitro diagnostic medical devices (EU IVDD)

These directives are given effect in UK law through the Medical Devices Regulations 2002 (SI 2002 No 618, as amended) (UK MDR 2002). These Regulations (in the form in which they existed on 1 January 2021) continue to have effect in Great Britain after the transition period.



Note – to be used in addition to MEDDEV 2.1/6 and is the UK’s interpretation of the guidance.



See Classification rationale - (Annex VIII of the MDR and IVDR)



Table 1Device Determination Flowchart for Developers and Manufacturers

		Flowchart Step

		Decision (YES / NO)

		Comments



		Computer program or functional document?

		YES

		Computer program

“syntactic unit that conforms to the rules of a particular programming language and that is composed of

declarations and statements or instructions needed to solve a certain function, task, or problem”

ISO/IEC 2382:2015(en)



		Does it have a medical purpose?

		NO

		The device determination flowchart has been used and with specific reference to the medical purpose categories below and additionally the examples provided by the regulator (MHRA); where the software is unlikely NOT to be a medical device.

Prevention of disease - - includes software that claims to be able to prevent specific diseases. It does not include products that claim to prevent injury or handicap. However, guidance shows examples that are unlikely to be devices include:

• Apps and software that just provide tips or advice on prevention.

Monitoring - includes devices that monitor the progress or severity of disease, an injury or handicap. Guidance shows examples that are unlikely to be devices include:

• Apps and software that simply replace a written diary/log of symptoms that can be used when consulting with the patient’s doctor.

Apps and software that are intended to treat non-medical conditions e.g non-specific stress.

• Apps and software that are intended to just provide tips or advice or link to support groups. 

• Apps and software that are intended to remind users that medicines are taken.

Software that is used to book an appointment, request a prescription or have a virtual consultation is also unlikely to be considered a medical device if it only has an administrative function. An electronic patient record that simply replaces a patient's paper file does not meet the definition of a medical device.



		Does it work directly with data obtained in vitro?

		NO

		



		Medical Device Regulation classification rationale (Annex VII)

		NOT A MEDICAL DEVICE

		The application is not defined as mHealth.
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Clinical Risk Management Risk Matrix

		Likelihood

		Very High

		3

		4

		4

		5

		5



		

		High

		2

		3

		3

		4

		5



		

		Medium

		2

		2

		3

		3

		4



		

		Low

		1

		2

		2

		3

		4



		

		Very Low

		1

		1

		2

		2

		3



		

		Minor

		Significant

		Considerable

		Major

		Catastrophic



		

		Consequence









Risk Matrix key - Severity

		5

		Unacceptable level of risk



		4

		Mandatory elimination or control to reduce risk to an acceptable level



		3

		Undesirable level of risk

Attempts should be made to eliminate or control to reduce risk to an acceptable level.  Shall only be acceptable when further risk reduction is impractical.



		2

		Acceptable where cost of further reduction outweighs benefits gained.



		1

		Acceptable, no further action required









Hazard likelihood definitions

		Likelihood Category

		Interpretation





		Very high 

		Certain or almost certain; highly likely to occur 



		High 

		Not certain but very possible; reasonably expected to occur in the majority of cases 



		Medium 

		Possible



		Low 

		Could occur but in the great majority of occasions will not 



		Very low 

		Negligible or nearly negligible possibility of occurring 








Hazard Consequence definitions

		Consequence Classification

		Interpretation

		Number of Patients Affected



		Catastrophic

		Death 

		Multiple



		

		Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term

		Multiple



		Major

		Death

		Single



		

		Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term

		Single



		

		Severe injury or severe incapacity from which recovery is expected in the short term

		Multiple



		

		Severe psychological trauma

		Multiple



		
Considerable

		Severe injury or severe incapacity from which recovery is expected in the short term

		Single



		

		Severe psychological trauma

		Single



		

		Minor injury or injuries from which recovery is not expected in the short term.

		Multiple



		

		Significant psychological trauma.

		Multiple



		
Significant

		Minor injury or injuries from which recovery is not expected in the short term.

		Single



		

		Significant psychological trauma

		Single



		

		Minor injury from which recovery is expected in the short term

		Multiple



		

		Minor psychological upset; inconvenience

		Multiple



		Minor

		Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible severity

		Single
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Figure 5 Clinical Incident Process flowchart
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Hazard Log

								Hazard Assessment										Initial Risk																				Residual  Risk																				Owner		Status

		No.		Date Added		Hazard Group		Hazard Description										Existing Controls
Question: Red
Require Reference: Amber
Reference provided: Green												
Initial Risk Assessment
ETHOS estimation - requires confirming post Hazard Workshop								Additional Controls												
Residual Risk Assessment
ETHOS estimation - requires confirming post Hazard Workshop

																		HIT Design				User Training				Business Process 												HIT Design				User Training				Business Process Change

								Effect		Hazard 		Hazard Theme (Funasset)		Harm		Possible Causes		Description		Evidence		Description		Evidence		Description		Evidence		Severity		Likelihood		Risk		Justification		Description		Evidence		Description		Evidence		Description		Evidence		Severity		Likelihood		Risk		Justification

		HAZ 001		22.05.23		Technical		Unable to produce email, SMS or print patient letters due to system failure or unavailability		Protracted technical failure or unplanned disruption/unavailability of system		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or delay in care, missed appointments.

		1. Unplanned system downtime.
2. Application or hardware component failure.
3. Capacity  and or system performance issues.
4. Interoperability, communication or network failure.
5. Malicious attack disables system.
6. Hybrid Mail application software fails to install correctly.
7. Error in configuration		1. The manufacturer has designed and implemented a fault tolerant hybrid architecture that enables continuity of service in the event of an isolated hardware, application or mechanical failure. There are no identified single points of failure which interrupt the service [Ref 1].
3. Internet based customer facing infrastructure is hosted on scalable ISO27001 certified Tier 1 providers to ensure adequate resilience, security and scalability [Ref 1 & 2].
5. External penetration testing annually and security vulnerabilities tested internally on a monthly basis. [Ref 3]		Ref 1. Funasset NHS Hosted Hybrid Mail Schematic  Diagram - HM CSCR 
Ref 2. HybridMail Schematic Diagram - NHS Hosted
Ref 3. Security Statement
Ref 4. ISO 27001:2013 certificate		Competence and training is managed and maintained as part of the ISO9001 compliant quality management system [Ref 4]

		Ref 4. ISO9001 cert

 



		1. Service levels are agreed with customers which specify expected system recovery times in the event of a unplanned outage or incident - [Example in Ref 5].
2. Secure and established communication protocols are used between system components and customers to minimise the risk of unavailability, eavesdropping and potential security compromise [Ref 3]
2. Funasset has appropriate processes and resources in place to support continuity of service in the event of an unplanned interruption or loss of facility [Ref 7].
3. Funasset has implemented quality management and information security systems and processes to securely manage systems development and operations which are certified as compliant with ISO9001 and ISO27001 [Ref 4 & 5]. These systems include appropriate procedures to 
a. identify, mitigate and reduce risks to service as far as possible and 
b. promote secure service/systems development. 
3. Funasset monitors potential capacity and performance issues at regular intervals through internal performance reports at a job, machine, network and customer level and is able to scale the service as required [Ref 8]. There have been no service issues resulting from capacity bottlenecks in the last 12 months to date of this assessment.
3&4. Funasset provides customers with clear guidance on minimum network bandwidth and necessary technical/configuration specifications (including firewalls) for using the hybrid mail service [Ref 7].
4. Management monitor potential risks to service, maintain a risk log and conduct appropriate horizon scanning to identify new potential security threats [Ref 4].
6&7. Funasset follows a standard implementation and onboarding process which ensures a Service Organisation's User Interface has been correctly configured to their requirements [Ref 9].		Ref 6. Funasset SLA
Ref 3. Hybrid Mail Security Statement
Ref 7. Hybrid Mail SOW 
Ref 4. ISO27001 cert
Ref 5. ISO9001 cert
Ref 8. Performance monitoring process 
Ref 9. Hybrid Mail Project Plan		Significant		Low		2		We have assessed the initial severity as significant, could cause inconvenience to multiple service users, as the proven ability to recover service within agreed service levels will  contain and restore service in the event of an unplanned failure. We have assessed the likelihood as low, could occur but in the great majority of occasions will not, as controls in place through the system lifecycle to promote a secure quality service reduce the risk as far as possible.		Client organisations should follow the manufacturers recommendations for: a. Minimum bandwidth and connectivity;
b. Technical architecture to avoid potential service issues or system failure due to client-side issues [Ref 7].
Client organisations should ensure manufacturers implementation guidance has been followed and appropriate configurations applied and tested [Ref 9].  		Ref 7. Hybrid Mail SOW
Ref 9. Hybrid Mail Project Plan		N/a
		N/a		Client organisations should update their business continuity plans as required to ensure appropriate responses, resources and alternative processing arrangements are identified in the event of an unplanned system failure, especially if the agreed elapsed time for recovery is outside of their risk appetite.

Funasset will ensure that all third parties which could potentially impact service availability have validated their business continuity arrangements through recent testing.		N/a		Significant		Very Low		1		Our residual risk assessment matches initial risk assessment. 

We have assessed the initial severity as significant, could cause inconvenience to multiple service users, as the proven ability to recover service within agreed service levels will  contain and restore service in the event of an unplanned failure. We have assessed the likelihood as low, could occur but in the great majority of occasions will not, as controls in place through the system lifecycle to promote a secure quality service minimise the potential risk. The risk within the manufacturer's control has been reduced as far as possible.

Client organisations can reduce the potential for client-side service failures or capacity issues by following the manufacturer's guidance on technical architecture and bandwidth when implementing and configuring their systems. 		Joint 		Open

		HAZ 002		22.05.23		Business Process		User is unable to send email or their patient letters for printing and sending. 		User unable to log into system 

		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or delay in care, missed appointments.

		1. Admin user locked out of account
2. User unable to login to desktop browser due to firewall settings
3. Incorrect removal of user account
4. Network connectivity

		1&3. System is provided with administrative functionality for managing user accounts and resetting credentials. Any individual assigned application-level administrator privileges can reset account credentials. 
				1. Training material for Client organisations includes appropriate guidance for individuals assigned administrator roles and system users to manage their HM accounts [Ref 10].
2. All internal Funasset staff receive on-going security training as required [Ref 4].		Ref 10. User Training Guides
Ref 4. ISO27001		1-3. Funasset provides a good practice implementation and onboarding plan which requires Client organisations to appropriately assign application roles [Ref 9].
1-4. Funasset have a help desk for escalation of access issues [Ref 7].
4. Funasset provides customers with clear guidance on minimum network bandwidth and necessary technical/configuration specifications (including firewalls) for using the hybrid mail service [Ref 7].		Ref 9. Hybrid Mail Project Plan
Ref 7. Hybrid Mail SOW 
		Minor		Low		1		We have assessed the initial severity as minor, could cause minor inconvenience as the user should only be unable to access the system for a short period of time. We have assessed the likelihood as low, could occur but in the great majority of occasions will not, as account recovery, self help within the system and appropriate training is in place to reduce the risk as far as possible		Client organisations should follow the manufacturers recommendations for: a. Minimum bandwidth and connectivity;
b. Technical architecture to avoid potential service issues or system failure due to client-side issues [Ref 7].
		Ref 7. Hybrid Mail SOW		1. Service organisation should conduct their own training needs analysis prior to implementation and ensure individuals are appropriately trained and supported  to manage accounts [Ref 10].
		Ref 10. User Training Guides		Client organisations should ensure they have a process for managing user accounts including resetting account credentials, restricting and monitoring use of administrator accounts.

Client organisations should update their incident/helpdesk catalogues and align escalations with the Funasset’ incident management process.

		N/a		Minor		Very Low		1		The applications is of acceptable risk and the likelihood can be reduced to very low if the client organisation satisfies the additional controls provided by Funasset. 		Client organisation		Transferred

		HAZ 003		22.05.23		Human factors/UI		A user may not understand  how to use the system		An individual is unable to create a document set		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or delay in care, missed appointments.

		1. Lack of training and unfamiliarity with system.
2. Document file type errors prevent letter generation.
3. The system may present data in a manner that is unclear and open to misinterpretation to end user


		1-3.The HM web portal Guided User Interface (GUI) is based on intuitive user interface design practice and incorporates context specific help that prompts and guides users to successfully complete tasks [Ref 11].
2. The system includes several predefined parameters for letter configuration which are used to validate a letter can be printed accurately [Ref 11]. 
3. HM's conformance to Accessible Information Standards (AIS) [Ref 12] enables:  
- Easy read and large font versions of letters via email based on template conversion to HTML formatted document.  
- Text to Audio translation providing auto-read for sections of letter, delivered to recipient via email. 
- Identification of recipients requiring AIS format from Opt-in / preferences table or tag found within letter document.		Ref 11. Hybrid Mail Features 
Ref 12. Hybrid Mail Accessibility Statement		1. User manual include instructions for generating letters including: completing and sending patient data with appropriate document layout and file type [Ref 10].
2. Individuals can review letters generated after they have been created in the web portal, using the pending letter functionality.
		Ref 10. User Training Guides		1-3. Funasset follows a standard implementation and onboarding process which ensures a Service Organisation's User Interface has been correctly configured to their requirements [Ref 9].
Funasset have a help desk for escalation of access issues [Ref 7].		Ref 9. Hybrid Mail Project Plan
Ref 7. Hybrid Mail SOW 		Significant		Medium		2		We have assessed the initial severity as significant, could cause inconvenience to multiple service users, as  training and a helpdesk is available to promptly resolve any issues with a user being unable to create a letter. We have assessed the likelihood as medium as this is possible. The UI reduces user encountering issues creating documents along with the training they receive as part of implementation. The risk can be further mitigated by the service organisation ensuring users are adequately trained and escalate any issues to the Funasset helpdesk		N/a		N/a		1. Service organisation should conduct their own training needs analysis prior to implementation and ensure training materials are available.
2. Individuals should be appropriately trained to use the hybrid mail application. 		Ref 10. User Training Guides		N/a		N/a		Significant		Low		2		The applications is of acceptable risk and the likelihood can be reduced to low if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 004		22.05.23		Interoperability		A breakdown in communication between the system components may result in data not being processed or transformed correctly		Integration error with Funasset integrated systems		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or delay in care, missed appointments.

		1. Interface issue causing message failure between system components.
2. Incompatible or exceptionally large file type used by Funasset.
3. Application printer drivers not kept up-to-date. 
4. Print driver update management, including those related to Trusts Firewall settings, block the print driver transferring data back to the system.
5. Update / replacement of existing feature or new functionality isn't known or recognised by the user and subsequently used incorrectly or not at all. 		Requests to print letters, generated through the web portal interface, can be held (length of time is configurable to suit users needs) to enable  review and if required, independent approval of requests using the Pending Mail feature. 
Individuals can review the status and completeness of print requests through the user interface. Accordingly, it is expected and planned that there will be some delay between the request to print and print fulfilment. On a daily basis, any queued letters, where letters have been created but not yet released, are released at agreed cut off times based on letter type to ensure printing and sending within agreed service levels. Otherwise:
1&2. System incorporates a number of automated quality checks on letter formatting and completeness before a letter generated through the web based browser application is sent to print.
1&2. System provides alerts and warnings in the event of a message failure. 
1&2. System audit trails record the status and activity for a print request. 
5. Contractual agreement between all interfaced parties [Ref 5&13]		Ref 5. Funasset SLA
Ref 13. Print Centre SLA		Funasset provides baseline training that appropriately highlights the restrictions on file size and letter configuration specifications to be followed to minimise the risk of integration failures [Ref 10]
		Ref 10. User Training Guides		1&2. Software release processes include integration testing to specification prior to release [Ref 14].
Funasset has standard structured incident investigations process to follow if a user reports an error to get to a root cause [Ref 7].
1&2. Funasset have a help desk for escalation and resolution of any issues [Ref 7].
3-5. Controlled release process for the print driver update [Ref 15]. 

		Ref 14. Funasset Operations control
Ref 7. Hybrid Mail SOW 
Ref 15. Hybrid Mail release notes example		Significant		Low		2		We have assessed the initial severity as significant, could cause inconvenience to multiple service users as system alerts and warnings will highlight integration errors to users. We have assessed the likelihood as low, could occur but in the great majority of occasions will not, as following a test plan should highlight and address integration issues prior to release.		Client organisations should undertake appropriate testing that reflects the organisation's planned end to end use of HM [Ref 9]
		Ref 9. Hybrid Mail Project Plan		Client organisations should ensure training materials are available for users of the system and individuals are appropriately trained.		Ref 10. User Training Guides		Client organisations should update their incident/helpdesk catalogues and align escalations with the manufacturer's incident management
Client organisations should review procedures to monitor and update print drivers up to date.
Client organisations should monitor the status of print requests at least daily to ensure appropriate fulfilment.		N/a		Significant		Very Low		1		The applications is of acceptable risk and the likelihood can be reduced to very low if the client organisation satisfies the additional controls provided by Funasset. 		Manufacturer		Open

		HAZ 005		21.6.2023		Interoperability		A breakdown in communication between Funasset system component and client system may result in data not being processed or transformed correctly		Integration error with client integrated systems		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or delay in care, missed appointments.

		1. Client system interfaced to Funasset is changed without being communicated e.g. client security feature.
2. Incompatible or exceptionally large file type used by client.
3. Client interfaced 3rd party application not kept up-to-date. 		1-3. System provides alerts and warnings in the event of a message failure [Ref 14].
1-3. System audit trails record the status and activity for a print request. 
2. System incorporates a number of automated quality checks on letter formatting and completeness before a letter generated through the web based browser application is sent to print.		Ref 14. Funasset Operations Control						1&2 Funasset has standard structured incident investigations process to follow if a user reports an error to get to a root cause [Ref 16].
Funasset have a help desk for escalation and resolution of any issues [Ref 7].		Ref 7. Hybrid Mail SOW 
Ref 16. Funasset Incident Management Process		Significant		Medium		2		We have assessed the initial severity as significant, could cause inconvenience to multiple service users. We have assessed the likelihood as medium, as this is possible due to the dependency of the change management plan of the client organisation following deployment. 										Client organisations are responsible for a change management process, with communication to Funasset, if they change their intended use of HM. 



				Significant		Very Low		1		The applications is of acceptable risk and the likelihood of very low will be maintained if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 006		22.05.23		Security		Confidential information is available to unauthorised persons. 		User has inappropriate permissions
		IG – Exposure of sensitive information		Confidentiality breach as the patient information is viewed by unauthorised user which could cause psychological harm.
		1. User is given inappropriate permission to access functionality affecting management of patient letters
2. Access attempted from staff member with no legitimate reason in PID.
3. Malicious attack on system

		1.The system incorporates specific user roles to restrict access based on job requirements. The roles with varying permissions can be assigned to individuals and further restricted by organisational unit or sub-units. A user can create, view and edit their own letters. Staff can be granted roles that are able to amend, view and release letters created by others within their assigned organisation.
2. The application uses secure file transfer protocols and encryption when transmitting information between internal components [Ref 6].
3. Historic letters are removed from the system after an agreed configurable retention period (typically 60 days) and there is an audit trail of login and user activity.
3. The application is subject to regular penetration testing and a documented security vulnerability management process is followed to remediate and resolve any potential threats [Ref 3].		Ref 6. Hybrid Mail Security Statement
		Funasset baseline training includes an overview of the role based access model.
		Ref 10. User Training Guides		1&2. Funasset provides a good practice implementation and onboarding plan which requires service organisation to appropriately assign application roles [Ref 9].
		Ref 9. Hybrid Mail Project Plan

		Significant		Medium		2		We have assessed the initial severity as significant, could cause inconvenience to multiple service users. We have assessed the likelihood as medium, as this is possible and mitigated by the systems security features and design to provide RBAC. This can be further improved upon with additional control mitigations through the client, such as network monitoring and additional security policies. 		Client organisations should appropriately control and restrict administrator privileges based on job role.		N/a		Client organisations should ensure Information Governance and Data Protection staff awareness training is up to date		N/a		Client organisations should ensure that they appropriate information governance and data protection policies in place and a process for managing user accounts including restricting and monitoring use of administrator accounts.

Service Organisation to configure PID retention period during onboarding process.		N/a		Significant		Very low		1		The applications is of acceptable risk and the likelihood of very low will be maintained if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 007		22.05.23		Security 		Confidential information is available to unauthorised persons. 
System is compromised and becomes unavailable.
Patient may be unintentionally exposed to clinically sensitive information		Intentional / unintentional unauthorised access		IG – Exposure of sensitive information		Potential exposure of confidential clinical information to unauthorised user causing psychological harm.
		1. Access attempted from staff member/individual with no legitimate interest in personally identifiable data.		For user access to Funasset:
- User access are supported by appropreate security controls.
- User account management is maintained by adninistrated access levels for staff with differing roles. (e.g. assigning RBAC)
For attemprts at unauthorised access:
- System security controls are ISO 27001 certified [Ref 4]
- PEN tests are conducted on a regular basis [Ref 10]

1. Logon and user access levels are fully supported by Single Sign On user authentication, integration with Windows Active Directory SAML or LDAP service.

By design, the web portal interface includes search functionality that allows individuals to search letters using fields including name and postcode. This introduces a potential risk that an authorised user may inappropriately search and view letters for specific individuals for which they have no justifiable cause using roles that are legitimately assigned.  The control of permissions using role based access and sub-organisational units reduces the potential risk of this happening. In addition, historic letters are removed from the system after an agreed configurable period of time and there is an audit trail of login and user activity.

Internet based customer facing infrastructure is hosted on scalable ISO27001 certified Tier 1 providers to ensure adequate resilience, security and scalability [Ref 2].

The application is subject to regular penetration testing and a documented security vulnerability management process is followed to remediate and resolve any potential threats [Ref 3].

		Ref 2. ISO27001
Ref 3. Penetration test report

		1. All staff on joining Funasset and annually thereafter receive Business Conduct training and Information Security Awareness training in line with ISO27001 and where required specific customer requirements. All staff sign a Non-Disclosure Agreement and a document to state that they have read and understood the relevant Funasset security policies.
		Ref 2. ISO27001 
		1. Funasset resources support continuity of service in the event of an unplanned interruption or loss of facility [Ref 7].
Funasset have Information security and data protection policies in place [Ref 2].
Funasset have a help desk for escalation and resolution of any issues [Ref 7].
Information security and data protection policies are in place and Funasset meets the standards expected of the NHS Data Protection and Security Toolkit [Ref 17].		Ref 7. Hybrid Mail SOW 
Ref 4. ISO27001 cert
Ref 17. DSPT		Significant		Medium		2		We have assessed the initial severity as significant, could cause inconvenience to a service user and potentially patients having some degree of psychological upset with potential to delay patient care.
We have assessed the likelihood as medium, as this is possible and mitigated by the systems security features including logon and user access levels. This can be further improved upon with additional control mitigations through the client, such as network monitoring and additional security policies. 		It is the responsibility of Client organisations to ensure that access is managed appropriately, which includes removal of access from staff who no longer require it. 		N/a		Client organisations should ensure Information Governance and Data Protection staff awareness training is up to date		N/a		Client organisations should ensure that they appropriate information governance and data protection policies in place and a process for managing user accounts including restricting and monitoring use of administrator accounts.

		N/a		Significant		Very low		1		The applications is of acceptable risk and the likelihood of very low will be maintained if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 008		22.05.23		Human Factors		Data not received in the print and mail centre and therefore fail to be printed and sent to patient.		Data not sent to print and mail centre		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or miss appointments.		1. User error:
- Individual forgets to release docs 
- On Hold feature option left on by manager 
- Document size limit breach e.g. A4/A3.
- Max number sides breach (above 16 sides) this included additional information
2. Incorrect CC comms code leads to patient not been sent a letter
		1&2. The web portal has built-in functionality to support individuals in sending letters to print including:
- Dashboard to summarise letter status which allows a cool off period for a user to delete/hold letter. 
- Pending Mail feature gives an organisation full control on what and when documents are being released.
- Failed validation dashboard contains details related to failed documents.
2&3. Testing to specification to ensure function prior to deployment [Ref 14].

		Ref 14. Funasset Operations Control		1&2. Funasset provides training material that explains and provide an overview for use of the system and letter generation [Ref 10].
		Ref 10. User Training Guides		1&2 Custom reports can be configured on set up and generated for organisations to report on what documents are, or are not, being processed [Ref 9].
Funasset has standard incident investigations process to follow if a user reports an error to get to a root cause [Ref 16]. 
		Ref 9. Hybrid Mail Project Plan
Ref 16. Funasset Incident Management Process		Significant		Medium		2		We have assessed the initial severity as Significant, could cause inconvenience to multiple service users. We have assessed the likelihood as Medium, possible. Funasset mitigate this hazard through user training, the UI and and configurable reports to users. Client organisations are ultimately responsible for ensuring users are appropriately trained and for the management of reports.		Requirement for client to review their own IT infrastructure in accordance with the systems specifications [Ref 7]		Ref 7. Hybrid Mail SOW		Client organisations should ensure training materials are available for users of the system and individuals are appropriately trained.		Ref 10. User Training Guides		Client organisations should assign responsibilities for reviewing regular reports of non-delivered and returned mail/ define any required reports and processes to monitor content

		N/a		Significant		Low		2		The applications is of acceptable risk and the likelihood can be reduced to low if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 009		22.05.23				Email received but failed to be sent to patient. 		Email does not get sent to patient

		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or miss appointments.		1. Mail format issue (mail construct)
2. Unplanned system downtime.
3. Application or hardware component failure.
4. Capacity and or system performance issues.
5. Interoperability, communication or network 
6. Email not selected by patient as a preferred delivery method.		1. The web portal has built-in functionality to support individuals in sending letters to print including:
- Dashboard to summarise letter status which allows a cool off period for a user to delete/hold letter. 
- Pending Mail feature gives an organisation full control on what and when documents are being released.
- Failed validation dashboard contains details related to failed documents (See HAZ 007 controls)
2&3. See HAZ 001 controls
4. See HAZ 001 controls
5. See HAZ 004 controls
6. HM uses an advanced XML based scripting module. This allows custom business rules and configuration options to be applied which includes checking patients preferred method of delivery with the Trusts database.
Design picks up on preferred contact method [Ref 11]		Ref 11. Hybrid Mail Features 		1. Funasset provides training material that explains and provide an overview for use of the system, letter generation and sending a letter via email [Ref 10].

6. Funasset provides training that includes requesting, reviewing and notifying user of reports [Ref 10]. 
		Ref 10. User Training Guides		1-6. Custom reports can be configured on set up and generated for organisations to report on what documents are, or are not, being created, printed or delivered [Ref 9].
Funasset has standard incident investigations process to follow if a user reports an error to get to a root cause [Ref 16]. 
5. Software release processes include integration testing to specification prior to release [Ref 9&14]. 

		Ref 9. Hybrid Mail Project Plan
Ref 14. Funasset Operations control
Ref 16. Funasset Incident Management Process		Significant		Medium		2		We have assessed the initial severity as Significant, could cause inconvenience to multiple service users. Multiple system design and security features mitigate this hazard from being realised, alongside established business process for managing any issues that occur ensure the likelihood rating remains at a Medium level.		N/a		N/a		Service organisation should conduct their own training needs analysis prior to implementation and ensure individuals are appropriately trained and supported to access reports.				Client organisations should update their incident/helpdesk catalogues and align escalations with the Funasset’ incident management process.

Client organisations should assign responsibilities for reviewing regular reports of non-delivered and returned mail/ define any required reports and processes to monitor content. 

A client organisation is responsible for capturing the required and preferred way of receiving communications.				Significant		Low		2		The applications is of acceptable risk and the likelihood can be reduced to low if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 010		22.05.23		Security		Clinical information does not go to the correct recipient/s 		Patient's letter sent to unintended recipient		IG – Exposure of sensitive information		Breach of patient confidentiality, causing  psychological harm and/or patients do not receive timely communications and may suffer inconvenience and/or miss appointments.		1. User error
-Incorrect patient demographics on letter
-Incorrect email address on letter
-Incorrect CC comms details in letter
-Text encroaching on Address 'clear zone'
2. Auto detect split - split not detected and potential to send letters to others
3. Enclosure error 
		1.The HM web portal Guided User Interface (GUI) is based on intuitive user interface design practice and incorporates context specific help that prompts and guides users to successfully complete tasks.
1.For email delivery of letters as PDF attachment there is configurable functionality for 'Validation of emails' to authenticate the email is being read by the intended recipient.
1.Electronic delivery module for Hybrid Mail, supports multiple message types SMTP email,  SMS and delivery to clients  customer portal. Letter document is not included in the email message, instead a URL retrieval link is included. When the letter is retrieved, its protected with either a fixed PIN or 4 digit code sent via SMS to recipients mobile, providing two factor authentication security. An email address validation process is available allowing validation of email address hold is correct and active for that recipient.  Hybrid Mail Users have visibility of if and when a recipient has opened their letter correspondence. 
1. The system includes several predefined parameters for letter configuration which are used to validate a letter can be printed accurately 
1. HM uses an advanced XML based scripting module. This allows custom business rules and configuration options to be applied to document processing for data quality checks with the Trusts database, with options to call at various stages; Pre-Submit, On-Submit and On-Release.
1. The configurable 'Pending Mail' feature allows Managers to review and approve documents for release.
2. UI: User is presented with a view that gives details of what and how the letter has been split which user can verify i.e. whether the number of pages/letters match up 
2. Testing to specification to ensure function prior to deployment [Ref 14].
3. Funasset applies a unique identification Mail Mark ID code to every letter it produces and is printed in envelope window with return address. This can be scanned to track and manage document from printing to handover to Royal Mail and report this to the organisation. 
[Ref 11].

		Ref 11. Hybrid Mail Features
Ref 14. Funasset Operations Control 		1&2. Funasset provides training material that explains and provides an overview for use of the system (including 'Pending Mail' functionality) and letter generation. 
		Ref 10. User Training Guides		1. Secure Trust email servers e.g. nhs.net are used for email delivery of letters as a PDF attachment e.g. nhs.net 
1. Custom reports can be configured on set up and generated for organisations to report on what documents are, or are not, being created, printed or delivered [Ref 9].
Funasset has standard incident investigations process to follow if a user reports an error to get to a root cause [Ref 16].
3. Funasset has gained technical and operational assurances with 3rd Party Print partners for print, enclosure and delivery processes [Ref 13].		Ref 9. Hybrid Mail Project Plan
Ref 14. Funasset Operations control
Ref 16. Funasset Incident Management Process
		Considerable		Medium		3		We have assessed the initial severity as Considerable due to the potential for a delay in patient care and psychological harm to a patient. We have assessed the likelihood as Medium, as the system has been designed to mitigate this hazard and assurances established from 3rd Party partners to prevent letters being delivered to an unintended recipient.
This can be further improved upon with additional control mitigations through by the client such as data quality management processes including ensuring configurations have been applied and tested.		N/a		N/a		Users to only use functionality they are trained to use.

Client organisations should ensure training materials are available for users of the system and individuals are appropriately trained.		Ref 10. User Training Guides		It is the client's responsibility to establish appropriate Business rules for email validation for patient letters being delivered as PDF attachment.

The Client Organisation are to ensure letters and letter templates are completed accurately for the configured business rules to function effectively. 

It is the clients responsibility to establish appropriate Business rules for data quality checks prior to release of the document.

Client organisations should assign responsibilities for defining and reviewing regular reports of non-delivered and returned mail.

Client organisations to identify workflows which require the approval of letters by an admin user prior to release. 		N/a		Considerable		Low		2		The applications is of acceptable risk and the likelihood can be reduced to low if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 011		22.05.23		Human Factor		The additional information or BRE may be incorrect or not added to the patient letter or email.		Patient does not receive appropriate additional information or Business Return Envelope with letter		Delay in care		Clinically important information could be missing from the patient correspondence causing inconvenience and/or leading to missed appointments.
		1.  Incorrect or no insert code added to letter
2. An incorrectly addressed BRE may be sent 
3. Enclosure error
		1&2. The system will scan each document submitted for an attachment code. Once this code is identified the system looks up code to name of PDF attachment and appends it to the submitted document.
1&2. The configurable 'Pending Mail' feature allows Managers to review and approve documents for release.
3. See HAZ 010 'Enclosure error' controls				Funasset training baseline details insert code functionality [Ref 10].
		Ref 10. User Training Guides		3. Funasset has gained technical and operational assurances with 3rd Party Print partners for print, enclosure and delivery processes [Ref 13].		Ref 13. Print Centre SLA		Significant		Medium		2		We have assessed the initial severity as Significant, could cause inconvenience to multiple service users. We have assessed the likelihood as Medium. User training, along with as the system design aims to mitigate this hazard and assurances established from 3rd Party print partners to prevent letters being delivered to an unintended recipient.
This can be further improved upon with additional control mitigations through by the client such as data quality management processes including ensuring configurations have been applied and tested. There is a client responsibility to ensure there is a process in place for managing additional information		N/a		N/a		Client organisations should ensure training materials are available for users of the system and individuals are appropriately trained.		Ref 10. User Training Guides		Client Organisations to ensure they have an adequate supply and reordering process for Inserts/Enclosures/Business Reply Envelope.
		N/a		Significant		Low		2		The applications is of acceptable risk and the likelihood can be reduced to low if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 012		22.05.23		Business process		The patient may receive their correspondence earlier or later than what was intended by the user due to the system 		Patient does not receive letter at the appropriate time		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or miss appointments.		1. Incorrect configuration
		Funasset follows a standard onboarding process and uses an advanced XML based scripting module to set custom business rules and configuration options to be applied to document processing. HM can be configured to scan letters for an appointment date and if present check against current date to calculate number of days to appointment. If the appointment is within (nn) number of days, postage class can be switched to first class, if less the (nn) days or (–nn) days the letter can be rejected [Ref 11].		Ref 11. Hybrid Mail Features 		
				Funasset follows a standard onboarding process and uses an advanced XML based scripting module to set custom business rules and configuration options to be applied to document processing. HM can be configured to scan letters for an appointment date and if present check against current date to calculate number of days to appointment. If the appointment is within (nn) number of days, postage class can be switched to first class, if less the (nn) days or (–nn) days the letter can be rejected [Ref 11]. 		Ref 11. Hybrid Mail Features 		Significant		Medium		2		We have assessed the initial severity as Significant, could cause inconvenience to multiple service users. Funasset mitigate this hazard through system design and configurable business rules . Client organisations should ensure manufacturers implementation guidance has been followed and appropriate configurations applied and tested.  		N/a		N/a						SO to ensure HM custom configuration and business rules are set up to scan documents to support users to effectively correspond with patients.
Client organisation is  responsible for checking appointments are set within reasonable 'cycle time' of the Funasset service.
Client Organisations must review processes where a patient appointment is required prior to receiving communication, for example a result on part of a  critical pathway.




		N/a		Significant		Low		2		The applications is of acceptable risk and the likelihood can be reduced to low if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 013		22.05.23		Human Factor		One or multiple patients receives one or multiple letters with inappropriate content 		Letter contains inappropriate content 		Exposure of inappropriate clinical data to patient		Patient experiences psychological harm from  being exposed to inappropriate or incorrect content in a letter from a service organisation		1.Member of staff intentionally creates and releases document with inappropriate content
2. Member of staff unintentionally creates and releases document with inappropriate content
3. Trust generated attachment or form is incorrect.		An advanced XML based scripting module allowing custom business rules and configuration options to be applied to document processing, with options to call at various stages, Pre-Submit, On-Submit and On-Release.
1. The configurable 'Pending Mail' feature allows Managers to review and approve documents for release.		Ref 11. Hybrid Mail Features 		Funasset provides Client organisations with a user manual that appropriately highlights and details the design and use of the Pending Mail functionality.
		Ref 10. User Training Guides		Funasset operates a service desk for escalation and resolution of issues and follows structured incident management plan. 
In the event of notification of inappropriate letters being created, Funasset will conduct an impact and risk assessment and take appropriate actions, up to and including holding all print fulfilment to destroy the identified letters and reprint [ .		Ref 7. Hybrid Mail SOW 
Ref 16. Funasset Incident Management Process		Significant		Low		2		We have assessed the initial severity as Significant, could cause inconvenience to multiple service users. We have assessed the likelihood as low, could occur but in the great majority of occasions will not, primarily due to system design and training of how to use the system correctly. The client is responsible to review procedures to check accuracy and content of patient letters where there are identified potential concerns prior to release, which would further reduce the likelihood of this risk.		N/a		N/a		Client organisations to ensure staff are appropriately trained on the Pending Mail functionality that allows users a cooling off period to review letters after they have been created before they are sent for print.		Ref 10. User Training Guides		Client organisations to review procedures to check accuracy and content of patient letters where there are identified potential concerns prior to release.
Client organisations to review and update SOP's to identify workflows which require the approval of letters by an admin user prior to release. 
A large volume of letters from a single user is uncommon and potentially identifiable by an administrator. If reviewed on a timely basis inappropriate letters could be identified and held at the print factory.
		N/a		Significant		Very Low		1		The applications is of acceptable risk and the likelihood can be reduced to very low if the client organisation satisfies the additional controls provided by Funasset. 		Client  organisation		Open









































































































































































































































































































































































































































































































































































































































































































































































Risk Matrix



				Likelihood		Very High		3		4		4		5		5				Severity Classification		Interpretation		Number of Patients Affected

						High		2		3		3		4		5

						Medium		2		2		3		3		4				Catastrophic		Death		Multiple

						Low		1		2		2		3		4						Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term		Multiple

						Very Low		1		1		2		2		3

								Minor		Significant		Considerable		Major		Catastrophic				Major 		Death		Single

								Severity														Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term		Single



						Likelihood Category		Interpretation														Severe injury or severe incapacity from which recovery is expected in the short term		Multiple

						Very high		Certain or almost certain; highly likely to occur														Severe psychological trauma		Multiple

						High		Not certain but very possible; reasonably expected to occur in the majority of cases												Considerable 		Severe injury or severe incapacity from which recovery is expected in the short term		Single

						Medium		Possible														Severe psychological trauma		Single

						Low		Could occur but in the great majority of occasions will not														Minor injury or injuries from which recovery is not expected in the short term		Multiple

						Very low		Negligible or nearly negligible possibility of occurring														Significant psychological trauma		Multiple

																				Significant 		Minor injury or injuries from which recovery is not expected in the short term		Single

																						Significant psychological trauma		Single

						5		Unacceptable level of risk														Minor injury from which recovery is expected in the short term		Multiple

						4		Mandatory elimination of hazard or addition of control measure to reduce risk to an acceptable level														Minor psychological upset; inconvenience		Multiple

						3		Undesirable level of risk. Attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level. Shall only be acceptable when further risk reduction is impractical												Minor 		Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible consequence		Single

						2		Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical

						1		Acceptable, no further action required

						Hazard Themes

						IG – Exposure of sensitive information

						Malicious action

						Delay in care

						Exposure of inappropriate clinical data to patient
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				Xerox HybridMail Features
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Archived Hazards

								Hazard Assessment										Initial Risk																				Residual  Risk																				Owner		Status

		No.		Date Added				Hazard Description										Existing Controls
Question: Red
Require Reference: Amber
Reference provided: Green												
Initial Risk Assessment
ETHOS estimation - requires confirming post Hazard Workshop								Additional Controls												
Residual Risk Assessment
ETHOS estimation - requires confirming post Hazard Workshop

						Hazard Group												HIT Design				User Training				Business Process 												HIT Design				User Training				Business Process Change

								Effect		Hazard 		Hazard Theme (Funasset)		Harm		Possible Causes		Description		Evidence		Description		Evidence		Description		Evidence		Severity		Likelihood		Risk		Justification		Description		Evidence		Description		Evidence		Description		Evidence		Severity		Likelihood		Risk		Justification

		HAZ 008		22.05.23		Technical 		A hardware issue with printing may lead to quality issues on print run affecting the legibility of the letter		Document printing error
OOS - Covered in risk assessment of integration with Xerox service.		Delay in care		A letter may not be easily read  by the intended recipient which  may lead to a delay in care. 		1. Physical mechanical failure of printing machine
2. Print ink failure
3. Paper feeding/releasing failure		Machine testing?
Machine restart at the point of failure.
Letters ID?
Barcoding?

		Ref Print Operations Procedures		Funasset training baseline details for hazard
		Ref Print Operations Procedures		Mechanical print failure process?		Ref Print Operations Procedures		Significant		Low		2				N/a		N/a		N/a		N/a		N/a		N/a		Significant		Low		2

		HAZ 009		22.05.23		Security		An incorrect document being added to a  patient letter may lead to a patient not receiving the correct letter, insert or Business Return Envelope (BRE).		Enclosure error		IG – Exposure of sensitive information		Psychological harm due to a breach of confidentiality and a delay in care for the patient. 		1. User performs a mail merge and sets split rules incorrectly
2. Collating letters to same address
3. Operator mis enclosed part or full document if an error has occurred 
4. Enclosing machine issue 
5. Run out of inserts/additional information		Machine testing?
Machine restart at the point of failure.
Letters ID?
Barcoding?

		Ref Print Operations Procedures		Funasset training baseline details for hazard
		Ref Print Operations Procedures

(Ref HBR set up)		letter printing processes and  documentation?				Considerable		Low		2				N/a		N/a		N/a		N/a		N/a		N/a		Considerable		Low		2

		HAZ 010		22.05.23		Business Process		Data received and documents printed and sent from the print and mail centre but fail to be received by the intended recipient		Document/s not delivered to patient once printed		Delay in care		Intended recipient does not receive letter leading delay in care. 		1. Postal service failure
2. Error from collection to handover to Royal Mail.		Traceability considerations?
 - unique identification (QR code?)
Packing and wrapping - Letters process
Consignment numbers
Loading procedures 
3rd party tracking?


				Funasset training baseline details for hazard
		Action: JS to provide training doc		Automated alerts?
delivery service responsibility?
Returned mail
		Royal mail / DHL SLA		Significant		Medium		2				Any use of mail tracking? Mail mark ID?
		N/a		N/a		N/a		Client Process requirement.

		N/a		Significant		Low		2

		HAZ 016 - Merge with 001		22.05.23				User is unable to send their patient emails or provide letters for printing and sending. 		Hybrid Mail application software failure or error.		Delay in care		A user can not access the application due to an unforeseen error with the Hybrid Mail App. This may lead to a delay in a patient not receiving an email, letter or SMS and therefore a potential delay in their care. 		1. Hybrid Mail application software fails to install correctly.
2. Unforeseen issue with client application integrating with the software.
3. Error in configuration or set up.		1. The manufacturer has designed and implemented a fault tolerant hybrid architecture that enables continuity of service in the event of an isolated hardware, application or mechanical failure. There are no identified single points of failure which interrupt the service [Ref XX].		1. Funasset NHS Hosted Hybrid Mail Schematic  Diagram - HM CSCR 		
				1&2 Funasset has implemented quality management and information security systems and processes to securely manage systems development and operations which are certified as compliant with ISO9001 and ISO27001 [Ref xx]. These systems include appropriate procedures to 
a. identify, mitigate and reduce risks to service as far as possible and 
b. promote secure service/systems development. 
Funasset has standard incident investigations process to follow if a user reports an error to get to a root cause [Ref xx].
Funasset provides customers with clear guidance on minimum network bandwidth and necessary technical/configuration specifications (including firewalls) for using the hybrid mail service [Ref SOWXX].
3. Funasset follows a standard implementation and onboarding process which ensures the HM application has been tested and correctly configured to their requirements.		HM Project Plan

SOW		Significant		Low		2				Ensure manufacturers implementation guidance has been followed and appropriate configurations applied and tested. 
Client organisations should follow the manufacturers recommendations for: a. Minimum bandwidth and connectivity;
b. Technical architecture to avoid potential service issues or system failure due to client-side issues.								Client organisations should update their business continuity plans as required to ensure appropriate responses, resources and alternative processing arrangements are identified in the event of an unplanned system failure, especially if the agreed elapsed time for recovery is outside of their risk appetite.

Client organisations should update their incident/helpdesk catalogues and align escalations with the Funasset incident management process.				Significant		Low		2
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The assessment criteria is made up of five core components. Sections A and B will provide the assessors the context required to understand your product and support your evidence. The core assessment criteria is defined in section C1-C4. Section D details the key Usability and Accessibility principles required. Further frequently asked questions are available at the end of the document.

The core criteria in Section C will determine the overall success of the assessment of your product or service. The accompanying score provided from Section D will show the level of adherence to the NHS Service Standard. 
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Information about your organisation and contact details. 





		Code

		Question

		Options



		A1

		Provide the name of your company

		Funasset Limited



		A2

		Provide the name of your product

		Hybrid Mail



		A3

		Provide the type of product

		Software application and print services



		A4

		Provide the name and job title of the individual who will be the key contact at your organisation

		Mark Dowson – Managing Director



		A5

		Provide the key contact's email address

		Mark.dowson@funasset.com



		A6

		Provide the key contact's phone number

		01823 365864



		A7

		Provide the registered address of your company

		Foundry House, Foundry Road, Taunton, TA1 1JJ



		A8

		In which country is your organisation registered?

		UK



		A9

		If you have a Companies House registration in the UK please provide your number

		2078429





		A10

		If applicable, when was your last assessment from the Care Quality Commission (CQC)? 

		Not applicable



		A11



		If applicable, provide your latest CQC report. 

		Not applicable
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B. Value proposition - Non-assessed section

Please set out the context of the clinical, economic or behavioural benefits of your product to support the review of your technology. This criteria will not be scored but will provide the context of the product undergoing assessment. 


Where possible, please provide details relating to the specific technology and not generally to your organisation.	





		Code

		Question

		Options

		Supporting information



		B1



		Who is this product intended to be used for?

		Trusts Clinical Secretaries

		




		B2



		Provide a clear description of what the product is designed to do and of how it is expected to be used

		Replace local printing across the Trust with a secure, centralised, IG compliant, print, post and electronic delivery solution 

		TAone Hybrid Mail software supports the capture of patient letters from varies Trust clinical systems. Where captured letter documents are transferred through their required output route,  documents requiring print and post are transferred at the end of each day to production print facility, for Print and Post into Royal Mail service. 

Digital delivery option for GP letters, where any identified GP letters are delivered to Docman Connect via API interface

Digital delivery supports option for patient letters to be delivered through secure email module





		B3

		Describe clearly the intended or proven benefits for users and confirm if / how the benefits have been validated



		

		High Level Benefits 



1. Reduction in paper, envelope, printing and postal costs 

2. Reductions in staff time spent printing and stuffing envelopes etc.

3. Quicker delivery of patient correspondence and evidence patient has seen & viewed their letter

4. Improved security around patient letters and compliance with Information Governance 

5. Facilitates the Trusts move toward paperless. working towards meeting objectives set out in the 5 years forward, NHS paperless strategy with Hybrid Mail a project within the Trust's paperless strategy

6. Proven to reduce patient DNA figures 







		B4



		Please attach one or more user journeys which were used in the development of this product



Where possible please also provide your data flows

		To be completed

		Diagram “NBSS HybridMail Schematic Diagram.pdf” shows the solution overview diagram ,  from user submission through to print and post





Diagram “NBSS HybridMail User Journey.pdf” shows the users steps/journey
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C. Technical questions - Assessed sections

[bookmark: _Toc64972229][bookmark: _Toc69743466]C1 - Clinical safety 

Establishing that your product is clinically safe to use. 


You must provide responses and documentation relating to the specific technology product that is subject to assessment.



The DCB0129 standard applies to organisations that are responsible for the development and maintenance of health IT systems. A health IT system is defined as “product used to provide electronic information for health and social care purposes”. DTAC is designed as the assessment criteria for digital health technologies and C1 Clinical Safety Criteria is intended to be applied to all assessments. If a developer considers that the C1 Clinical Safety is not applicable to the product being assessed, rationale must be submitted exceptionally detailing why DCB0129 does not apply. 



The DCB0160 standard applies to the organisation in which the health IT is deployed or used. It is a requirement of the standard (2.5.1) that in the procurement of health IT systems the organisation must ensure that the manufacturer and health IT system complies with DCB0129. The organisation must do so in accordance with the requirements and obligations set out in the DCB0160 standard. This includes personnel having the knowledge, experience and competences appropriate to undertaking the clinical risk management tasks assigned to them and organisations should ensure that this is the case when assessing this section of the DTAC.



If the Clinical Safety Officer or any other individual has concerns relating to safety of a medical device including software and apps, this should be reported to the Medicines and Healthcare products Regulatory Agency (MHRA) using the Yellow Card reporting system: Report a problem with a medicine or medical device - GOV.UK (www.gov.uk). 



		Code

		Question

		Options

		Supporting information

		Scoring criteria



		C1.1

		Have you undertaken Clinical Risk Management activities for this product which comply with DCB0129?

		Yes 

		The DCB0129 standard applies to organisations that are responsible for the development and maintenance of health IT systems. A health IT system is defined as ‘“product used to provide electronic information for health and social care purposes”.

		

We confirm we have undertaken Clinical Risk Management activities in compliance with DCB 0129. Our clinical safety case report is provided, please see “Funasset_Hybrid Mail_CSCR_v1.1.pdf”







		C1.1.1

















		Please detail your clinical risk management system

		Provided

		DCB0129 sets out the activities that must and should be undertaken for health IT systems.



An example clinical risk management system template can be downloaded from the NHS Digital website. 







		Funasset can evidence conformance to the requirements of those clinical safety activities conducted under a DCB 0129 compliant CRMS. The formal elements required for the clinical safety standard DCB 0129, i.e. the CSCR, CRMP and Product Hazard Log are completed by clinical safety experts engaged with Funasset and support the following:

· Risk Analysis

· Scope Definition

· Clinical Hazard Identification

· Clinical Risk Estimation

· Control Option Analysis

· Clinical Risk Benefit Analysis

· Control Measure Implementation

· Completeness Evaluation



The Clinical Risk Management Plan is subject to iterative change within the development of a software version and between versions. This comprehensive and repeatable clinical risk management process is applied throughout the delivery roadmap and lifecycle of the application. 



Key personnel relating to clinical risk management have been identified and are all competent and trained for the roles in which they partake. Adequate resources have allocated to the project. 



The CSO has completed a Hazard identification review and identified hazards and their description; explanation of hazard causes and contributory conditions and consequences; identification of existing mitigating controls; estimation of clinical risk. Hazard identification has followed multiple separate processes. There have been a Hazard Identification multidisciplinary team meeting following the SWIFT process during which any registered or raised risk has been discussed. Discussions included assessments of severity and likelihood with scoring through a standard Clinical Risk matrix. 



The Hazard Log (HL) is contained within the Clinical Risk Management File. The release notes form the basis for a formal discussion of potential risks by the CRM MDT which are then subject to the standard risk analysis process. 



Hazard identification also has involved all members of staff with clear routes for raising risks and concerns to the CRM team. This is part of the ongoing day-to-day expectations of all staff and is included in the company reporting structure and processes. 



A review of the HL with the MDT contributors has taken place and confirms this document to be a full and accurate representation of details provided by the key competent persons. 



Please see: Funasset_HybridMail_CRMP_v1.1.pdf







		C1.1.2











































		Please supply your Clinical Safety Case Report and Hazard Log

		Provided 

		Specifically, your DTAC submission should include:



· A summary of the product and its intended use 

· A summary of clinical risk management activities 

· A summary of hazards identified which you have been unable to mitigate to as low as it is reasonably practicable 

· The clear identification of hazards which will require user or commissioner action to reach acceptable mitigation (for example, training and business process change)


It should not include the hazard log in the body of the document - this should be supplied separately.  



Example Clinical Safety Case Report and Hazard Log templates can be downloaded from the NHS Digital website. 

		

See: 

CSCR

HL



All identified hazards were evaluated from the perspective of patient safety consequences using a Cause, Effect, Hazard, Harm approach to explore potential consequences. Contributory factors were considered, in addition to identifying existing mitigating controls from a health IT design, User Training and Business Process perspective.  

Based on all of the above and using the predefined criteria in Risk Matrices an estimation of Clinical Risk was completed. 

The Clinical Risk Analysis Process outlined above has assessed each of the hazards individually to ensure that the residual risk ratings are accurate and justified. This is in line with the Clinical Risk Management Plan.



No identified hazards will require user or commissioner action to reach acceptable mitigation and all identified hazards have been mitigate to as far as possible (AFAP).



Please see 

“Funasset_Integrated_Mail_hazard log_v1.1.xlsx”





		C1.2



		Please provide the name of your Clinical Safety Officer (CSO), their profession and registration details

		Peter Davies

		The CSO must:


· Be a suitably qualified and experienced clinician

· Hold a current registration with an appropriate professional body relevant to their training and experience

· Be knowledgeable in risk management and its application to clinical domains

· Be suitably trained and qualified in risk management or have an understanding in principles of risk and safety as applied to Health IT

· Have completed appropriate training



The work of the CSO can be undertaken by an outsourced third party.

		Peter Davis



Health and Care Professionals Council (HCPC) Registration Number: PH60942

Chartered Society of Physiotherapy (CSP) Registration Number: 065550







		C1.3



		If your product falls within the UK Medical Devices Regulations 2002, is it registered with the Medicines and Healthcare products Regulatory Agency (MHRA)?

		Not applicable

		If this question is not applicable, because your product does not fall within the UK Medical Devices Regulations 2002, continue to question C1.4. 



If No, but the product falls within the UK Medical Devices Regulations 2002, continue to question C.1.3.2.



The MHRA provides guidance on medical devices to place them on the market in Great Britain and Northern Ireland, regulatory requirements for all medical devices to be placed on the UK market, conformity assessment and the UK Conformity Assessed (UKCA) mark, classification of stand-alone medical device software (including apps) and how to tell if your product falls within the UK Medical Devices Regulations 2002. 

		Not applicable



As part of the clinical risk management review, the status of the system application has been assessed to ascertain the applicability of medical device software and it is NOT a medical device.





		C1.3.1

		If yes, please provide your MHRA registration number

		Not applicable

		

		Not applicable













		C1.3.2

		If the UK Medical Device Regulations 2002 are applicable, please provide your Declaration of Conformity and, if applicable, certificate of conformity issued by a Notified Body / UK Approved Body 

		Not applicable

		Medical device manufacturers must ensure that their device complies with the relevant Essential Requirements of the legislation and draw up a Declaration of Conformity to declare this.



Class I devices with a measuring function and devices in Class IIa, IIb and III must undergo conformity assessment from an EU Notified Body or UK Approved Body which has been designated for medical devices, and be issued a certificate of conformity (commonly referred to as a “CE certificate” or “UKCA certificate”).

		Not applicable 



		C1.4

		Do you use or connect to any third-party products? 

		Yes

		If no, continue to section C2.


DCB0129 contains the requirements in relation to third party products.

		Yes. 



Potential hazards and risks were identified during in-depth product demonstration to the Clinical Safety Officers and clinical safety workshops, with assessment focusing on the technical capabilities of Hybrid Mail was undertaken to identify potential hazards that could cause harm to a patient/end user.



No hazards associated with any third party products were identified as having potential to introduce a risk to patient safety for Hybrid Mail.



		C1.4.1

		If yes, please attach relevant Clinical Risk Management documentation and conformity certificate

		Provided

		



		Provided.



Conformity certificate not required as not within scope of MHRA



See:

CSCR 

HL
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Establishing that your product collects, stores and uses data (including personally identifiable data) compliantly.

This section applies to the majority of digital health technology products however there may be some products that do not process any NHS held patient data or any identifiable data. If this is the case, the Data Protection Officer, or other suitably authorised individual should authorise this data protection section being omitted from the assessment.





		Code

		Question

		Options

		Supporting information

		Scoring criteria



		C2.1

		If you are required to register with the Information Commissioner, please attach evidence of a current registration.

If you are not required to register, please attach a completed self-assessment showing the outcome from the Information Commissioner and your responses which support this determination.

		Provided

		There are some instances where organisations are not required to register with the Information Commissioner. This includes where no personal information is being processed.  



The Information Commissioner has a registration self-assessment tool to support this decision making.



















		Information Commissioner registration
Organisation name: Funasset Limited 

Reference: Z9117236















		C2.2

		Do you have a nominated Data Protection Officer (DPO)?

		Yes 

		Not all organisations are required to have a Data Protection Officer (DPO). This is determined by the type of organisation and core activities. The most common reason for organisations providing digital health technologies to have a DPO is due to the core activities involving processing health data (being a special category).



The Information Commissioner has a self-assessment tool to determine whether you must appoint a DPO.

		



























		C2.2.1

























		If you are required to have a nominated Data Protection Officer, please provide their name.



If you are not required to have a DPO please attach a completed self-assessment showing the outcome from the Information Commissioner and your responses which support this determination.

		Terry Cutting

		To pass, the developer is required to confirm they have a DPO in place where this is mandated. Where a DPO one is in place if it is not required by the Information Commissioner then this will also constitute a pass.



Alternatively, if the developer confirms they do not have a DPO because they are not required to do so, then a self-assessment from the Information Commissioners self-assessment tool should be attached which confirms this and aligns to the product.  

		 



		C2.3

		Does your product have access to any personally identifiable data or NHS held patient data?

		Yes

		The UK General Data Protection Regulation (GDPR) applies to the processing of personal data. 



If no, continue to question C2.4

		



		C2.3.1

		Please confirm you are compliant (having standards met or exceeded status) with the annual Data Security and Protection Toolkit Assessment.  



If you have not completed the current year's assessment and the deadline has not yet passed, please confirm that you intend to complete this ahead of the deadline and that there are no material changes from your previous years submission that would affect your compliance. 







		Confirmed 

		The Data Security and Protection Toolkit allows organisations to measure performance against the National Data Guardian’s 10 data security standards.

		Current assessment shows Assessment Standards Exceeded. 

Assessment Report - 8HW72



Please see 

“2022-23 (version 5) 8HW72 DSPT standards exceeded certificate.pdf”



		C2.3.2

		Please attach the Data Protection Impact Assessment (DPIA) relating to the product.

		To be created with Trust

		DPIA’s are a key part of the accountability obligations under the UK GDPR, and when done properly help organisations assess and demonstrate how they comply with data protection obligations.



The Information Commissioner has provided guidance on how to complete a DPIA and a sample DPIA template.









		See DPIA document provided

“NBSS_HybridMail_DPIA_ v1.0.docx”





		C2.4

		Please confirm your risk assessments and mitigations / access controls / system level security policies have been signed-off by your Data Protection Officer (if one is in place) or an accountable officer where exempt in question C2.2. 

		Confirm 

		



		To pass, the developer must confirm that their Data Protection Officer or accountable officer has signed-off the risk assessments and mitigations / access controls and system level security policies.



		C2.5

		Please confirm where you store and process data (including any third-party products your product uses)

		UK only 

		Individual organisations within the Health and Social Care system are accountable for the risk-based decisions that they must take.  



 



























		Developer - Individual organisations within the Health and Social Care system are accountable for the risk-based decisions that they must take.



Due consideration should be taken where data is processed outside of the UK.



Please note: It is a contractual requirement under the new GP IT Futures (GPITF) framework as it was in the GP System of Choice (GPSoC) framework, to host all data in England.



















		C2.5.1

		If you process store or process data outside of the UK, please name the country and set out how the arrangements are compliant with current legislation

		Not applicable



		From 1 January 2021, the UK GDPR applies in the UK in place of the “EU GDPR’. The UK GDPR will carry across much of the existing EU GDPR legislation. The Department for Digital, Culture, Media & Sport has published two Keeling Schedules which show the changes to the Data Protection Act 2019 and EU GDPR.





The Information Commissioner has published guidance on international data transfers after the UK exit from the EU Implementation Period.































		Developer - Individual organisations within the Health and Social Care system are accountable for the risk-based decisions that they must take.



Due consideration should be taken where data is processed outside of the UK and should only be hosted within the European Economic Area (EEA) or a country deemed as adequate by the European Commission.



To pass, the developer must demonstrate that the country in which data is processed or stored is compliant with current legislation or the organisation's policy (should this differ).
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[bookmark: _Toc69743468]C3 - Technical security 



Establishing that your product meets industry best practice security standards and that the product is stable. 



Dependent on the digital health technology being procured, it is recommended that appropriate contractual arrangements are put in place for problem identification and resolution, incident management and response planning and disaster recovery.



Please provide details relating to the specific technology and not generally to your organisation.





		Code

		Question

		Options

		Supporting information

		Scoring criteria



		C3.1



		Please attach your Cyber Essentials Certificate

		Provided 

		Cyber Essentials helps organisations guard against the most common cyber threats. 



The National Cyber Security Centre (NCSC) have published cyber security guidance for small to medium enterprises (SME’s).





		



See certificate provided 

“Cyber Essentials Plus.pdf”





		C3.2 



		Please provide the summary report of an external penetration test of the product that included Open Web Application Security Project (OWASP) Top 10 vulnerabilities from within the previous 12-month period.

		Provided 

		The NCSC provides guidance on penetration testing. The OWASP Foundation provides guidance on the OWASP top 10 vulnerabilities. 





		See latest pen test report and resulting actions taken


“ITG-15859-Funasset-L2ExtPT-v1.0.pdf”



“Pen Test actions taken_ITG-15859.docx”



		C3.3

		Please confirm whether all custom code had a security review.

		Yes - Internal code review 

		The NCSC provides guidance on producing clean and maintainable code. 

		To pass, the developer must confirm that an internal or an external custom code security review has been undertaken. An external review is preferable; however an internal code review would meet the baseline requirement.



		C3.4

		Please confirm whether all privileged accounts have appropriate Multi-Factor Authentication (MFA)?













		Yes 

		The NCSC provides guidance on Multi-Factor Authentication. 

		To pass, the developer must confirm yes that all privileged accounts have MFA.



		C3.5

		Please confirm whether logging and reporting requirements have been clearly defined.

		Yes 

		The NCSC provides guidance on logging and protective monitoring.



To confirm yes to this question, logging (e.g., audit trails of all access) must be in place. It is acknowledged that not all developers will have advanced audit capabilities.

		To pass, the developer must confirm yes that logging and reporting requirements have been clearly defined.  







		C3.6



		Please confirm whether the product has been load tested

		Yes 

		Load testing should be performed. 

		To pass, the developer must confirm yes that load testing has been performed.
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Establishing how well your product exchanges data with other systems.  



To provide a seamless care journey, it is important that relevant technologies in the health and social care system are interoperable, in terms of hardware, software and the data contained within. For example, it is important that data from a patient’s ambulatory blood glucose monitor can be downloaded onto an appropriate clinical system without being restricted to one type. Those technologies that need to interface within clinical record systems must also be interoperable. Application Programme Interfaces (APIs) should follow the Government Digital Services Open API Best Practices, be documented and freely available and third parties should have reasonable access in order to integrate technologies.



Good interoperability reduces expenditure, complexity and delivery times on local system integration projects by standardising technology and interface specifications and simplifying integration. It allows it to be replicated and scaled up and opens the market for innovation by defining the standards to develop upfront.



This section should be tailored to the specific use case of the product and the needs of the buyer however it should reflect the standards used within the NHS and social care and direction of travel.  



Please provide details relating to the specific technology and not generally to your organisation. 

















		Code

		Question

		Options

		Supporting information

		Scoring criteria



		C4.1

		Does your product expose any Application Programme Interfaces (API) or integration channels for other consumers?

































		No

		The NHS website developer portal provides guidance on APIs and the NHS. 



Government Digital Services provide guidance on Open API best practice. 

































		To pass, developers must demonstrate that they have API’s that are relevant to the use case for the product, follow Government Digital Services Open API Best Practice, are documented and freely available and that third parties have reasonable access to connect. 



APIs should adopt generally accepted standards of data interoperability for the NHS or social care dependent on the use case for the product.



If the product does not have API’s and there is a legitimate rationale for this considering the use case of the product then the buyer can accept this rationale.











		C4.1.1

		If yes, please provide detail and evidence:

· The API’s (e.g., what they connect to) set out the healthcare standards of data interoperability e.g., Health Level Seven International (HL7) / Fast Healthcare Interoperability Resources (FHIR)

· Confirm that they follow Government Digital Services Open API Best Practice

· Confirm they are documented and freely available

· Third parties have reasonable access to connect


If no, please set out why your product does not have APIs. 

		

		

		



		C4.2

		Do you use NHS number to identify patient record data?

		No because product does not identify patient record data

		NHS Digital provides guidance on NHS Login for partners and developers. 

		To pass, developers should confirm that if a product uses an NHS number to identify a patient record, that it uses NHS Login. 
NHS Digital provides a list of all current digital health and social care services that integrate with NHS Login. 



If a product does not use NHS Login to establish a verified NHS number, then a legitimate rationale should be set out and the security and appropriateness of the methodology should be considered.



		C4.2.1

		If yes, please confirm whether it uses NHS Login to establish a user’s verified NHS number.  



If no, please set out the rationale, how your product established NHS number and the associated security measures in place.

		

		

		



		C4.3























		Does your product have the capability for read/write operations with electronic health records (EHRs) using industry standards for secure interoperability (e.g. OAuth 2.0, TLS 1.2)







		No because the product does not read/ write into EHRs

		

		To pass, developers should confirm that the product has the capability to read/write into EHRs using industry standards for secure interoperability.



If a product does not use industry standards, then a legitimate rationale should be set out and the security, usability and appropriateness of the methodology should be considered.



		C4.3.1

		If yes, please detail the standard







		

		

		



		C4.3.2

		If no, please state the reasons and mitigations, methodology and security measures. 

		

		

		



		C4.4

		Is your product a wearable or device, or does it integrate with them?

		No

		If no, continue to section D.

		Not Applicable



		C4.4.1













		If yes, provide evidence of how it complies with ISO/IEEE 11073 Personal Health Data (PHD) Standards.





		Not Applicable

		Access the ISO Standard. This is a paid-for document. 

		





[bookmark: _ese5c1n54iq5][bookmark: _vr5lq8jbz9z9]



[bookmark: _Toc64972233][bookmark: _Toc69743470]



D. Key principles for success 



The core elements defined in this section will form part of the overall review of the product or service and is a key part to ensuring that the product or service is suitable for use. The assessment will set a compliance rating and where a product or developer is not compliant highlight areas that the organisation could improve on with regards to following the core principles. 



This section will be scored in relation to the NHS service standard. This will not contribute to the overall Assessment Criteria as set out in Section C. 



[bookmark: _Toc64972234][bookmark: _Toc69743471]D1 - Usability and accessibility - scored section



Establishing that your product has followed best practice.  



Please note that not all sections of the NHS Service Standard are included where they are assessed elsewhere within DTAC, for example clinical safety.





		Code

		Question

		Options

		Supporting information

		Weighted score

		Scoring criteria





		D1.1

		Understand users and their needs in context of health and social care



Do you engage users in the development of the product?





		Yes 

		NHS Service Standard Point 1 





		10%

		Developers should be awarded 10% if they demonstrate that user need has been taken in account through user research, search data, analytics or other data to understand the problem.  






The submission should confirm that the developer has considered, and tested user needs with appropriate stakeholders (stakeholders will differ depending on the product) and that as the product continues to iterate user engagement has continued.



If the developer selects working towards it and/or can only partially evidence the requirement, for example user need has only partially been considered or it is not considered on an ongoing basis they should be awarded 5%.



If the developer selects no to this question or cannot provide evidence that user need has been considered, they should be awarded 0%. 





























		D1.1.1

		If yes or working towards it, how frequently do you consider user needs in your product development and what methods do you use to engage users and understand their needs?

		Quarterly reviews with client user groups

		

		

		



		D1.2

		Work towards solving a whole problem for users 



Are all key user journeys mapped to ensure that the whole user problem is solved, or it is clear to users how it fits into their pathway or journey?



		Yes 


		NHS Service Standard Point 2 and Point 3 are often dealt with by teams together.







		10%

		Developers should be awarded 10% if they attach supporting information showing that the product solves a whole user problem or that it is clear to users how it fits into their pathway or journey.



If the developer selects working towards it and can provide evidence that goes some way to explaining how the whole user problem is solved or only partially explains how the product fits a user journey, they should be awarded 5%.



If the developer selects no to this question or cannot provide evidence that shows the user journey or how the product fits into the pathway or journeys, they should be awarded 0%.



























		D1.2.1

		If yes or working towards it, please attach the user journeys and/or how the product fits into a user pathway or journey





		Provided

see DTAC section B4

		

		

		



		D1.3

		Make the service simple to use



Do you undertake user acceptance testing to validate usability of the system?

		Yes 

		NHS Service Standard Point 4





		10%

		Developers should be awarded 10% if they attach supporting information showing user acceptance testing to validate usability of the product.



If the developer selects working towards it and can provide evidence that goes some way to demonstrate that user acceptance testing is being used to validate usability of the system, they should be awarded 5%.



If the developer selects no to this question or cannot provide evidence that shows user acceptance testing to validate usability of the system, they should be awarded 0%.



		D1.3.1

		If yes or working towards it, please attach information that demonstrates that user acceptance testing is in place to validate usability. 









		Proved UAT testing to clients prior to go live

		

		

		



		D1.4

		Make sure everyone can use the service 



Are you international Web Content Accessibility Guidelines (WCAG) 2.1 level AA compliant?

		Yes 

		NHS Service Standard Point 5  



The Service Manual provides information on WCAG 2.1 level AA. 









The Government Digital Service provides guidance on accessibility and accessibility statements, including a sample template. 

		20%

		Developers should be awarded 20% for WCAG 2.1 level AA compliance.



Developers should be awarded 5% for working towards it.



If the developer selects no to this question, they should be awarded 0%.











		D1.4.1

		Provide a link to your published accessibility statement. 

		Provided

		

		10%

		See document 



“D1.4.1 Accessibility statement for HybridMail.docx”



Developers should be awarded 10% for a published accessibility statement that includes the information below:



· Whether the website or app is ‘fully’, ‘partially’ or ‘not’ compliant with accessibility standards

· If it is not fully compliant, which parts do not currently meet accessibility standards and why

· How people can get alternatives to content that is not accessible to them

· How to contact you to report accessibility problems and a link to the website that they can use if they are not happy with your response



If an accessibility statement is not included or it does not contain the required information listed above the developer should be awarded 0%.



		D1.5

		Create a team that includes multi-disciplinary skills and perspectives



Does your team contain multidisciplinary skills?

		Yes 

		NHS Service Standard Point 6 

		2.5%

		Developers should be awarded 2.5% for confirming they have a multi-disciplinary team.  



If the developer selects working towards it or no to this question, they should be awarded 0%.



		D1.6

		Use agile ways of working


Do you use agile ways of working to deliver your product?

		Yes 

		NHS Service Standard Point 7 

		2.5%

		Developers should be awarded 2.5 % if they confirm they use agile ways of working.



If the developer selects working towards it or no to this question, they should be awarded 0%.



		D1.7

		Iterate and improve frequently



Do you continuously develop your product?

		Yes 

		NHS Service Standard Point 8

		5%

		Developers should be awarded 5% if they confirm they continually develop their product.



If the developer selects working towards it or no to this question, they should be awarded 0%.



		D1.8

		Define what success looks like and be open about how your service is performing



Do you have a benefits case that includes your objectives and the benefits you will be measuring and have metrics that you are tracking?

		To be completed

		NHS Service Standard Point 10

		10%

		Developers should be awarded 10% for confirming that the benefit case includes objectives and metrics that can be tracked.



If the developer selects working towards it or no to this question, they should be awarded 0%.















		D1.9

		Choose the right tools and technology


Does this product meet with NHS Cloud First Strategy?

		Yes 

		NHS Service Standard Point 11



NHS Internet First Policy. 











		5%

		Developers should be awarded 5% for confirming the product meets cloud first and / or internet first.



If the developer selects working towards it or no to this question, they should be awarded 0%.



		D1.9.1

		Does this product meet the NHS Internet First Policy?

		Yes 

		

		

		



		D1.10

		Use and contribute to open standards, common components and patterns


Are common components and patterns in use?

		No 

		NHS Service Standard Point 13

		5%

		Developers should be awarded 5% for confirming common components and patterns are used.



If the developer selects working towards it or no to this question, they should be awarded 0%.























		D1.10.1

		If yes, which common components and patterns have been used?



		

		

		

		



		D1.11

		Operate a reliable service


Do you provide a Service Level Agreement to all customers purchasing the product?



		Yes 

		NHS Service Standard Point 14 

		10%

		Developers should be awarded 10% offering a service level agreement, reporting on performance and having an uptime of 99.9% or above.



If the developer does not provide a service level agreement and / or reporting on performance, they should be awarded but has an uptime of 99.9% or above they should be awarded 5%.



If the developer has an uptime of 99% or above, they should be awarded 2.5%.



If the developer has an uptime of less than 99%, they should be awarded 0%.



		D1.12

		Do you report to customers on your performance with respect to support, system performance (response times) and availability (uptime) at a frequency required by your customers?

		Yes 

		

		

		



		D1.12.1

		Please attach a copy of the information provided to customers

		Provided 

		

		

		



		D1.12.2

		Please provide your average service availability for the past 12 months, as a percentage to two decimal places





		99.98%
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Supporting documentation



Please ensure that when providing evidence, documents are clearly labelled with the name of your company, the question number and the date of submission. 



Documents provided are: 



· B4 - User journeys and solution Schematic Diagram

· C1.1.1 - Clinical Risk Management System

· C1.1.2 - Clinical Safety Case Report

· C1.1.2 - Hazard Log 

· C2.1 - Information Commissioner's registration 

· C2.3.1 – DSPT Certificate 8HW72

· C2.3.2 - Data Protection Impact Assessment (DPIA) 

· C3.1 - Cyber Essentials Plus Certification

· C3.2 - External Penetration Test Report and actions taken



Additional docs

· ISO 27001 Certification

· ISO 9001 Certification
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1. Introduction 


 


1.1. This document has been adapted from the SCAG/PIAG Illustrative Template: 


April 2005 version 


 


1.2. The development, implementation and management of a System Level 


Security Policy (SLSP) will help to demonstrate understanding of information 


governance risks and commitment to address the security and confidentiality 


needs of a particular system.  


 


1.3. An effective SLSP will therefore contain a considered and specific view of the 


range of security policy and management issues relevant to a system and that 


may encompass a range of technical, operational, and procedural security 


topics.  


 


1.4. The SLSP should identify appropriate lines of accountability, both within the 


lead organisation and for those other bodies who may legitimately use it. The 


SLSP will benefit from references to other external security documentation and 


standards, including the lead organisation’s corporate security policy and 


where relevant the security policies and procedures of other organisations. 


Where the system IS available to multiple organisations, the SLSP must 


establish the necessary common policy, security parameters and operational 


framework for that system’s expected operation including any functional 


limitations or data constraints applicable to one or more bodies. 


 


2. The Policy 


 


2.1. The System shall be known as the NBSS breast screening office computer 


system. 


 


2.2. The System’s responsible owner shall be nominated by the Trust responsible 


for the operation of the local instance of the NBSS system. 


 


2.3. The System’s Caldicott Guardian or Data Controller shall be nominated by the 


Trust responsible for the operation of the local instance of the NBSS system. 


 


2.4. Security of the system shall be governed by the corporate security policy of the 


Trust responsible for the operation of the local instance of the NBSS system. 


 


2.5. The System’s responsible security manager shall be nominated by the Trust 


responsible for the operation of the local instance of the NBSS system. 


 


2.6. The System shall be developed / provided by Wealth Management Software 


(WMS) under a national contract for supply of an IT system. 
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2.7. The System shall be implemented and maintained by WMS under a national 


contract for IT support services with support from local Trust IT service 


management. 


 


2.8. The system shall be shared or used by the following organisations: 


 


▪ of the local Trust. 


▪ Remote access via a firewall/NHSnet to a standard application interface by 


remotely located staff of the local Trust. 


▪ Remote access via a firewall/NHSnet to specific subsets of data for audit 


and reporting purposes by regional breast screening QA staff. Remote 


access over NHSnet via the third-party gateway to the underlying database 


and programmes by support staff of WMS (under the terms of the national 


contract for IT support services, contract ref NBSS02 - SSCON 1499672v5). 


 


2.9. System data will be obtained from the following organisations (if not also a user 


organisation. There are likely to be issues of patient consent for the disclosure 


of identifiable data and that are the responsibility of the relevant Caldicott 


Guardian(s)) 


 


2.10. The System shall comprise a single instance of the NBSS system, 


running under Cache version 5 on a Windows or UNIX server. There are 


currently approximately 80 separate instances of the system in service 


(including 7 in Wales and Northern Ireland) 


 


2.11. The system is connected using EDI messaging via NHSnet and the DTS 


(Data Transfer Service) to one or more instances of the NHAIS Exeter system 


for information sharing including screening batch lists, screening results and 


registration change notifications. There are no other EDI connections. 


 


2.12. The System shall process screening batch lists supplied by one or more 


instances of the NHAIS Exeter system, generate patient invitations, record 


patient attendance and screening activities (whether through invitation or self-


referral), manage diagnostic follow-up, issuing of results and provision of 


statistical reporting for local/national performance management purposes. 


 


2.13. The System’s authorised purpose is to support the management and 


administration of a breast screening programme, including processing of 


individual patient demographic data and clinical records, together with 


statistical reporting for local/national performance management purposes. 


 


 


2.14. The System’s authorised users shall be: 


▪ Local users (usually staff of the local Trust), accessing the standard 


application interface via a LAN. 







 


W:\BreastScreening\NLBSS Management\PIAG Policies\System Level Security Policy NBSS.docx 


▪ Remotely located users (usually staff of the local Trust) accessing the 


standard application interface through a firewall/NHSnet. 


▪ Remotely located regional breast screening QA staff, accessing 


specific subsets of data for audit and reporting purposes via a 


firewall/NHSnet. 


▪ Support staff of Wealth Management Software, accessing the 


underlying database and programmes for support and maintenance 


purposes through the third-party gateway to NHSnet 


 


 


2.15. The System shall be connected to a local LAN and to NHSnet via a 


firewall. 


 


2.16. Remote working shall be allowed over NHSnet. Access for remote users 


will be password protected and controlled via a local firewall. A full audit trail of 


all system access shall be maintained 


 


2.17. The System shall be risk assessed on an annual basis by applying an 


appropriate method. A risk management/security improvement plan shall be 


established to address all unacceptable risks. (NB. this should take account of 


cross-boundary risk/dependency issues) 


 


2.18. The System shall benefit from the following security countermeasures in 


accordance with local Trust policies (which should conform to the NHS security 


standard ISO 17799): 


 


▪ Physical location and system enclosures measures etc 


▪ Logical measures for access control and privilege management 


▪ Network interfaces 


▪ Other (including security tokens / authentication or certification 


arrangements and security testing managed / provided externally) 


 


2.19. The System shall be subject to local internal/external audit 


arrangements under the control of the local Trust. 


 


2.20. The System shall benefit from the following resilience / contingency / 


disaster recovery arrangements: 


▪ Local disaster recovery plans 


▪ Reversion to previous (automatically scheduled) daily backups of 


programmes/data 


▪ Optional hosted disaster recovery services provided by Wealth 


Management Software in conjunction with regional QA centres. 


 


2.21. In the event of serious disruption or total system failure, business 


continuity shall be provided by the following means: 
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▪ Local disaster recovery plans 


▪ Reversion to previous (automatically scheduled) daily backups of 


programmes/data 


▪ Optional hosted disaster recovery facilities provided by Wealth 


Management Software in conjunction with regional QA centres. 


 


2.22. In the event of a security or confidentiality breach occurring, local 


procedures should be followed under the control of the relevant Trust Security 


Manager, Data Controller and Caldicott Guardian as appropriate. 


 


2.23. When the system or its data has completed its purpose/has become 


redundant or is no longer needed, all data and programmes on all storage 


media should be securely deleted in accordance with local Trust security 


procedures. 


 


2.24. This SSP shall be the responsibility of the NHS Cancer Screening 


Programmes and shall be reviewed on an annual basis for its completeness 


and for relevant update. 
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1. Executive Summary 
The Royal Free London NHS Foundation Trust (‘the trust’) is a public body, with information 
processing as a fundamental part of its purpose. It is important, therefore, that the trust has a 
clear and relevant Information Security Policy. This is essential for the trust’s compliance with 
data protection laws and other information and security legislation, and to ensuring that 
confidentiality is maintained. 


The purpose of the trust’s Information Security Policy is to protect all information assets to a 
consistently high standard. The policy covers security which can be applied through 
technology but also encompasses the behaviour of the people who manage information in the 
course of trust business. 


Information security is about people’s behaviour in relation to the information they are 
responsible for, facilitated by the appropriate use of technology. The business benefits of this 
policy and associated guidance are: 


• Assurance that information is being managed securely and in a consistent and 
compliant way. 


• Assurance that the trust is providing a secure and trusted environment for the 
management of information used in delivering its services. 


• Clarity over the personal and contractual responsibilities around information security 
expected of staff when working on trust business. 


• A strengthened position in the event of any legal action that may be taken against the 
trust (assuming the proper application of this policy and compliance with it). 


• Demonstration of best practice in information security. 


• Assurance that information is accessible only to those authorised to have access. 


• Assurance that risks are identified, and appropriate controls are implemented and 
documented. 


2. Policy Statement 
The Royal Free London NHS Foundation Trust will take a privacy and data protection by 
design and default approach to all information which it holds. The trust will use risk-based 
methodology for IG decision making and delivery. 


Staff and patient privacy are at the heart of what the trust does. The trust will only use 
personal data when it is both lawful and ethical to do so. 


The intent and outcomes of the trust’s IG decision making, and delivery approach shall be to 
ensure that the benefits received outweigh the risks the trust will accept. 


3. Equality Statement 
The trust is committed to creating a positive culture of respect for all individuals including job 
applicants, employees, patients, their families, and carers as well as community partners. 


The intention is, as required by the Equality Act 2010, to identify, remove or minimise 
discriminatory practice in the nine named protected characteristics of age, disability 
(including HIV status), gender reassignment, marriage and civil partnership, pregnancy and 
maternity, race, religion or belief, sex or sexual orientation. It is also intended to use the 
Human Rights Act 1998 to treat fairly and value equality of opportunity regardless of socio-
economic status, domestic circumstances, employment status, political affiliation, or trade 
union membership, and to promote positive practice and value the diversity of all individuals 
and communities. 







4. Scope 
This Information Security Policy applies to the trust as a public authority and all employees of 
the trust. The term ‘employees’ also includes those working on behalf of the trust whether they 
are volunteers, students, work placements, contractors or temporary employees. 


This policy also applies to the trust’s: 


• wholly owned subsidiaries; 


• arms length bodies. 


• hosted functions; and, 


• employees of the above entities. 


This policy further applies to any research project where the trust is the sponsor or providing 
/ giving access to personal data. 


Any data, system, process, policy, working practice, or training which are used by the trust, or 
any employee is also captured under this policy. 


This policy applies to third party venders who have access to or maintain hardware or software 
on behalf of the trust. 


5. Definitions  
Definitions can be found in the Information Governance Framework. 


6. Responsibilities  
Responsibilities can be found in the Information Governance Framework. 


7. Objectives  
The objectives of this policy are to establish and maintain the security and confidentiality of 
information, information systems, applications and networks owned or held by the trust by: 


• Ensuring that all members of staff are aware of their roles, responsibilities and 
accountability and fully comply with the relevant legislation as described in this and 
other Information Governance policies. 


• Describing the principles of security and explaining how they are implemented in the 
organisation. Introducing a consistent approach to security, ensuring that all members 
of staff fully understand their own responsibilities. 


• Creating and maintaining within the trust a level of awareness of the need for 
Information Security as an integral part of the day-to-day business. 


• Protecting information assets under the control of the trust. 


8. Contracts of Employment 
Staff security and vetting requirements shall be addressed at the recruitment stage and all 
contracts of employment, placement agreements, secondments, and honorary contracts shall 
contain an appropriate confidentiality clause. 


Information security expectations of staff shall be included within appropriate job definitions 
and descriptions. 


9. Starters, Movers, and Leavers 
The trust will implement processes to ensure staff who leave the trust, or move to a different 
role, shall have their access to systems and premises removed, or in the case of staff moving 
to a different team, access to system, data and premises shall be reviewed. 







10. Supplier contracts  
The trust will implement processes to ensure that suppliers of digital services, or products 
have the appropriate contractual clauses and that the contact clearly sets out the expected 
standards and responsibilities of the trust and the supplier. 


11. Access Controls 
Access to information shall be restricted to users who have an authorised business need to 
access the information and as approved by the relevant Information Asset Owner (IAO). 


12. Computer and Application Access Controls 
Access to data, system utilities and program source libraries shall be controlled and restricted 
to those authorised users who have a legitimate business need e.g., systems or database 
administrators. Authorisation to use an application shall depend on the availability of a license 
from the supplier. 


13. Equipment Security 
In order to minimise loss of, or damage to, all assets, mobile devices, and removable media, 
Digital Services shall ensure that all electronic equipment and assets shall be; identified, 
registered and physically protected from threats and environmental hazards. 


14. Encryption 
The trust will implement controls to ensure that personal data, and sensitive corporate 
information is both encryption in transit and when at rest. This includes encryption on any PCs, 
laptops, removable media (memory stick, CD, etc), mobile phone, or tablet. 


The trust’s minimum standard is 256 bit encryption. 


The trust will implement data in transit encryption via TLS protocol 1.2 or better using 
algorithms as recommended by the National Cyber Security Centre 
https://www.ncsc.gov.uk/guidance/using-tls-to-protect-data  


Data at rest will be encrypted to 256 AES or similar. 


When using email, to send personal data, and sensitive corporate information the trust will 
ensure that it is via end to end encryption (NHSmail to other NHS certified domains). Where 
this is not possible Egress encryption functionality within NHSmail will be used. 


15. Application Security 
All applications must implement the controls noted within the Trusts Architecture Standards 
for Business and Clinical applications. 


16. Computer and Network Procedures 
Management of computers and networks shall be controlled through standard documented 
procedures. This will also require agreed systems and processes with third party vendors 
working for and on behalf of the trust. 


Laptops and PCs shall be built from a consistent image. 


17. Disposal 
The trust will implement processes to ensure that IT hardware is disposed of in a controlled 
manner in accordance with the Waste Electrical and Electronic Equipment (WEEE) Directive. 
Any third parties engaged will have appropriate accreditation. 



https://www.ncsc.gov.uk/guidance/using-tls-to-protect-data





18. Information Risk Assessment 
All information assets will be identified and assigned an IAO. IAO’s shall ensure that 
information risk assessments are performed at least annually, following guidance from the 
Senior Information Risk Owner (SIRO). IAO’s shall submit the risk assessment results and 
associated mitigation plans to the SIRO for review (see Information Risk Management Policy)  


19. Information Security Events and Weaknesses 
All trust information security events, near misses, and suspected weaknesses are to be 
reported via the trust’s corporate incident reporting processes. All serious incidents shall be 
reported to the trust’s Data Protection Officer. The incident reporting procedures must be 
complied with. 


20. Classification of Sensitive Information 
The trust shall implement appropriate information classifications controls, based upon the 
results of formal risk assessment and guidance contained within the Data Security and 
Protection Toolkit (DSPT) to secure information assets. Further details of the classifications 
controls can be found in the Records Management Policy. 


21. Protection from Malicious Software 
The trust shall deploy software countermeasures and management procedures to protect itself 
against the threat of malicious software. All staff shall be expected to co-operate fully with this 
policy. Users shall not install software on the organisation’s property without approval from 
Digital Services and where applicable, the Information Governance Team. Users breaching 
this requirement may be subject to disciplinary action. 


22. Bluetooth 


Bluetooth shall be disabled by default on all trust PC’s and Laptops unless specifically 
approved by the SIRO. 


23. Removable Media 
Removable media is a data storage media that is designed to be readily inserted and removed 
from a PC or laptop. Removal media allows for copies of data to be transferred to and from 
the device.  


Removable media includes: 


• USB memory stick 


• External hard drives  


• SD cards 


• Floppy disks 


• Mobile phones 


• CDs 


• Digital cameras with internal storage 


• Tablets 


The use of all Removable media requires the approval from Digital Services and the 
Information Governance department before they may be used on trust systems. Users 
breaching this requirement may be subject to disciplinary action. All removable media must 
be encrypted in line with the trust’s encryption standards as set out in this policy. 


Removable media shall not be used to store the sole copy of patient information without 
explicit approval from the SIRO. 







The trust will implement controls to automatically block non whitelisted removable media 
from running on trust laptops and PCs. 


24. Other Computer Peripherals 


Peripherals, also known as auxiliary devices, boost a computer’s abilities with expanded 
functions. There are three kinds of peripherals: input, input/output, and output devices. Some 
common computer peripherals include keyboards, mice, tablet pens, joysticks, 
scanners/printers, monitors, speakers, printers, external hard drives, and media card readers. 
Peripherals connect via USB style connectors. 


The below section details the standard configuration for the trust which applies to both wired 
and wireless devices. Any exemptions require the approval of the SIRO.  


24.1 Keyboards 
Shall be allowed by default. 


24.2 Mice 
Shall be allowed by default. 


24.3 Tablet pens 
Shall be allowed by default. 


24.4 Joysticks, 
Shall be blocked by default. 


24.5 Scanners 
Shall be blocked by default. 


24.6 Monitors, 
Shall be blocked by default. This does not include monitors which connect via HDMI or similar 
video and sound only connections. 


24.7 Speakers 
Shall be blocked by default. 


24.8 Printers 
Shall be blocked by default. 


24.9 External hard drives 
See section 23. 


20.10 Media Card Readers 
Shall be blocked by default unless issued by the trust. 


20.11 Headsets and microphones 
Shall be blocked by default unless issued by the trust. 


20.12 Webcams 
Shall be blocked by default unless issued by the trust. 


20.13 Mobile phones 
Shall be blocked by default but will be allowed to connect in charging only mode. 







20.14 USB port expansion devices/docking stations 
Shall be blocked by default unless issued by the trust. 


25. Monitoring System Access and Use 
An audit trail of system access and staff data use shall be maintained and reviewed on a 
regular basis. The trust will put in place routines to regularly audit compliance with this and 
other policies. In addition, the trust reserves the right to monitor activity where it suspects that 
there has been a breach of policy. The Regulation of Investigatory Powers Act (2000) permits 
monitoring and recording of employees’ electronic communications (including telephone 
communications) for the following reasons:  


• Establishing the existence of facts  


• Investigating or detecting unauthorised use of the system  


• Preventing or detecting crime  


• Ascertaining or demonstrating standards which are achieved or ought to be achieved 
by persons using the system (quality control and training)  


• In the interests of national security  


• Ascertaining compliance with regulatory or self-regulatory practices or procedures 


• Ensuring the effective operation of the system. 


Any monitoring will be undertaken in accordance with the above act and the Human Rights 
Act and any other applicable law. 


26. Accreditation of Information Systems 
The trust shall ensure that all new information systems, applications and networks include a 
System Level Security Policy (SLSP) and are approved by Digital Services  before they 
commence operation. 


27. System Change Control 
Changes to information systems, applications or networks shall be reviewed and approved by 
the Digital Services change management group. 


28. Business Continuity and Disaster Recovery Plans 
The trust will implement a business continuity management system (BCMS) that will be 
aligned to the international standard of best practice (ISO 22301:2012 – Societal security – 
Business continuity management systems - Requirements). 


Business Impact Analysis will be undertaken in all areas of the organisation. Business 
continuity plans will be put into place to ensure the continuity of prioritised activities in the 
event of a significant or major incident. 


The SIRO has a responsibility to ensure that appropriate disaster recovery plans are in place 
for all priority applications, systems and networks and that these plans are reviewed and 
tested on a regular basis. 


29. Training & Awareness 
Data Security and Protection training is mandatory, and all staff are required to complete 
annual on-line Data Security Awareness training. 


Staff who are identified in the trust’s Information Governance Training Needs Analysis are 
required to undertake specialist training relevant to their role. 







30. IG requirements for New Processes, Services, Information 
Systems and Assets 
The IG requirements for new processes, services, information systems and assets must be 
complied with when: 


• A new process is to be established that involves processing of personal data (data 
relating to individuals).  


• Changes are to be made to an existing process that involves the processing of 
personal data; 


• Procuring a new information system which processes personal data, or the licensing 
of a third-party system that hosts and or processes personal data. 


• Introducing any new technology that uses or processes personal data in any way. 


31. Procurement 
The trust will establish processes to ensure that prior to the purchasing of new IT systems, 
IAO who will be responsible for the system seek advice and approval from Digital Services on 
the appropriate standards for system security. 


32. Training Plan 
An Information Governance Training Needs Analysis will be undertaken with Staff affected by 
this document. 


Based on the findings of that analysis appropriate training will be provided to staff as 
necessary. 


33. Review 
Review of this policy will take place every three years or earlier until rescinded or superseded, 
due to legal or National Policy changes.  


The audience of this document should be aware that a physical copy may not be the latest 
version. The latest version, which supersedes all previous versions, is available on Freenet. 


Those to whom this policy applies are responsible for familiarising themselves periodically 
with the latest version. 


 


 


 


 


 


 


 


 


 


 







34. Approval  
This Framework has been reviewed and approved by: 


Version Date  Reviewed / Approved Responsible Person 


0.1 30/05/2022 Review Data Protection Officer 


0.1 30/05/2022 Review Caldicott Guardian  


0.1 30/05/2022 Review and Approval SIRO 


1.0 30/05/2022 Review and Approval Information Governance Group 


1.1 23/03/2023 Review and Approval Information Governance Group 


 


35. Monitoring and Compliance 
This framework and the associated controls: Policies, Protocols, Procedures - will be 
monitored through the Information Governance Group for the trust. The IG risk register will be 
reviewed on a regular basis and additionally in response to any information incident or 
enforcement action by the Information Commissioner’s Office.  


Information Asset Owners, assisted by Information Asset Administrators, will be required to 
routinely review the risks and data flows associated with the information assets utilised to 
fulfil the business functions and activities within their remit. 
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The Health and Safety at Work Act (1974) 


Human Rights Act (1998)  


Regulation of Investigatory Powers Act (2000) 


Freedom of Information Act (2000) 


Health & Social Care Act (2012) 







Appendix 2  Plan for dissemination of policy document 


The Information Security Policy will be explicitly shared with the following staff and groups: 


• SIRO (including deputies) 


• Caldicott Guardian (including deputies) 


• Information Governance Directorate  


• Records Management team 


• Access Request team 


• Information Asset Owners 


• Information Asset Administrators 


• Directors and Heads of Service within the Digital Services Directorate 


 


The Information Security Policy is shared with all staff through the intranet and placed in the 
policy register. 


 







Appendix 3  Equality analysis guidance and tool 


 


 


 


 


 


 







Appendix 4  Flowchart for the creation, and implementation of 
policy document 
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1. Executive summary 
It is important that the Royal Free London NHS Foundation Trust (the ‘trust’) protects and 
safeguards confidential person data, and confidential corporate information that it creates, 
processes and discloses, in order to comply with the law, relevant NHS mandatory 
requirements, and to provide assurance to patients and the public. 


This policy sets out the requirements placed on all of the trust’s employees when accessing, 
using, or sharing confidential information. 


Patients entrust the trust with, or allow the trust to gather sensitive information relating to their 
health and other matters as part of their seeking treatment. They do so in confidence, and 
they have the legitimate expectation that the trust and its employees will respect their privacy 
and act appropriately. In some circumstances patients may lack the competence to extend 
this trust, or may be unconscious, but this does not diminish the duty of confidence.  


It is essential if the legal requirements are to be met and the trust of patients is to be retained 
that the NHS provides, and is seen to provide, a confidential service. What this entails is 
described in more detail in subsequent sections of this policy, but a key guiding principle is 
that a patient’s health records are made by the health service to support that patient’s 
healthcare. 


One consequence of this is that information that can identify individual patients must not be 
used or disclosed for purposes other than healthcare without the individual’s explicit consent, 
some other legal basis, or where there is a robust public interest or legal justification to do so. 
In contrast, anonymised information is not confidential and may be used with relatively few 
constraints. 


2. Policy statement  
The Royal Free London NHS Foundation Trust will take a privacy and data protection by 
design and default approach to all information which it holds. The trust will use risk-based 
methodology for information governance decision making and delivery. 


Staff and patient privacy are at the heart of what the trust does. The trust will only use 
personal data when it is both lawful and ethical to do so. Where the law is unclear, a 
standard may be set, as a matter of policy, which clearly satisfies the legal requirement and 
may exceed some interpretations of the law. 


The intent and outcomes of the trust’s information governance decision making, and delivery 
approach shall be to ensure that the benefits received outweigh the risks the trust will 
accept. 


Where this policy conflicts with other codes of conduct or policies, employees should, in the 
first instance comply with the code of conduct, or policy which provides the higher standard 
of protection of confidentiality. Nothing in this policy forbids the sharing of patient data for life 
threating or serious harm situation unless the patient has explicitly forbidden it and 
understands the risks. 


3. Equality statement 
The trust is committed to creating a positive culture of respect for all individuals including job 
applicants, employees, patients, their families, and carers as well as community partners. 


The intention is, as required by the Equality Act 2010, to identify, remove or minimise 
discriminatory practice in the nine named protected characteristics of age, disability 
(including HIV status), gender reassignment, marriage and civil partnership, pregnancy and 
maternity, race, religion or belief, sex or sexual orientation. It is also intended to use the 
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Human Rights Act 1998 to treat fairly and value equality of opportunity regardless of socio-
economic status, domestic circumstances, employment status, political affiliation, or trade 
union membership, and to promote positive practice and value the diversity of all individuals 
and communities. 


4. Scope 
This policy applies to all staff of the trust. The term trust also includes wholly owned 
subsidiaries, arm’s length bodies or hosted functions of the trust. The same standards apply 
to those working on behalf of the trust whether they are volunteers, students, work 
placements, contractors or temporary employees. 


This policy covers all information held by the trust to which a duty of confidence is owed by 
the trust to another person or organisation. 


5. Introduction 
Patients generally have the right to object to the use and disclosure of confidential 
information that identifies them and need to be made aware of this right. Sometimes, if 
patients choose to prohibit information being disclosed to other health professionals involved 
in providing care, it might mean that the care that can be provided is limited and, in 
extremely rare circumstances, that it is not possible to offer certain treatment options. 


Patients must be informed if their decisions about disclosure have implications for the 
provision of care or treatment. Clinicians cannot usually treat patients safely, nor provide 
continuity of care, without having relevant information about a patient’s condition and medical 
history. 


Employees expect that confidential personal data gathered about them for the purpose of 
employment will not be shared or accessed by other employees whose role does not require 
access to it. Employee confidential personal data does not mean ‘all employment data’, only 
that which is confidential e.g. mandatory and statutory training (MAST) would not generally be 
considered confidential. However the trust would still need to meet the requirements of data 
protection legislation when handling this type of personal data. 


6. Responsibilities 
Detailed information on wider responsibilities regarding information governance and data 
protection can be found in the Information Governance Framework. 


6.1. Trust Board 
The trust board are accountable for all matters relating to confidentiality. 


6.2. Caldicott Guardian 
The Caldicott Guardian is the ethical conscience of the trust. The Caldicott Guardian is 
responsible for advising on procedures governing access to, and the use of, confidential 
personal data and, where appropriate, the transfer of that information to other organisations. 
In addition to the principles developed in the Caldicott reports, the Caldicott Guardian must 
also take account of the codes of conduct provided by professional bodies, and guidance on 
the protection and use of personal data. 


6.3. Senior Information Risk Owner (SIRO) 
The SIRO is expected to understand how the strategic business goals of the organisation 
may be impacted by information risks and will report on these to the Information Governance 
Group and trust board, as appropriate. 
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The SIRO acts as an advocate for the appropriate management of information risks for the 
board and will provide written advice to the Group Chief Executive on the content of the 
Annual Governance Statement in regard to information risks. 


6.4. Data Protection Officer 
Under the Data Protection Act 2018, the trust must appoint a Data Protection Officer (DPO).  


The DPO leads on the provision of expert advice to the trust on all matters concerning 
information rights law, compliance, best practice, and setting and maintaining standards. The 
DPO provides a central point of contact for information rights legislation, both internally and 
with external stakeholders including the office of the Information Commissioner (ICO). 


6.5. Senior Managers 
Senior Managers are responsible for ensuring that this policy and its supporting standards 
and guidelines are built into local processes and that there is on-going compliance within 
their service. They must ensure that any breaches of the policy are reported, investigated, 
and acted upon via the incident reporting process. 


6.6. Director with responsibility for HR 
The Director with responsibility for HR is responsible for ensuring that the contracts of all 
staff (permanent and temporary) are compliant with the requirements of this policy and that 
confidentiality is included in corporate inductions for all staff. 


6.7. All staff 
All staff must adhere to this policy. 


7. Key definitions 
The following key terms are used throughout this policy. Full definitions can be found in 
Appendix 1 Definitions of terms used. 


7.1. Personal Data 
Personal data means any information relating to an identified or identifiable natural person 
(‘data subject’); an identifiable natural person is one who can be identified, directly or 
indirectly, in particular by reference to an identifier such as a name, an identification number, 
location data, an online identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social identity of that natural person. 


7.2. Special category data  
Special category data is personal data which is considered to be more sensitive than other 
types. Special category personal data is defined as data revealing racial or ethnic origin, 
political opinions, religious or philosophical beliefs, or trade union membership, and the 
processing of genetic data, biometric data for the purpose of uniquely identifying a person, 
data concerning health or data concerning a natural person’s sex life or sexual orientation . 
Broadly, special category data is normally considered confidential but is not in all instances. 


7.3. Confidentiality information 
In this policy  


• Confidential patient information includes staff as patients; 


• Confidential staff information includes occupational health and relevant employment 
data; 


• Confidential personal data means any personal data, whether staff or patient, which 
is covered by confidentiality laws. 
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• Confidential corporate information includes any non-personal data covered by 
confidentiality and may include information mentioned in a non-disclosure agreement, 
specifically identified within a contract; and, 


• Confidential information means all information covered by confidentiality. 


8. A duty of confidence 
A duty of confidence arises when one person (e.g. a patient) discloses information to 
another (e.g. a clinician) in circumstances where it is reasonable to expect that the 
information will be held in confidence. A duty of confidence is more widely known as 
common law duty of confidentiality (CLDoC) or confidentiality.  


CLDoC: 


a. is a legal obligation that is derived from case law; 
b. is a requirement established within professional codes of conduct; and, 
c. must be included within NHS employment contracts as a specific requirement linked 


to disciplinary procedures. 


Confidentiality is related to data protection laws (General Data Protection Regulation (UK 
GDPR) and Data Protection Act 2018 (DPA)) but they are not the same thing, although they 
do complement each other. CLDoC is an additional safeguard to the requirements of the UK 
GDPR and DPA. However, unlike data protection legislation, CLDoC continues to apply after 
death and can also cover corporate information. 


9. Conditions for using personal information covered by CLDoC 
Notwithstanding any obligations under data protection legislation, where information is 
covered by CLDoC, one of the following conditions must be met before confidential 
information is accessed, used, or shared. 


9.1. Consent 
Consent is the means by which service users can exercise control over the dissemination of 
their confidential information. Use or disclosure of person identifiable information is normally 
justified by the consent of the service user. For most uses of information, consent may be 
withdrawn. 


Consent under CLDoC is different to consent as a lawful basis for data protection purposes. 


Explicit Consent 
Explicit consent is where a patient has been informed on exactly how their data will be used 
and have agreed to it, or, for corporate information, an authorised representative of the other 
party has given explicit permission for the use of confidential information. 


Explicit consent must be recorded, for example in a consent form where the patient agrees for 
their information to be used for a secondary purpose e.g. research. 


Explicit consent is not normally required from a patient for direct care purposes providing they 
are fully aware of what is happening with their treatment. For example, agreeing to be referred 
to another organisation or attending scans and blood tests. 


Where a service user refuses to consent to a specific disclosure, withdraws consent or is 
incapable of giving consent, this should be documented in their record. 


Implied consent  
Implied consent is where a patient by indirect indication has consented to the sharing or use 
of their personal data. The general principle is that, whilst the patient hasn’t been explicitly 
asked if they consent to their personal data being shared or used, it would be reasonable, 
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under the circumstance, to believe that the patient expects relevant personal data to be shared 
or used and it is reasonable to assume that if explicitly asked, the patient would consent. 


Not every patient’s reasonable expectation will be the same, and a doctor’s reasonable 
expectations of what they believe is reasonable may differ to that of a patient. Just because 
an NHS employee may think the use of personal data is reasonable, this does not mean that 
under CLDoC it is. 


A patient has a legal right to decide how their personal information is used. This is true, even 
when it would have a negative impact on the patient’s care and treatment. 


Example 1 
A doctor during a consultation with a patient tells the patient that they would like to refer them 
to another service. The patient having listened to the reason for the referral agrees to the 
doctor referring them. The patient has not explicitly stated that they want their personal data 
shared; However, the patient will have a reasonable expectation that the doctor will need to 
share ‘relevant’ personal information with the organisation the patient is being referred to in 
order to allow a referral to be made i.e. if the organisation does not know who the patient is, 
does not have their contact details, or information on the reason for referral, they would not 
be able to assess and treat the patient. 


9.2. Best Interests  
Best interest disclosures do not mean where a clinical member of staff believes that 
overriding the choice of a competent patient who has not consented to disclosure of 
confidential personal data is in the best interests of the patient. Disclosure in a patient’s best 
interests means: 


• where an adult is incapable of giving or withholding consent and you believe they are 
a victim of neglect or of emotional or physical abuse, or at risk of suicide; and, 


• where without disclosure you would not be acting in the overall best interests of a child, 
who does not have the understanding to make the decision, and where it is 
impracticable or inappropriate to obtain consent from the person with parental 
responsibility. 


9.3. Public interest 
In all cases of discretionary disclosure in the public interest, the test is whether the release of 
information to protect the interests of a third party exceptionally prevails both over the duty of 
confidence owed to the patient and the public interest in a confidential health care service. 


9.4. Legal obligation 
Some legal obligations set aside the CLDoC, for example receiving a court order from a judge 
or tribunal, or where statutory legislation states certain information must be shared, for 
example safeguarding children and vulnerable adults. The police do not have statutory powers 
to instruct the trust to release confidential personal data. They may, however, make a request 
for information which the trust will assess based on the merits of the case. The police request 
will then follow the steps within ‘public interest’ above. 


Where a statute, court or tribunal imposes a requirement to disclose information, care should 
be taken only to disclose the information required to comply with and fulfil the purpose of the 
law. 


9.5. Section 251 
Section 251 of the National Health Service Act 2006 and its current Regulations, the Health 
Service (Control of Patient Information) Regulations 2002 allows the Secretary of State for 
Health to make regulations to set aside the common law duty of confidence for defined medical 
purposes. In practice, this means the person responsible for the information can disclose 
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confidential patient information without consent to an applicant without being in breach of the 
common law duty of confidence if the requirements of the regulations are met.  


The person responsible for the information must still comply with all other relevant legal 
obligations such as the Data Protection Act 2018 and the Human Rights Act 1998. 


Regulation 2 permits confidential patient information relating to patients referred for the 
diagnosis or treatment of cancer to be processed for the medical purposes set out in the 
regulation. 


Regulation 3 provides specific support for identifiable patient information to be processed to 
diagnose, control or prevent, or recognise trends in, communicable diseases and other risks 
to public health. Regulation 3 applications are managed by Public Health England. 


Regulation 5 can be used to permit processing for a range of medical purposes, broadly 
defined to include ‘preventative medicine, medical diagnosis, medical research, the provision 
of care and treatment and the management of health and adult social care services. 


10. Breaches of policy 
Where appropriate, the trust will take a training and learning approach to breaches of this 
policy with the aim to improve overall confidentiality long term for all patients and staff.  


Serious breaches of this policy with be subject to the trust’s discipline policies and processes 
with sanctions up to and including dismissal. 


See examples in appendix 5. 


11. Criminal offences  
It is a criminal offence under Section 170 (1) of the Data Protection Act 2018 to attempt to 
access personal information which you are not entitled to access, knowingly or recklessly 
obtaining or disclosing personal data without the consent of the trust, to procure the disclosure 
of personal data to another person without the consent of the trust, or after obtaining personal 
data, to retain it without the consent of the trust. 


It is also a criminal offence to use personal data which the trust holds for your own purposes, 
for example accessing a patient record for which you have no legitimate relationship within a 
professional capacity. 


Where appropriate, the trust will refer incidents where it appears an offence has occurred to 
the police or Information Commissioner. 


12. Principles and best practice  
All staff must ensure that the following principles are adhered to: 


• Particular care is needed to ensure that the right to privacy of vulnerable people, 
specifically adults with incapacity and children, is respected and that the duty of 
confidentiality owed to them is fulfilled; 


• Patients and staff must be kept informed in an accessible manner about the uses and 
disclosures of their information. It is important that patients and staff are informed of 
the limitations of confidentiality; 


• Patients and staff should be informed of the circumstances in which they can give, 
withhold or withdraw consent to the use of their confidential personal information; 


• Patients and staff should be given an opportunity to discuss any concerns they may 
have about possible uses of their information; 
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• If a patient or member of staff refuses to consent to disclosure of personal information 
the information cannot be disclosed unless a justification other than consent exists; 


• In general, patients have a right of access to their health records and to any other 
information held on them; 


• Information in the patient record about third parties (other than relevant health 
professionals) should not in generally be disclosed without the consent of the third 
party; 


• Respect for privacy requires a reasonable caution in soliciting the information 
necessary for the care of patients. Patients should not be asked questions which may 
require them to reveal private, sensitive or confidential information in a way which will 
be overheard or inadvertently accessible to others; 


• Confidential information should in general only be requested from or provided to 
patients and staff in an appropriate environment, for example, where others cannot 
overhear. What exactly is appropriate will depend on the nature of the information likely 
to be offered by the patient or staff member; 


• Reasonable steps should be taken to ensure the privacy of the patient or staff member 
in a proportionate manner. Any means of communication of confidential information 
(for example, telephone or email) should ensure privacy; 


• If a member of staff is seeking information from another member of staff, then it should 
only be sought from someone with legitimate access to that information and with the 
authority to disclose it; 


• The identity of any person requesting information, including someone claiming to be a 
member of health and social care staff, should be checked when necessary; 


• Gossiping about confidential staff or patient matters is an improper use of confidential 
information; 


• Care must be taken when discussing cases in public places. Cases may need to be 
discussed with colleagues (for example, to gain advice or share experience) but the 
patient should not be identified unnecessarily, and care must be taken that others do 
not overhear these conversations; 


• Patients and staff must not be deceived or misled as to the purpose or purposes for 
which their information is sought; 


• Staff should reasonably satisfy themselves that confidential information will be kept in 
a manner which is in keeping with high standards of security. 


• The confidential nature of a patient’s information and the ethical obligation on staff to 
respect that confidentiality continue to apply after the death of that patient; 


• Where a competent patient has made an explicit request before their death that the 
confidence be maintained, then the patient’s request should normally be respected; 


• Confidential information must be effectively protected against improper disclosure 
when it is received, stored, transmitted or disposed of; 


• Access to confidential information must be on a need-to-know basis; 


• Disclosure of confidential information must be limited to that purpose for which it is 
required; 


• Recipients of disclosed confidential information must respect that it is given to them in 
confidence; 


• If the decision is taken to disclose confidential information, that decision must be 
justified and documented; and 


• Any concerns about disclosure of information must be discussed with either line 
managers or the Information Governance team. 


13. Disclosing confidential information  
This section provides greater detail on the disclosure of confidential personal data. 
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13.1. The use and disclosure of personal identifiable information for the direct care 
of that patient  


Patients must be informed in a manner that is appropriate to their communication needs what 
information sharing is necessary for their care and the likely extent of the sharing for a 
particular episode of care. 


In emergency situations uses or disclosures may be made, but only the minimum necessary 
information should be used or disclosed to deal with the emergency situation. Review of care 
carried out by members of the care team and those supporting them have sufficient connection 
with that direct care for the sharing of confidential information to be justified on the basis of 
implied consent, provided the individual has been informed.  


Where it is planned to involve staff from other agencies or NHS organisations, this should first 
be discussed with the patient and their explicit consent sought. When other agencies or NHS 
organisations request information about a patient, staff should seek the consent of the patient.  


In situations of on-going need for care and support, the potential benefits of information 
sharing with their informal carers should be discussed with the patient. The confidentiality of 
informal carers should be respected and information about them should not normally be 
disclosed without their consent.  


Where a staff member has dual responsibilities, it is important that they explain to a patient at 
the start of any consultation or assessment in what capacity they are seeing them and the 
purpose of the consultation or assessment 


To ensure that information is only shared with the appropriate people in appropriate 
circumstances, care must be taken to check there is a legal basis for access to the information 
before releasing it. It is important to consider how much confidential information is needed 
before disclosing it and only the minimal amount necessary is disclosed.  


13.2. Decision-making about confidential personal information of adults lacking 
capacity 


If an adult with impaired capacity is able to take part in decision-making then they should be 
provided with an explanation of why it is proposed to use or disclose confidential information 
and their consent sought, including consent to talk to others involved in their care or treatment. 


Where an adult lacks capacity, decisions should in general be made in their best interests. For 
direct care, confidential personal information should not be shared more widely than is strictly 
necessary. For all proposed secondary uses the same principles apply as for adults with 
capacity.  


Information required by statute, court order or a tribunal must be disclosed. Information should 
be disclosed if it is necessary to protect an adult who lacks capacity, or someone else, from 
risk of death or serious harm. 


13.3. Protection of Vulnerable Adults 
Confidentiality is important and information sharing should be proportionate to the risk of harm. 
Some limited information may need to be shared, with consent if possible, in order to decide 
if there is a risk that would justify further disclosures. 


13.4. Decision-making about the personal information of children 
Children have the same rights to privacy as all other persons and there is the same duty of 
confidentiality to them as there is to adults. If a child is able to take part in decision-making, 
then they should be provided with an explanation of why it is proposed to use or disclose 
information. A child’s consent should normally be sought, including consent to talk to parents 
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and others involved in their care or treatment. Where a child is not competent to consent, the 
consent of a parent or person with parental responsibility should be sought. 


For all proposed secondary uses, the same principles apply as for adults. Where a child lacks 
capacity to consent, the consent of a parent or appropriate authority should be sought. 


Information required by statute, court order or a tribunal must be disclosed. Information should 
be disclosed if it is necessary to protect a child, or someone else, from risk of death or serious 
harm.  


13.5. Child protection 
Confidentiality is important and information sharing should be proportionate to the risk of harm. 
Some limited information may need to be shared, with consent if possible, in order to decide 
if there is a risk that would justify further disclosures. 


13.6. Discretionary disclosures in the public interest 
In all cases of discretionary disclosure in the public interest there is no legal obligation to 
disclose, rather whether or not disclosure can be justified depends on balancing the interests 
that are in conflict in each case; for example, protecting a third party from serious harm. It 
needs to be borne in mind that every disclosure is an interference with the patient or staff 
member’s right to privacy, while the benefits of disclosure will often be less certain. While a 
balancing of the patient and staff member’s right to privacy against other rights and interests 
is always difficult, it is usually more easily performed where the conflict is with rights of 
identifiable third parties, such as in child protection, than where there is a conflict with a more 
diffuse public interest such as national security or public health. It is not sufficient that such 
disclosure might serve the protection of such an overriding public interest; rather the test is 
one of ‘strict necessity’ in the specific circumstances of each case. 


In situations involving disclosure to protect overriding rights of third parties, each case must 
be considered on its merits. The test is whether the release of information to protect the 
interests of a third party exceptionally prevails over the duty of confidence owed to the service 
user and the public interest in a confidential health care service. In performing the balancing 
exercise, it is important to remember that there is a substantial public interest in the 
maintenance of confidentiality in health care services and not to construe the balance as being 
between the rights of an individual alone against the public interest. 


Public interest decisions are made by the Caldicott Guardian, Data Protection Officer and 
Senior Information Risk Owner. 


Factors considered when exercising a discretion to disclose in the public interest are: 


• The nature and extent of the proposed disclosure. 


• The importance of the interest that is at risk without disclosure, for example disclosure 
might be more easily justified where the life or integrity (physical or psychological) of a 
third party is at risk. 


• The likelihood of the harm occurring in the individual case, that is, disclosure might be 
justified where there is a high likelihood of harm to the life of another, but not 
necessarily justified where there is a low likelihood of harm. 


• The imminence of the harm, that is, disclosure might be justified where protection of 
the third party requires immediate action, but not where there is no more than a 
possibility that at some future point the service user might pose a threat to another. 


• The existence of an appropriate person to whom disclosure can be considered. 


• The necessity of the disclosure to avert the harm, that is, where there is no reasonable 
possibility of averting the harm without disclosure. 
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• The likelihood that disclosure can avert the harm, which requires that the health or 
social care staff member be satisfied that the harm to the third party or to the public 
interest is sufficiently likely to be averted by disclosure. 


In all instances where judgment is involved, staff are urged to discuss the case with colleagues 
without revealing identifiable details of the patient and, if necessary, to seek legal or other 
specialist advice. When a decision has been reached that disclosure is justified in a particular 
situation, there are requirements for how that disclosure should best be made. Most situations 
where decisions to disclose are reached require good communication with, and support for, 
patients whose confidentiality is to be breached. The member of staff should record in the 
health record or social care record details of all conversations, meetings and appointments 
involved in the decision to disclose or not to disclose. 


Once a decision to disclose has been reached the usual procedure would be as follows: 


• An explanation of the reasons for sharing information should be given in writing to the 
patient and/or people with responsibility for them such as parents. 


• The responsible member of staff should encourage the patient (and/or where 
appropriate, their legal representative) to inform the relevant authority (for example, 
police or social services). If the patient or legal representative agrees, the member of 
staff will require confirmation from the authority that such disclosure has been made. 


• If the patient or their legal representative refuses to act, the responsible member of 
staff should then tell them that they intend to disclose the information to the relevant 
authority or person. The responsible staff member should then inform the authority, 
disclosing only relevant information and make available to the patient or their legal 
representative the information that they have released if this does not prejudice the 
public interest reason for disclosure. 


• Health care staff who decide to disclose confidential personal information (whether or 
not the patient or their legal representative has been informed beforehand) should be 
prepared to explain and justify their decision to the trust if called upon to do so. 


• Ensure that the information disclosed will then be held in accordance with high 
standards of security. 


Exceptions to this normal procedure could be where informing the subject in advance would 
prevent achieving the justified aim of the disclosure and where doing so would put the safety 
of the member of staff or another person at risk 


13.7. The use and disclosure of personal identifiable information for other purposes 
Consent is not required where there is a statutory obligation to disclose, or a discretionary 
disclosure is justified in the public interest. Where a statute, court or tribunal imposes a 
requirement to disclose information, care should be taken only to disclose the information 
required to comply with and fulfil the purpose of the law. 


In all cases of discretionary disclosure in the public interest the test is whether the release of 
information to protect the interests of a third party exceptionally prevails both over the duty of 
confidence owed to the service user and the public interest in a confidential health and social 
care service. 


13.8. The use and disclosure of confidential personal information for purposes of not 
directly related to care of that service user (secondary uses) 


When the proposed use or disclosure relates to health and social care but is not directly for 
the care of that patient, the explicit consent of that service user is usually required, unless the 
information is in an unidentifiable form. 
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The following principles for good practice should be followed when considering use and 
disclosure of confidential identifiable information for secondary purposes: 


• When seeking confidential personal information for purposes other than direct care, 
this should be anonymised or pseudonymised data; 


• All organisations seeking to use confidential personal information should provide 
information to patients describing the information they want to use, why they need it 
and the choices patients have; 


• Any proposed use of confidential personal information must be for some clear general 
good or for the clear benefit of patients. That is, there must be a clear public interest 
involved; 


• Patients should be involved in the development of any project involving the use of 
confidential personal information and the associated policies; 


• Where a trust has a direct relationship with a patient it should be aiming to implement 
procedures for obtaining the express consent of the patient. For all proposed research 
uses of confidential personal information, the express consent of the service user 
should normally be sought; 


• Where consent is being sought this should be by health care staff who have a direct 
relationship with the individual service user; 


• The trust must not use confidential personal information for secondary uses where a 
patient has opted out by specifically refusing consent or registered with the national 
data opt out; and, 


• Where data is to be disclosed only in aggregate form the potential identification of 
individuals from small numbers should be considered and appropriate protections 
applied. 


14. Working away from the office environment 
There will be times when staff may need to work from another location or whilst travelling. This 
means that these staff may need to carry trust information with them which could be 
confidential in nature e.g. on a laptop, USB stick or paper documents. Please refer to the 
Mobile Devices and Remote Access Policy, and Remote Working Guidance for further 
information. 


15. Maintaining the confidentiality of information after a patient’s 
death 


The confidential nature of a patient’s information and the ethical obligation on health care staff 
to respect that confidentiality continue to apply after the death of that service user; However, 
just as in life, the duty to maintain confidentiality after death is not absolute but is subject to 
ethical and legal limitations. Even though the patient can no longer be harmed there is still a 
public interest in the maintenance of confidentiality after death.  


Disclosure of information after the death of a patient might also be an infringement of the right 
to private life of people associated with the patient. 


Before they die, a competent patient can give or withhold consent to disclosure after their 
death and such wishes should be respected e.g. restricting certain information from family 
members. In particular, where a competent patient has made an explicit request before their 
death that their confidence be maintained, then the patient’s request should normally be 
respected. In relation to Freedom of Information Act requests, the Information Commissioner 
advises that where a duty of confidence arises, exemption from such a request will continue 
to apply after the death of the person concerned. 
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16. Information Security  
Information security is fundamental to confidentiality. Storing, sending and accessing 
confidential information must be done in a safe and secure way in line with the trust’s 
Information Security Policy. 


17. Training and awareness 
Data Security and Protection training is mandatory, and all staff are required to complete 
annual online Data Security Awareness training.  


Staff who are identified in the trust’s Information Governance Training Needs Analysis are 
required to undertake specialist training relevant to their role. 


18. Review 


Review will take place every three years or earlier until rescinded or superseded, due to legal 
or national policy changes.  


The audience of this document should be aware that a physical copy may not be the latest 
version. The latest version, which supersedes all previous versions, is available on Freenet. 


Those to whom this policy applies are responsible for familiarising themselves periodically with 
the latest version. 


19. Approval  
This Framework has been reviewed and approved by: 


Version Date  Reviewed / Approved Responsible Person 


1.0 30/05/2022 Review Data Protection Officer 


1.0 30/05/2022 Review Caldicott Guardian  


1.0 30/05/2022 Review and Approval SIRO 


1.0 30/05/2022 Review and Approval Information Governance Group 


 


20. Monitoring and Compliance 
This policy and the associated controls: Policies, Protocols, Procedures - will be monitored 
through the Information Governance Group for the trust. The IG risk register will be reviewed 
on a regular basis and additionally in response to any information incident or enforcement 
action by the Information Commissioner’s Office.  


Information Asset Owners, assisted by Information Asset Administrators, will be required to 
routinely review the risks and data flows associated with the information assets utilised to fulfil 
the business functions and activities within their remit. 
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Appendix 1  Definitions of terms used 


See IG Framework Appendix 1 for Definitions of terms used. 


Appendix 2  Equality analysis guidance and tool 
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Appendix 3  Plan for dissemination of policy document 


The Confidentiality policy shared with all staff through the intranet and placed in the policy 
register. The policy will be mentioned in the trust’s mandatory Information Governance 
training. 


Previous confidentiality policies will be withdrawn. 


Appendix 4  Flowchart for the creation, and implementation of 
policy document 


 


Review by Data Protection Officer 


 


Review by Caldicott Guardian 


 


Review by Senior Information Risk Owner 


 


Approval by Senior Information Risk Owner 


 


Approval by Information Governance Group  


 


Publication on Freenet 


 


Notification to staff 


 


Annual Review 


 


Change Made 


 


 


 


 


  


No Yes 


Approval by Information 
Governance Group 
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Appendix 5 Policy Breaches 
Below is a list of examples which constitute a breach of this policy. Breaches of this policy 
must be reported via the incident reporting process. The examples provided are not an 
exhaustive list. 


The following are explicitly forbidden: 


• Accessing a patient record where you have no legitimate relationship with the patient 
(e.g. not part of the patient’s care team). Accessing includes undertaking searches to 
establish whether the patient is currently or has ever been a patient. Detailed 
examples of this type of breach include: 


o Accessing another employee’s patient record where you have no legitimate 
reason to do so, for example, not being part of their care team. It is still a 
breach of this policy to access a staff member’s patient record even if they 
have given you permission to do so but you are not part of their care team; 


o Accessing a family member or friend’s patient record where you have no 
legitimate reason to do so, for example, not being part of their care team. It is 
still a breach of this policy to access a family member’s patient record even if 
they have given you permission to do so but you are not part of their care team; 


o Accessing another employee’s family member or friend’s patient record where 
you have no legitimate reason to do so, for example, being part of their care 
team. It is still a breach of this policy to access another staff member’s family 
member or friend’s patient record even if they have given you permission to 
do so but you are not part of their care team; 


• Accessing your own patient record is explicitly forbidden. For details on how to lawfully 
access your own personal information see the trust’s privacy notice on freenet; 


• Verbally or via electronic communications, discussing the care of an employee with 
anyone not involved with the care and treatment of that employee; 


• Verbally or via electronic communications, discussing the care of a staff member’s 
family members or friends with anyone not involved with the patient’s care and 
treatment, including their family members who may be clinical staff; 


• Sharing of passwords; 


• Sharing of smartcards; 


• Unauthorised access to trust systems either by staff or a third party. 


• Unauthorised access to confidential information where the member of staff does not 
have a need to know, this includes patient information, employee data, and corporate 
data; 


• Disclosure of confidential information to a third party where there is no justification, 
and you have concerns that it is not in accordance with the Data Protection Act and 
NHS Code of Confidentiality. 


• Sending person-identifiable or confidential information in a way that breaches 
confidentiality. Examples include: 


o Using nonsecure email 
o Using Dropbox, Google Cloud, or other non-approved cloud hosted storage 


platforms 
o Using non encrypted removable media 
o Emailing confidential information to the wrong patient or email address 


belonging to another individual 


• Leaving confidential information lying around in a public area or in areas where 
employees who do not need access are likely to be able to view the information. 


• Leaving confidential information in an unlocked area or storage 


• Leaving confidential information unsecure  


• Leaving smartcards unattended in PCs or laptops  


• Theft or loss confidential information. 
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• Disposal of confidential information in a way that breaches confidentiality. Examples 
include: 


o Putting paper based confidential information in general waste bin rather than 
a designated confidential waste bin 


o Disposing of, or reusing of electronic equipment which has not undergone data 
sanitation  


Appendix 6  References 


 


78051-DoH-NHS Code-Practice (publishing.service.gov.uk) 


Code of Practice on Protecting the Confidentiality of Service User Information edited by Denise 
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NHS England - Confidentiality Policy 
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2.6.1 	Paperless RR and RRPM Outsourcing


PROCEDURE











			


			PURPOSE


· This procedure describes the processes involved for the Hub to review and action the electronic HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ as produced by the BSO when outsourcing RR and RRPM Letters 


· For the related work instructions, see:


· WI3.6.3 ‘Preparation and Outsourcing of RR & RRPM’


· WI3.6.4 ‘SMSTA Processing of RR & RRPM Letters’


· WI3.6.5 ‘Merging Letters on the Prism Client’


· WI3.6.6 ‘Saving and Audit of the RR & RRPM Synertec Reports’





			


			RESPONSIBLE PERSONS


· Scheduling Officers 


· Office Manager  


· Assistant Service Manager 


· Service Manager








			


			REQUIRED ITEMS


· HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’


· Outsourcing folder: W:\BreastScreening\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)\01 - Prepped (pending outsourcing)


· Synertec inbox: rf.synertec@nhs.net


· Processed Document Report


· Job Object Report















Procedure 2.6.1: Paperless RR and RRPM OutsourcingThe Clinical Service will send the RR and RRPM outsourcing paperwork to the Hub (See WI3.6.3 ‘Preparation and Outsourcing of RR and RRPM’)


**Emails received after 2pm, or after 12pm on monthly Audit Half Days, will be processed/outsourced the following day**














The Hub will save the outsourcing paperwork to a newly created subfolder in the following location:


W:\BreastScreening\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)\01 - Prepped (pending outsourcing)











The Hub will run the SASP4 Report (See WI3.6.3 ‘Preparation and Outsourcing of RR and RRPM’)






Investigate and escalate any discrepancies to Synertec to resolve


Hub Management will audit the routine recall result letters for the clinical service ensuring the outsourced document totals on the ‘Job Object Report’ and ‘Processed Documents Report’ match the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ (See WI3.6.6 ‘Saving and Audit of the RR/RRPM Synertec Reports’)


Escalate any discrepancies to Hub management, proceed as advised and document in the Discrepancy section on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’


The HUB will obtain the 'Job Objects Report from the Synertec Inbox on the next working day and ensure the Job Objects Report total tallies with the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’


If the email containing the ‘Job Objects Report’ is not received within 24HRS, escalate to the Senior Manager to investigate


The HUB will obtain the Processed Document Report from the Synertec Inbox by COP on the day of outsourcing (rf.synertec@nhs.net) and ensure the Processed Document Report total tallies with the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ (See WI3.6.6 ‘Saving and Audit of the RR/RRPM Synertec Reports’)


The Hub will merge the letters on the Prism Client (See WI3.6.5 ‘Merging Letters on the Prism Client’)


The Hub will identify and print the RR and RRPM letters on SMSTA for each clinic and update the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ (See WI3.6.4 ‘SMSTA Processing of RR and RRPM Letters’)


The Hub will identify both the individual RR and RRPM figures and total results (RR and RRPM combined) from the SASP4 Report and update the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’
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2.6.2 	Paperlight RR Outsourcing Flowchart


PROCEDURE








			


			SUMMARY





			


			This procedure describes the process of outsourcing Routine Recall Letters from the Clinical Service





			


			RESPONSIBLE PERSONS





			


			· HUB Scheduling Team


· Team Leader





			


			REQUIRED ITEMS





			


			· HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’


· Clinic Control Sheet


· SASP4 Form


· Clinic Paperwork


· Synertec Process Report












Procedure 2.6.2: Paper Light RR Outsourcing Flowchart1. RR/RRPM Outsourcing Paperwork Preparation – Clinical Service and Hub Responsibility


2. 





1.1. The Clinical Service will:


· Complete the following sections on the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’:


· Clinical Service


· Date emailed to Hub


· Clinic Code(s) and Date(s)


· Email the film reading summary and the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’ to the RR Outsourcing inbox: rf-tr.huboutsourcing@nhs.net by 2pm. 


**Emails received after 2pm will be processed/outsourced the following day**


1.2. The Hub will: 


· Check the inbox daily 


· Save the clinic paperwork and excel audit sheet to the following location:


(\\bcfhcc20-97\Users\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)\) -> create subfolder for relevant service and date (i.e. EBA 10.06.2023)


1.3 Confirm all paperwork has been saved and accounted for from step 1.2 


1.4 Tick column C on the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’ to confirm each clinic code/date has been received and move the subfolder to the following location:


S:\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)\01 - Prepped (pending outsourcing)





1.3. Categorise the email in HUB RROUTSOURCING inbox as ‘SAVED’ and by whom. 


1.4. Move the email to the relevant service’s sub folder.
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2. 


2.1. Run and save the SASP4 report for each clinic listed on the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’


2.2. On the NBSS Main Menu, search ‘SASP4’ in the Menu code.


2.3. Complete the following report parameters within the SASP4 window:


· Clinic code 


· Clinic from and to date


· Select ‘Woman to include’ and move over all options to the right


· Select ‘Appointment order’ and change to ‘Final action’ 





[image: ]





2.4. Preview the report and save into the subfolder created in Step 1.2


S:\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)\01 - Prepped (pending outsourcing)





2. Running the SASP4 Report – Hub responsibility





· 


3.1 The Hub will identify figures for RR and RRPM for the following from the service’s film reading summary and electronically update each clinic on the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’


· Column A - Film Reading Summary (routine recall clients)


· Column B - No. High Risk and other exceptions e.g. letter printed by service in house


[bookmark: _Hlk137312671]3. Pre-outsourcing Audit – Film reading – Hub responsibility





	








4. Pre-outsourcing Audit – SASP4 – Hub responsibility





3. 


3. 


4.1 The Hub will identify both the individual RR and RRPM figures and total Results (RR and RRPM combined) from the SASP4 form created in section 2 as follows:


· RR = Total finalised minus exclusions (i.e. finalised assessment, finalised technical recalls and RRPM)


· All RRs should be finalised.


· If the Assessment, technical recalls ‘Film status’ column is not marked as ‘Finalised’ then do not be minus from the ‘Total finalised’ figure. 


· RRPM = ‘Partial Mammography’ column ‘Yes’


· All RRPM should be finalised


4.2 Electronically update Column B –‘SASP4’ for each clinic on the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’
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4. 


5. 


5 


5.1 The Hub will identify the RR and RRPM figures waiting to be printed from SMSTA for each clinic 


5.2 From NBSS Main Menu, search ‘SMSTA’ in the Menu code.


5.3 Complete the following parameters when the SMSTA window appears:


· Letter type: ‘RRPM’ 


· Further selection: ‘Clinic’


· Clinic code: As per HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’


· Clinic from Date = Clinic To Date: As per HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’


· Select Printer: to MMDBRST


· Find and make a note of the figure at the bottom of the SMSTA window showing the number of letters waiting to be printed


5.4 [bookmark: _Hlk133997117]Electronically update Column D (SMSTA) on the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’


5.5 In the SMSTA window, change ‘Letter Type’ to RR and repeat steps 5.2 – 5.4


5.6 Cross check all figures in the ‘Film Reading Summary’, ‘SASP4’ and ‘SMSTA’ against the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’ to ensure there are no discrepancies


· If there is a discrepancy, escalate to management/service to investigate and electronically update the Discrepancies column on the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’.


· If no discrepancy, print all letters within the SMSTA window and electronically tick ‘RRPM printed’ and ‘RR Printed’ columns on the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’.















































6. 


6 


6.1 Open the Prism client App


6.2 Go to Jobs on Hold


6.3 Ensure the ‘NEGRES’ row ‘Documents Holding’ column is equal to the automatically calculated ‘Total Letter’ Figure’ from the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’.


· If there is a discrepancy, escalate to management/service to investigate 


· If no discrepancy, proceed to merge as follows:
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6.4 Select NEGRES 


6.5 Select EasyMerge 


6.6 Select ‘NEGRES’


6.7 Select Merge


6.8 Tick the Prism Cross Checked and Merged box at the bottom of the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’





6. Merging Letters – Prism - Hub responsibility



















































7. Synertec Process Report - Hub responsibility





7. 


7 


1. 


2. 


3. 


4. 


5. 


6. 


1. 


2. 


3. 


4. 


5. 


6. 


7. 


7.1. The HUB will obtain the processed document report from the Synertec Inbox by COP on the day of outsourcing (rf.synertec@nhs.net) 


7.2. Save the report to the S drive folder alongside the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’ to the following location: 


S:\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)


7.3. Tick the ‘Process report Saved’ column on the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’


7.4. Check that the Processed Document Report total tallies with the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’


7.5. Escalate any discrepancies to Hub management and proceed as advised. 


7.6. Document any discrepancies in the Discrepancy section on the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’








8. Synertec Job Objects Report (Invoice Reconciliation) - Hub responsibility








8. 


8 


7. 


8. 


9. 


10. 


11. 


12. 


13. 


14. 


14.1. The HUB will obtain the job object report from the Synertec Inbox on the next working day, (rf.synertec@nhs.net) 


14.2. Save the report to the following location:


S drive folder alongside HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’- : S:\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)


14.3. Tick the ‘Job object saved’ column on the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’


14.4. Check that the Job object Report total tallies with the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’


14.5. Escalate any discrepancies to Hub management and proceed as advised. 


14.6. Document any discrepancies in the Discrepancy section on the HUB-F7 ‘RR/RRPM Outsourcing Audit Sheet’
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WI 3.6.2 – DNA1OP Outsourcing (v2)


WORK INSTRUCTION














	











			Author/s:


			Oonagh McNulty 





			Version, Issue date:


			[bookmark: _GoBack]Version 1.0, TBC





			Approved by:


			Pending Review





			Date Approved:
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			Review date:
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			1.0





			PURPOSE


This work instruction covers the following tasks undertaken to outsourcing of DNA  letters for one clinical service:


· Ensuring the clinic dates to outsource are correct


· Completing Audit Sheet


· Printing from SMSTA Print queue


· Viewing Prism Client





			2.0





			RESPONSIBLE PERSONS


· Scheduling Officers 


· Scheduling Team Leader


· Office Manager  


· Assistant Service Manager 


· Service Manager








			3.0


			REQUIRED ITEMS


· NBSS


· PRISM


· NL – F15A Audit Sheet








			4.0


			WORK INSTRUCTIONS








			4.1
































			Check the DNA listing to see which dates to outsource and on what day.





			Date to Outsource


			Days to Outsource





			Monday


			Previous Wednesday





			Tuesday


			Previous Thursday





			Wednesday


			Previous Friday and Saturday





			Thursday


			Previous Sunday and Monday 





			Friday


			Previous Tuesday














			


















































4.2


			












































On (FBH, FLO, ECX,GCA,HWA,EBA) NBSS select ‘SMSTA’.  Follow numbered instructions below


a. Enter ‘DNA1OP’





b. Type ‘Waiting to be printed’











 [image: ]e. Click ‘Find’


d. Select ‘MMDBRST printer’


c. Enter ‘NO’

















			4.3


			A list of all DNA1OP letters holding for all clinics will show. Please see below.


b. Clinic Date


a. Clinic Code











[image: ]




















			4.4b. Enter ‘clinic code’ under site





			Enter all clinic codes holding onto in the ‘site’ column on the ‘DNA Outsourcing Check list’ form located in each service DNA Outsourcing folder.  Please see below.





  [image: ]a. Enter todays date 





c. Enter ‘clinic date’ 




















			4.5


			a. Individually enter each clinic on SMSTA by completing the highlighted fields below on SMSTA.  





    [image: ]





 b. Click ‘Name to check the duplicate name





 c. Click ‘Print screen’ and attach to the DNA Outsourcing sheet.

















			4.7


			MMDBRST Printer.  Click Print all letters





[image: ]








			4.8


			Write the number of letters printed for each clinic in the ‘No Sent’ column on the DNA Outsourcing Sheet.





[image: ]1. Enter number of letters printed 





2.  Enter Name and Date  











Repeat process 4.1 – 4.8 for all clinics to outsource.








			4.9


			Launch ‘PRISM CLIENT’.  Click ‘jobs on hold’





[image: ]

















			5.0


			Double Click ‘BRST DNA’ to show total letters holding





[image: ]








			5.1


			A breakdown of all letters by clinic sent to MMDBRST printer will appear





[image: ]








			5.2


			Tick against the ‘no sent’ column on DNA Outsourcing form to confirm letters tally with letters received to the PRISM client system.











			5.3


			Once all details tally.  Click ‘close’


[image: ]








			5.4


			Click ‘EasyMerge’


[image: ]








			5.5


			Click ‘BRST_DNA’





[image: ]





			5.6


			Click ‘Merge’





[image: ]








			5.7


			Await 2 reports from Synertec which will be received by email.  


1. Processed report       2. Job Object








			5.8


			Save the reports in ‘S’ drive to the relevant service folder.


S:\NLBSS\_ Call Centre_\Outsourcing








			5.9


			The final ‘Job Object’ report will be received the following day.








			6.0


			Attach print screen to the DNA Outsourcing form and add to the DNA outsourcing folder.
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			1.0





			PURPOSE





			1.1


			When the scheduling team appoint clients up to 6 weeks in advance, the associated appointment letters are not printed immediately after appointing.





Instead, the letters are held on the NBSS SMSTA waiting to printed queue. 





On a daily basis, letters for appointments in 4 weeks’ time are sent for printing from the NBSS SMSTA queue. The letters are outsourced to Synertec, an external provider who prints and posts the letters on behalf of the Hub.











			2.0





			RESPONSIBLE PERSONS





			2.1


			· Assistant Service Manager 


· Scheduling Manager 


· Lead Scheduling Officer 


· Scheduling Officer(s) 











			3.0





			REQUIRED ITEMS





			3.1


			· NBSS SMSTA window


· Prism Client


· CALREC & DNA1FI Outsourcing Audit form













































































			4.0





			WORK INSTRUCTIONS





			4.1


			At the beginning of each working week, you need to print a new “CALREC & DNA1FI Outsourcing Audit Sheet” form on relevant coloured paper.





The audit sheet template forms are located within the “5 - Outsourcing” subfolder of the Scheduling folder on the shared drive as shown below:





S:\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 – Outsourcing
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			4.2


			On the printed audit form, you will need to write the following:





· W/C – enter current weeks start date 


           


· Appt Date – enter dates for 4 weeks times. 


                  


NOTE: For Friday, you should enter Sunday’s date to account for the weekend 


	


· Date to Send – enter dates for each day of the current week 





Example:





For w/c 5th February 2018.





			


Appointment Date





			5/3


			6/3


			7/3


			8/3


			11/3





			


Date to Send





			5/2


			6/2


			7/2


			8/3


			9/2
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			4.3


			Access the relevant service’s NBSS main menu and in the menu navigator, enter ‘SMSTA’ to open an SMSTA window.
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			4.4


			First you will print/outsource the BOOK & Awaiting Reprint letters 





For BOOK letters, enter the following in the SMSTA window and click the Find button:





· Letter Type – BOOK





· Further Selection – Created on Date 





· Status – Waiting to be printed





· To Date – Enter the corresponding “Appt Date” from the audit form





*** The “From Date” field should be left BLANK and the “To Date” field should be filled in with the date from the audit sheet (4 weeks from today); this will enable a sweep of all letters to be done ***





Change the printer to MMDBRST, if required. 





[image: ]





The BOOK letters needing to be printed will be listed in the SMSTA window print queue (highlighted below). If there are no letters to be printed, a pop up will appear stating “no records found”. 








 [image: ]





Check the letters for any duplicate BOOK letter entries and delete any duplicates (there may be duplicates if a call agent has in error generated BOOK letter twice when rebooking a client’s appointment).





At the bottom of the SMSTA window, you can see the number of BOOK letters to be printed.





Example: [image: ]





Record the number shown to be printed under the corresponding day on the Audit Sheet form.





Click the [image: ] button to send the letters to the MMDBRST printer.





			4.5


			For AWAITING REPRINT letters, enter the following in the SMSTA window and click the Find button:





· Letter Type – ALL





· Further Selection – Created on Date





· Status – Awaiting Reprint





· To Date – Enter the corresponding “Appt Date” from the audit form





*** The “From Date” field should be left BLANK and the “To Date” field should be filled in with the date from the audit sheet (4 weeks from today); this will enable a sweep of all letters to be done ***





The awaiting letters needing to be printed will be listed in the SMSTA window print queue (highlighted below). If there are no letters to be printed, a pop up will appear stating “no records found”. 





*** Escalate to management if there any Assessment or High Risk letters in the print queue ***








 [image: ]





Change the printer to MMDBRST, if required.





[image: ]





At the bottom of the SMSTA window, you can see the number of letters (all letter types) awaiting to be re-printed.





Example: [image: ]





Record the number shown to be printed under the corresponding day on the Audit Sheet form.





Click the [image: ] button to send the letters to the MMDBRST printer.











			4.6


			Next you will outsource the REBOKS letters.





To do this, enter the following in the SMSTA window and click the Find button:





· Letter Type – REBOKS





· Further Selection – Created on Date





· Status – Waiting to be printed





· To Date – Enter the corresponding “Appt Date” from the audit form





*** The “From Date” field should be left BLANK and the “To Date” field should be filled in with the date from the audit sheet (4 weeks from today); this will enable a sweep of all letters to be done ***





[image: ]





The REBOKS letters needing to be printed will be listed in the SMSTA window print queue (highlighted below). If there are no letters to be printed, a pop up will appear stating “no records found”. 





 [image: ]





Change the printer to MMDBRST, if required.


[image: ]





At the bottom of the SMSTA window, you can see the number of REBOKS letters to be printed.


Example: [image: ]





Record the number shown to be printed under the corresponding day on the Audit Sheet form.





Click the [image: ] button to send the letters to the MMDBRST printer





			4.7


			Next you will print/outsource the CALREC letters.





To do this, enter the following in the SMSTA window and click the Find button:





· Letter Type – CALREC 





· Further Selection – Clinic





· Clinic Code – as per audit sheet





· Status – Waiting to be printed





· To Date – Enter the corresponding “Appt Date” from the audit form





*** The “From Date” field should be left BLANK and the “To Date” field should be filled in with the date from the audit sheet (4 weeks from today); this will enable a sweep of all letters to be done ***
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			4.8


			At the bottom of the SMSTA window, you can see the number of CALREC letters to be printed for that particular clinic code.





Example: [image: ]





Record the number shown to be printed under the corresponding day on the Audit Sheet form.





Example: [image: ]














			4.9


			Click the [image: ] button to send the letters to the MMDBRST printer.














			5.0


			Repeat steps 4.7 to 5.0 for each clinic code on the outsourcing audit form.
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			5.1


			Calculate the total number of CALREC letters printed and write this on the outsourcing audit form under the corresponding day of outsourcing.
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			5.2


			Finally you will print/outsource the DNA1FI letters.





To do this, enter the following in the SMSTA window and click the Find button:





· Letter Type – DNA1FI 





· Further Selection – Clinic





· Clinic Code – as per audit sheet


	


· Status – Waiting to be printed





· To Date – Enter the corresponding “Appt Date” from the audit form





*** The “From Date” field should be left BLANK and the “To Date” field should be filled in with the date from the audit sheet (4 weeks from today); this will enable a sweep of all letters to be done ***
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			5.3


			At the bottom of the SMSTA window, you can see the number of DNA1FI letters to be printed for that particular clinic code.





Example: [image: ]





Record the number shown to be printed under the corresponding day on the Audit Sheet form.





Example: [image: ]














			5.4


			Click the [image: ] button to send the letters to the MMDBRST printer.














			5.5


			Repeat steps 5.3 to 5.5 for each clinic code on the outsourcing audit form.





[image: ]












































			5.6


			Calculate the total number of DNA1FI letters printed and write this on the outsourcing audit form under the corresponding day of outsourcing.





[image: ]











			5.7


			Complete the ACTUAL Date Sent and SENT BY sections of the audit form.











			5.8


			All the letters printed to MMDBRST are added to a list of Jobs on Hold on the Prism Client application and require merging before they are processed by Synertec.





To do this navigate to the your start menu or desktop and open Prism Client
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			5.9


			The Prism Client window will open.





Click “Jobs on Hold” to show a list of letter types.
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			6.0


			The awaiting reprint (REBOKS letter type only) and REBOKS letters that were printed to MMDBRST will appear under the REBOKS template on PRISM client.











			6.1


			Double click REBOKS to show a breakdown of these letters.











			6.2


			Check that the numbers of REBOKS letters on the “Holding Files” Prism Client screen matches the expected number of REBOKS letter.





*** If there is a discrepancy with the numbers investigate and escalate to a  Team Leader / Manager ***























			6.3


			If the numbers match, close the “Holding Files” window. 





Highlight REBOKS under Document Type and click the EasyMerge button.





[image: ]











			6.4


			A “Choose EasyMerge” window will appear.





Select REBOKS template and click the Merge button.





[image: ]





			6.5


			The awaiting reprint (CALREC & DNA1FI letter types), BOOK, CALREC and DNA1FI letters that were printed to MMDBRST will appear under the CALREC template on PRISM client.











			6.6


			Double click CALREC to show a breakdown of these letters.











			6.7


			Check and confirm that each CALREC and DNA1FI letter print job is showing on the “Holding Files” Prism Client screen; if so tick the corresponding Prism Check box on the outsourcing audit form.





[image: ] 





*** If there is a discrepancy with the numbers investigate and escalate to a  Team Leader / Manager ***











			6.8


			If the numbers match, close the “Holding Files” window. 





Highlight CALREC under Document Type and click the EasyMerge button.











			6.9


			A “Choose EasyMerge” window will appear.





Select CALREC template and click the Merge button.





















































			7.0


			Wait for a few moments, click the Refresh button if required, and wait for the jobs on hold queue to clear with 0 documents holding.
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			7.1


			The next step is to save the processed document reports that are received from Synertec via email.





On the shared drive (…….\=Scheduling=\5 - Outsourcing) there is a folder for each day of outsourcing. Within this folder is a folder for each service.





Save a copy of the PROCESSED DOCUMENT PDF reports received from Synertec.





Rename the files according to what they contain (example below) and confirm that they state the expected number of documents processed.





Also save the corresponding JOB OBJECT reports.
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APPENDIX 2


Staff Acknowledgement Form


By signing the below, you hereby confirm that you have received a copy, read and understood the information contained in this work instruction. 


			Employee 


Name 


			WI Version No.


			Employee 


Signature


			Date 


Signed
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WI 3.6.3 	Preparation and Outsourcing for RR and RRPM 


WORK INSTRUCTION








			


			PURPOSE


· This work instruction covers the tasks undertaken for the Hub to:


· [bookmark: _Hlk148950536]Review and action the electronic HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ as produced by the BSO


· Cross check against the SASP4 Report 


· For the related procedure, see 2.6.1 ‘Paperless RR and RRPM Outsourcing’








			





			RESPONSIBLE PERSONS


· Scheduling Officers 


· Office Manager  


· Assistant Service Manager 


· Service Manager








			





			REQUIRED ITEMS


· RR Outsourcing Inbox: mailto:rf-tr.huboutsourcing@nhs.net


· HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ 


· SASP4 Report











	






			[bookmark: _Hlk149048239]1.0


			[bookmark: _Hlk149046591]RR/RRPM Outsourcing Paperwork Preparation – Clinical Service Responsibility





			1.1


			The Clinical Service will complete the following sections on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’:


· Clinical Service


· Date emailed to Hub


· Clinic Code(s)


· Clinic Date(s)


· Section A: Film Reading Summary- Routine Recalls


· Section B: Film Reading Summary- Exceptions


[image: ]





			1.2


			The Clinical Service will email the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ to the RR Outsourcing inbox (mailto:rf-tr.huboutsourcing@nhs.net) by 2pm. 


**Emails received after 2pm, or after 12pm on monthly Audit Half Days, will be processed/outsourced the following day**





			2.0


			RR/RRPM Outsourcing Paperwork Preparation – Hub Responsibility





			2.1


			The Hub will check the RR Outsourcing inbox (mailto:rf-tr.huboutsourcing@nhs.net) inbox daily 





			2.2


			Create a subfolder for the relevant service with the date the documentation was received, example below:


[image: ]





			2.3


			Save the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ to the following location:


W:\BreastScreening\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)\01 - Prepped (pending outsourcing)





			[bookmark: _Hlk149054715]3.0


			Running the SASP4 Report 





			3.1


			Log into the relevant service’s NBSS main page (See WI3.4.2 ‘To Log on to the Six London NBSS System’)





			3.2


			Type SASP4 in the menu code field and click ‘Go’


[image: ]





			3.3


			Complete the following report parameters within the SASP4 window:


· ‘Clinic’: Enter the clinic code 


· ‘From Date’: Enter the clinic date


· ‘To Date’: Enter the clinic date


· ‘Clinician: Ensure ‘All Clinicians’ is selected from the dropdown


· ‘Women to include’:


· Click on  [image: ] 


· Highlight all options in ‘Available Codes’ and click on  [image: ] to move to the right ‘Selected Codes’ section


· ‘Appointment Order’: Select ‘Final Action’ from the dropdown


  [image: ]    





			3.4


			Click ‘Ok’ to run the SASP4 Report





			3.5


			Save the SASP4 Report in the folder created for the clinic listed on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ in the following location:


W:\BreastScreening\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)\01 - Prepped (pending outsourcing)





			4.0


			Reviewing the SASP4 Report 





			4.1


			Preview the SASP4 Report and confirm that the Film Status has ‘Finalised’ in the Film Status section for RR- Routine Recall clients


[image: ]





			4.2





			[bookmark: _Hlk149040146]The Hub will identify both the individual RR and RRPM figures and total results (RR and RRPM combined) from the SASP4 Report as follows:


· RR = Total finalised – Exclusions 








i.e. finalised assessment, finalised technical recalls and RRPM (e.g. if there are 4 assessment clients, deduct this from the finalised figure)


· All RRs should be finalised.


[image: ]


· If the Assessment, technical recalls ‘Film status’ column is not marked as ‘Finalised’ then do not minus from the ‘Total finalised’ figure. 


· RRPM = Total of ‘Partial Mammography’ column marked as ‘Yes’











[image: ]





			4.3


			[bookmark: _Hlk149040198]Update section C on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ for RR and RRPM for the clinic


[image: ]





			4.4


			If there are any discrepancies, report to the relevant Clinical Service to resolve before proceeding further, ensuring a senior manager is included in the correspondence.





			4.5


			Proceed to follow WI3.6.4 ‘SMSTA Processing of RR and RRPM Letters’








[bookmark: _Hlk115083867]






Appendix 1 – Local Review Record
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WI 3.6.4 	SMSTA Processing of RR and RRPM Letters


WORK INSTRUCTION





			


			PURPOSE


· This work instruction covers the tasks undertaken for the Hub to perform a SMSTA audit and outsourcing of RR and RRPM letters 


· For the related procedure, see 2.6.1 ‘Paperless RR and RRPM Outsourcing’








			





			RESPONSIBLE PERSONS


· Scheduling Officers 


· Office Manager  


· Assistant Service Manager 


· Service Manager








			





			REQUIRED ITEMS


· NBSS


· HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ 











	






			1.0


			SMSTA Processing – Hub Responsibility 





			1.1


			Go to the NBSS main page for the relevant Clinical Service





			1.2


			Type ‘SMSTA’ in the menu code field and click ‘Go’


[image: ]





			1.3


			Complete the following parameters on the SMSTA window:


· Letter type: ‘RRPM’ or ‘RR’ as relevant


· Further selection: ‘Clinic’


· Clinic Code: As per HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’


· Clinic from Date = Clinic To Date: As per HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’


· Select Printer: to MMDBRST


[image: ]





			1.4




















			On the following screen, identify the total number of RRPM or RR letters as relevant waiting to be printed at the bottom of the screen.


[image: ]





			1.5


			Update section D on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ for RR and RRPM


[image: ]





			1.6


			If there is a discrepancy with the figures:


· An ‘Alert- Discrepancy’ notification will appear on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’. 


· [bookmark: _Hlk149040552]Report any discrepancies to the relevant Clinical Service to resolve before proceeding further, ensuring management are included in the email


[image: ]





			1.7

















			[bookmark: _Hlk149040868]If there are no discrepancies or once all discrepancies have been resolved, click ‘Print All Letters’ to print the RRPM and RR letters respectively changing the ‘Letter Type’ as relevant  


[image: ]




















			1.8


			[bookmark: _Hlk149040908]Once printed, tick the relevant box in the ‘SMSTA Printing’ section on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’


[image: ]





			1.9


			Repeat steps 1.3 – 1.8 to ensure RR and RRPM have been completed for each clinic





			1.10


			Proceed to follow WI3.6.5 ‘Merging Letters on the Prism Client’












[bookmark: _Hlk115083867]Appendix 1 – Local Review Record
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WI 3.6.5 	Merging Letters on the Prism Client


WORK INSTRUCTION








			


			PURPOSE


· This work instruction covers the tasks undertaken for the Hub to merge letters on the Prism Client when outsourcing RR and RRPM letters


· For the related procedure, see 2.6.1 ‘Paperless RR and RRPM Outsourcing’








			





			RESPONSIBLE PERSONS


· Scheduling Officers 


· Office Manager  


· Assistant Service Manager 


· Service Manager








			





			REQUIRED ITEMS


· NBSS


· PRISM Client


· HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ 











	






			1.0


			Merging Letters – Prism - Hub Responsibility





			1.1


			Double click on the ‘Prism Client’ icon on the desktop


[image: ]





			1.2


			On the ‘Prism Client’ screen,


· Click on ‘Jobs on hold’


· Click to highlight ‘NEGRES’


[image: ]





			1.3


			Ensure the ‘NEGRES’ row ‘Documents Holding’ column is equal to the automatically calculated ‘Total Letter’ Figure’ on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’.


· If there is a discrepancy, escalate to management/service to investigate 


· If no discrepancy, proceed to merge in point 1.4:


[image: ]
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			1.4


			On the ‘Prism Client’ screen:


· Click on ‘NEGRES’


· Click on ‘EasyMerge’


[image: ]





			1.5


			On the ‘Choose EasyMerge’ screen:


· Click on ‘NEGRES’


· Click on ‘Merge’


[image: cid:image007.png@01D29436.3CF241A0]





			1.6


			At the bottom of the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’:


· Tick the ‘Prism Cross Checked and Merged’ box 


· Complete the ‘Printed By’ field


· Complete the Date Printed field


[image: ]





			1.7


			Move the folder created in the following location: W:\BreastScreening\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)\01 - Prepped (pending outsourcing) from ‘01 Prepped (pending outsourcing)’ to:


· ‘02A- Printed Queries to Follow Up’ if there is a query


· ‘02B- Printed No Queries (pending audit)’ if fully outsourced and pending


[image: ]





			1.8


			[bookmark: _Hlk149041092]Proceed to follow WI3.6.6 ‘Saving and Audit of the RR/RRPM Synertec Reports’ 
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WI 3.6.6 	Saving and Audit of the RR/RRPM Synertec Reports


WORK INSTRUCTION








			


			PURPOSE


· This work instruction covers the tasks undertaken for the Hub to ensure the accuracy of the figures of outsourced RR and RRPM result letters tally with the following Synertec reports:


· Processed Document Report


· Job Objects Report 


· For the related procedure, see 2.6.1 ‘Paperless RR and RRPM Outsourcing’








			





			RESPONSIBLE PERSONS


· Scheduling Officers 


· Office Manager  


· Assistant Service Manager 


· Service Manager








			





			REQUIRED ITEMS


· HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ 


· Processed Document Report


· Job Object Report











	






			1.0


			Saving the Synertec ‘Processed Document Report’





			1.1


			[bookmark: _Hlk149041092]The HUB will obtain the ‘Processed Document Report’ from the Synertec Inbox by COP on the day of outsourcing (rf.synertec@nhs.net) 





			1.2


			Save the ‘Processed Document Report’ to the following location alongside the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ in: 


W:\BreastScreening\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)\01 - Prepped (pending outsourcing)





			1.3


			Tick the ‘Process Report Saved’ column on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’


[image: ]





			2.0


			Saving the Synertec ‘Job Objects Report’ (Invoice Reconciliation)





			2.1


			[bookmark: _Hlk149041381]The HUB will obtain the ‘Job Objects Report’ from the Synertec Inbox on the next working day, (rf.synertec@nhs.net) 


[bookmark: _Hlk149041562]If the email containing the ‘Job Objects Report’ is not received within 24HRS, escalate to the Senior Manager to investigate





			2.2


			Save the ‘Job Objects Report’ to the following location:


W:\BreastScreening\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)\01 - Prepped (pending outsourcing)





			2.3


			Tick the ‘Job Object Saved’ column on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’


[image: ]





			3.0


			Auditing the ‘Job Object Report’ and ‘Processed Documents Report’





			3.1


			Go to the NEGRES Outsourcing folder in the following location:                                          


W:\BreastScreening\London Breast Screening Hub\_ _ SCHEDULING OFFICE _ _\5 - Outsourcing\NEGRES RR (Daily)\02B - Printed No Queries (pending audit)





			3.2


			Open the following documents in each of the outsourcing service folders: 


· HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’ 


· Job Objects Report 


· Processed Report





			3.3


			[bookmark: _Hlk149044452]In the ‘Processed Documents Report’, ensure the ‘Total Documents’ figure matches the ‘Total Letters’ figure on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’
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			3.4


			In the ‘Job Object Report’, ensure the total NEGRES figure matches the total RR figure on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’


[image: ]
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			3.5


			[bookmark: _Hlk149044488]If there are any discrepancies, investigate and escalate to Synertec to resolve





			3.6


			If there are no discrepancies, or once any discrepancies have been resolved, complete the following fields on the HUB-F13 ‘RR/RRPM Paperless Outsourcing Audit Sheet’:


· ‘Audited By’


· ‘Date Audited’ 
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[bookmark: _Hlk115083867]Appendix 1 – Local Review Record


If no changes made, state “None”





			


Issue No.


			


Issue Date.





			


Changes Made


			


Review Date


			


Reviewer





			1


			3 Nov 2023


			· New document created.


			6 Oct 2023


20 Oct 2023


27 Oct 2023


2 Nov 2023


			QRG


QRG


QRG


KB








			1


			3 Nov 2023


			· 


			


			





			2


			





			· 


			


			





			


			





			· 


			


			











			Issue No:   1  


			Issue Date:   3 Nov 2023


			Review Date: Annually
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			File Ref:  3.6.6


			Page 1 of 2


			Authorised By:  K.Blake


			








THIS CONTROLLED DOCUMENT MUST NOT BE COPIED, AMENDED, REMOVED OR WITHDRAWN WITHOUT AUTHORISATION FROM LONDON BREAST SCREENING ADMINISTRATION HUB MANAGEMENT. CONTROLLED DOCUMENTS ARE STAMPED IN RED, ALL OTHER PRINTED COPIES ARE UNCONTROLLED.


image2.png


File Edit View Window Help

Home  Tools PROCESSED_DOCU... X

® B X Q 1R OO e BT B L2

Document Type Received for Copies  Documentsto Documentsto Documentsto Documentsto Documentsto Documentsto Total
Processing Created Print Fax Email Network Bin PAYM  Documents









image3.png


176

176









image4.png


BARN_CHAS_FARM_HOSP_NHST
Audit Group - BRST_FLO

Page 1of1

Processing Date: 27 Feb 2019 18:02

DOCUMENT Name Quantity Sheets
= BRST_DNA 88 88

= CALREC 302 302
NEGRES 18 18

REBOKS 75 75

Totals 483 483








image5.png


Total No. RR:

Total No. RRPM:|

18

TOTAL LETTERS: 18
PRISM CROSS|
CHECKED & MERGED| o

Processed Report saved & Cross checked|









image1.png


62

[

62

PRISM CROSS|
CHECKED & MERGED 2]

Processed Report saved & Cross checked|
Job Obleot Reports saved & Cross checked|

Printed by: As

DatePrinced:|  18/10/2023

Audited by:

Date Audited:









image6.png


NHS

Royal Free London
NHS Foundation Trust








image7.png


U











image15.emf
Screening_incident

_assessment_form_2023_12_08.docx


Screening_incident_assessment_form_2023_12_08.docx
Screening Quality Assurance Service 



















Screening Incident Assessment Form 



Purpose of the form 

 

Providers of local NHS screening services should use this form to collect information on the suspected incident to determine its severity. Using the information provided, NHS England’s Screening Quality Assurance Service (SQAS) and Public Health Commissioning teams (PHCTs) agree a classification and provide timely recommendations on how it should be managed.  

 

All parties should work together to complete the form within five working days of the suspected incident being identified. 



Completing the form 



Please complete the form using the boxes provided. 

Fields with a * should be completed in all instances. Although not all questions are mandatory, please enter as much information as possible. This will support risk assessment and recommendations during the fact finding period.  

 

Do not include patient identifiable information on the form.  

Section 1 (blue table): The local screening service completes this section and sends the form by email within three working days to SQAS and SIT. 

Section 2 (orange table): SQAS to complete this section. SQAS recommends the categorisation and management of the incident. The form is sent by email to the local screening service and Public Health Commissioning team. 



Section 3 (green table): Public Health Commissioning team to complete this section. The PHCT should summarise categorisation and management of the incident. The completed form is sent back to the provider and SQAS by email by the end of day five. 

 

 





















Section 1: The provider organisation to complete 



		1. Details of person completing the form:  



		* 

		Name: 

		



		* 

		Job Title: 

		



		* 

		Email address: 

		



		 

		Contact number: 

		



		2. Organisation involved:  



		* 

		Organisation reporting the incident: 

		



		 

		Other organisations/departments involved: 

		



		3. Screening programme(s) involved. If more than one programme involved, please detail

 the programme where the incident occurred in section 7: 



		* 

		Adult and young person screening

		 Place a X next to the relevant programme(s)



		 

		Bowel cancer screening  

		



		

		Bowel cancer screening (Lynch surveillance screening only)

		



		

		Breast cancer screening (standard routine screening)

			 



		

		Breast cancer screening (very high risk screening) 

		



		

		Breast cancer screening (both standard routine and very high risk screening)

		



		

		Cervical screening 

		



		

		Abdominal aortic aneurysm screening 

		



		

		Diabetic eye screening 

		



		* 

		Antenatal and newborn screening  



		 

		Infectious diseases in pregnancy screening 

		



		

		Fetal anomaly screening 

		



		

		Sickle cell and thalassaemia screening

		



		

		Newborn and infant physical examination 

		



		

		Newborn hearing screening 

		



		

		Newborn blood spot screening 

		





 



		  4. Person leading on the investigation for the provider: 



		* 

		Name: 

		



		* 

		Job Title: 

		



		* 

		Email address: 

		



		 

		Contact number: 

		



		5. Incident reference numbers: 



		* 

		Provider incident number (Datix/AVI reference) 

		



		 

		STEIS number: (if a serious incident has been declared) 

		



		6. Dates (xx/xx/xxxx)



		 

		Date incident occurred: 

		



		* 

		Date incident identified: 

		



		* 

		Date notified to QA: 

		



		* 

		Date notified to NHS 

England (SIT):

		



		* 

		Date this form completed: 

		



		 

		Date serious incident declared: (if applicable) 

		



		7. Description of incident: What has happened? How was the problem identified? 



			 





 	 

 









		8. Incident details: 

		



		8.1

		Relevant history: (previous incidents, is this an isolated event or has it happened previously, has it the potential to happen again) 

		



		8.2

		Is there actual harm to individuals eligible for screening? 

 

		Yes/No/Unknown

If unknown, please add information below:



 	 



		8.3

		Is there risk of harm to individuals eligible for screening? 

		Yes/No/Unknown

If unknown, please add information below:



		8.4

		Estimate how many individuals are involved: 

		



		8.5

		How long has this been going on? 

			 



		8.6

		Is there a failure or misuse of equipment? 

 

		Yes/No/Unknown

If unknown, please add information below:





		8.7

		If equipment/medical device is involved has the suspect equipment been taken out of use pending further investigation/examination? 

		Yes/No/Unknown

If unknown, please add information below:



		8.8

		If equipment/medical device is involved have the necessary external reporting regulations been followed, such as those from the Health and Safety Executive and MHRA? 

		Yes/No/Unknown

If unknown, please add information below:



		8.9

		Is there a failure or misuse of IT? 

 

 

		Yes/No/Unknown

If unknown, please add information below:



		8.10

		Is there concern about the professional competence of a member of staff or team? (Is the health professional suitably qualified or trained?) 

		Yes/No/Unknown

If unknown, please add information below:



		8.11

		Is there a breach of confidentiality and/or data security? 

		Yes/No/Unknown

If unknown, please add information below:



		8.12

		Is there actual harm or risk of harm to staff? 

 

		Yes/No/Unknown

If unknown, please add information below:







		8.13

		Any other relevant information: Please provide details if you have answered “yes” to any of the questions in section 8 (please indicate the question number(s) you are referring to) 

		





 

		9. Actions taken so far: 

		



		* 

		What investigations have been undertaken so far: 

		



		 

		What immediate action has been taken to mitigate any risks identified? 

		



		 

		What immediate actions have been undertaken for service users harmed or potentially harmed? 

		



		 

		What has been done to support the staff involved? (if applicable) 

		



		 

		Has the practice of any trust/provider staff been investigated? 

 

		Yes/No/Unknown

If unknown, please add information below:



		10. Communications: 

		



		 

 

 

		Have any internal communication actions been taken? 

		



		 

 

 

		Who is the communications lead? (please include email address and/or telephone number) 

		



		11. Notification of relevant parties: 

		



		 

		Name of SQAS team member 

notified (if generic inbox please indicate email address): 

 

		



		 

		Name of SIT member 

notified (if generic inbox please indicate email address): 

 

		



		 

		Details of other agencies notified (to include names and dates notified): 

 

		Enter name(s): 

Dates: (XX/XX/XXXX)





 



 

 

Section 2: SQAS to complete  

  

		1. Name of Screening QA service: 



		* 

		Name: 

		



		2. Details of person completing the form: 



		* 

		Name: 

		



		* 

		Job title: 

		



		* 

		Email address: 

		



		 

		Contact number: 

		



		3. Date form completed: 



		* 

		Date: 

		



		4. Marvin reference number:  



		 

		Number:  

		



		5. Implications for the population eligible for screening: 



		5.1

		Is there the potential to affect a greater number of individuals than currently 

identified? (Estimated number?) 

		



		5.2

		If no action is taken, is there a risk that this will happen again in the local service?  

		



		5.3

		Is there a risk that it could happen in another local screening service? 

		



		5.4

		Is there a systematic failure to comply with national guidelines or local screening protocols? 

		



		5.5

		If the problem continues is it likely that individuals eligible for screening or staff would suffer severe (permanent) harm or death? 

		



		5.6

		Do you recommend that the practice of any staff or team is investigated?  

		



		5.7

		What further immediate actions would you recommend to ensure the safety of the local service? 

		



		5.8

		What immediate actions should be taken for service users harmed or potentially harmed by the incident? 

		



		5.9

		Should the programme be suspended or restricted? 

		



		5.10

		Any other relevant information: 

 

		



		6. Communications: 



		 

		Is it necessary to contact patients? 

		



		 

		What communications actions should be taken? 

 

		 



		7. Recommended QA classification and management: 



		    Classification (place a X in the relevant classification) 

		



		No concern – no further action required 

		



		Problem still suspected, cause not yet identified, further investigation required 

		



		Not a screening incident  

		



		Problem confirmed – this can be managed internally 

		



		Problem confirmed – this should be managed as a screening safety incident 

		



		[bookmark: _Hlk152134595]Problem confirmed – this should be managed as a screening safety incident (multidisciplinary/multi-organisation) 

		



		Problem confirmed – this should be managed as a serious incident 

		



		8. Recommendations: 



		

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 





 





Section 3: Public Health Commissioning team to complete 

 

		1. Details of person completing the form:  



		* 

		Name: 

		



		* 

		Job Title: 

		



		* 

		SIT name: 

		



		* 

		Email address: 

		



		 

		Contact number: 

		



		2. Date form completed: 



		* 

		Date: (xx/xx/xxx)

		



		3. NHS England reference number (if applicable):  



		 

		Number: 

		



		4. If classification is different to QA recommendation and there is no agreement. Please give reasons and a resolution plan: 



		



		5. Summary of agreed actions with timescales:  
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[bookmark: _Toc129704119]Data Centres  

The Data Centres will host and process mail items, storage (digital) and data communications infrastructure.  Only authorised support staff have access to documents processed through the “Civica Mail Services” system.   Data Security and Disaster Recovery procedures are regularly reviewed as part of ISMS in place at Civica. 

Civica operates 8 separate Data Centres throughout mainland UK, however the 2 primary Data Centres that will be used for this service are Exeter (Tier 4) as the Primary Site and Taunton as the Secondary location and replication site.  

The Data Centres are covered by CCTV both externally and internally with recordings retained for 90 days; however, this can be extended should there be such a requirement.  

All staff are required to always wear an ID badge. These badges are colour-coded to allow at-a-glance confirmation of staff, visitor or contractor status. 

All staff at all the Civica locations are screened to the Civica minimum requirement and staff with access to customer data either electronically or physically are  subject to screening dependant on the specific customer requirements. This includes HMG Baseline Personnel Security Standard checks to meet the requirements of public sector bodies.

All staff on joining the company and annually thereafter receive Business Conduct training and Information Security Awareness training in line with ISO27001 and where required specific customer requirements. All staff sign a Non-Disclosure Agreement and a document to state that they have read and understood the relevant Civica security policies.

Civica provides many varying levels of Physical and HR security to various customers and specific requirements can be met if required subject to contractual agreements.

As part of the ISO27001 certification the risk assessment process ensures that both Physical and HR security are assessed on a regular basis to ensure that controls are both effective and fit for purpose.

For each contract a set of documentation is created to ensure that fully effective controls are in place. This documentation set is based on Civica corporate security guidelines, ISO27001 and customer specific requirements. 

During the implementation phase of the contract detailed operational guidelines, IT standard operating procedures, software application guidelines, technical and workflow architecture diagrams, security operating procedures, disaster recovery plan, BS10008 workbook and contract specific information security awareness training are developed and implemented. These documents cover the full spectrum of requirements for operational security, access control both physically and logically and security monitoring. Additionally, there are standard documents that are used to cover the site which control site access, staff monitoring, area access, physical security controls, visitor access, staff training.



All staff, processes and areas are subject to regular audits via ISO9001 or ISO27001 internal audits and the six-monthly independent ISO audits. There are six monthly physical security audits carried out by the UK physical security manager. In addition, Civica corporate IT risk assessments are completed annually. Staff are provided with training in the operational processes prior to working on the system and are provided with operational guidelines with regular updates as the system matures. Information security awareness training is provided for all new staff, staff moving to the contract and annually thereafter which ensures staff are aware of the specific security requirements they must adhere to at all times. IT staff develop and use standard operating procedures which detail the system setup and the processes used to monitor the integrity of the system. These procedures are subject to regular updates and are written in line with Civica policies, ISO controls and customer specific requirements.



Civica has several existing customers who require compliance with BIP0008 / BS10008, and the processes and controls are in place to ensure compliance is achieved. Should this be a requirement then Civica can advise and implement on a case-by-case basis. 

Civica deploys a robust security incident reporting process, which operates as follows:

· The Incident reported to Manager.

· The Manager reports details of the incident to the Information Security Officer.

· A Report is created recording:



-Unique ID

- Date

- Time

- Reported by

- Reported to

- Owner

- Details of incident

- Root cause

- Actions to remediate

- Status open/closed



· Concerned parties are informed including any affected customers.

· If required Civica corporate response team are informed.

· Actions to remediate are discussed with relevant parties.

· Actions are completed.

· Incident is closed.

· Repeat incidents are reviewed for suitability of further controls.

· Issues are discussed at quarterly management review meetings.



Incidents may also be reported to customer security teams in accordance with any specific contractual requirement and/or customer process.

All staff are informed of the process for reporting incidents as part of the information security awareness training and they are provided with a quad folder document detailing the common types of incidents and reiterating the process for reporting.



A key part of the ISO27001 certification is ensuring that adherence to legal, statutory or regulatory requirements is maintained throughout the business. A quarterly review of all relevant legislation is carried out as part of the ISO27001 management review process. Any updates are reflected in the risk assessment methodology and this is used to ensure that suitable controls are in place to maintain compliance. To ensure compliance with the Data Protection Act, Civica works closely with the customer to understand the types of data Civica will receive and in particular the following information:



- Retention requirements

- Document workflow requirements

- Document rules

- Ownership of data 

- Suitable use of data

- Security controls in place

- Agreement on locations where data can be processed within the UK



[bookmark: _Toc129704120]Personal Data  

The data processed is for core NHS correspondence letters.  Details captured will include recipient address details and other variable data that is included in the letter content.  Data like the recipient detail is capture as metadata and stored in SQL Server database tables for a limited period to support item tracking (can be viewed by The Hub via the secure web portal) and billing. 

All data processed is via SSL 256bit encryption and using HSCN connection. Data is held at a secure TierIV data centre. Servers holding personal data have all removal devices disabled to prevent the removal of data from the secure site. Data is transferred to the Civica fulfilment centres currently via SFTP, this data link is due to be updated to a Secure Cisco VPN tunnel in September 2014. 

The Civica facilities proposed for use on the contract are all based within the United Kingdom and all network connections are held within the United Kingdom. Personal Data will not be transferred outside the previously detailed data storage or data handling locations, which are all within the UK. 

All Civica staff are given training on the Data protection act on joining the company and annually thereafter. The Civica facilities proposed for the delivery of the service are all secured to the Civica Physical Security Standard.



[bookmark: _Toc129704121]Standards and Testing   



We can confirm certifications to:

Cyber Essentials Plus

ISO 9001: 2015

ISO 27001: 2013

All accreditations are independently audited annually to ensure continued compliance and well ahead of expiry (which differs for each accreditation) and we undergo a full audit for reaccreditation.



Adherence to the Data Protection Act is fundamental to the Civica operation and Civica corporate policies are designed to ensure that suitable controls are in place to protect both Civica and Customer data. The ISO27001 risk assessment process is used to ensure that suitable controls are in place at the specific facilities, above and beyond the standard Civica policies. At no point in the 8years of operation has any issue been raised with the ICO (Information Commissioners Office).

The Civica Mail solution will be supplied and supported complying with the following Data Protection principles:

Process Data Fairly & Lawfully:

Normal data will only be processed as part of the contractual agreement with the contracting body. Sensitive data will only be processed where explicit consent has been obtained from the Data Subject via the contracting body. Civica will request conformation from the Contracting Body that explicit consent has been obtained before commencing with the contract. No data will be passed to a third party in any circumstances.

Process Data for Specified Reasons: 

Data will only be processed for the reasons detailed by the contracting body and for that reason only. Logging details will be maintained to detail when personal data has been processed.



Civica will ensure that only the required data fields are used in the processing of customer data, only personal data as provided by the contracting body relevant to each mail item will be processed. 

As the Data Processor the information provided to Civica by the Data Controller is assumed to be accurate. Controls are in place to ensure that the accuracy of Data is maintained throughout the document lifecycle.

The Civica Mail system can be set to automatically remove data after an agreed retention period. Personal data will only be kept no longer than is necessary; the retention period for each mail item held in the mail archive will be set by the contracting body. Data beyond the retention period will be deleted systematically and each data file will be electronically shredded. Physical documents can either be returned to the customer or sent for destruction using an agreed method by the Civica Secure destruction partner.

Civica will ensure that the data subject rights are maintained throughout the process by a combination of operational procedures, staff clearance, physical security, electronic security and ISO27001 controls. Civica will respond to a Subject Access Request (SAR) in conjunction with the Contracting body.  Civica will pass the requested data to the Contracting Body within 30 days so that it can be passed to the data subject.

There are technical and organisational controls at all Civica facilities designed to ensure that data is handled in the correct way. The Civica facilities are secured at a minimum using double entry points to sensitive areas, CCTV, ID card access, blocked windows at ground level, 24/7 security monitoring and intrusion sensors. The Civica technical systems are held within secure facilities and appropriate technical controls are maintained across all systems at a minimum anti-virus, patching, firewalls and segregation of network systems facing public networks.



[bookmark: _Toc129704122]Security Management System    

Civica’s senior management team recognises the importance of developing and implementing an Information Security Management System (ISMS). To protect business information assets from all threats, whether internal or external, deliberate, or accidental, and to demonstrate the commitment we have towards our customers’ information security, regulatory and legislative requirements. 

The ISMS programme is founded on the international standard BS ISO/IEC 27001:2013. Our approach is also supported by our Cyber essentials plus certification along with our audit and testing programmes.  ISMS policy control documents evidence our approach to information security management, based on industry best practices. 

The objective is to ensure that information is only accessible to authorised persons from within or outside the company and minimise damage by preventing and reducing the impact of security incidents. Confidentiality, integrity, and availability of information is maintained throughout business functions and processes. This is supported by our Acceptable Use Policy, Access Control Policy and Network Access Control Policy. 

We have established a risk assessment methodology to identify and control the security of business information meeting legal, regulatory, and contractual requirements of internal and external interested parties. 

Demonstration of successful implementation of this management system through external audit assures all interested parties to the business that an appropriate and effective information security management system is in place. 

These specific requirements for setting up and managing an effective information security management system emphasise our commitment to: 



· Understanding information security needs and the necessity of establishing policy and objectives for information security. 

· Implementing and operating controls and measures for managing the organisation’s overall information security risk. 

· Monitoring and reviewing the performance and effectiveness of the ISMS; and 

· Continual improvement based on objective measurement. 



[bookmark: _Toc129704123]Security Audits    

Data Centre services and Production sites are externally audited by BSI to information security ISO 27001 during annual cycles.  We are also audited in line with the requirements of Cyber Essentials Plus, covering internal policies and procedures, external penetration testing and internal vulnerability scanning. 



[bookmark: _Toc129704124]Penetration Testing   

We have an extensive annual program of third-party penetration testing, vulnerability scanning and third-party review. We carry out two penetration tests annually, one test aligned with Cyber Essentials Plus, and one aligned to penetration test best practices.  We carry out monthly vulnerability testing to review and ensure ongoing vulnerability management, review penetration test remediation, and validate any major changes. 



Segregation testing of our secure processing areas and firewall rule reviews of our external points of presence are also completed as well as selective third-party testing as and when required by our clients.  Both internet facing and internal firewall policies have a strict change control process managed under our ISMS policies. Server OS patching have a strict change control process managed under our ISMS policies



[bookmark: _Toc129704125]Quality Management System

ISO 9001:2015 for our Quality Management System (QMS) and this accreditation covers our entire organisation and all aspects of our service. Our QMS is applied across our organisation. We seek to continually improve the effectiveness of the system through a managed auditing programme and continuous analysis of data.



We operate and adhere to agreed Standard Operating Procedures (SOPs).

To meet service levels, we operate our facilities under the controls of Lean Six Sigma to drive efficiency and overall performance. We measure our presses by way of OEE (overall equipment effectiveness) to ensure they are operating at their most effective so that we can meet your required service levels. Tied into this we maintain all equipment to the vendors specification so that they are running at their optimal capacities.

We have also created a dedicated team, committed to ensuring a best practice approach to servicing our clients. Best Practice works alongside our client teams, to train and develop our people so that they are providing a consistent, quality service. Staff are provided with training in the operational processes prior to working on any systems or equipment and are provided with operational guidelines, these are regularly updated as the system matures. Training including information security awareness is provided for all new staff, staff moving to the contract and annually thereafter which ensures staff are aware of the specific security requirements and latest procedures they must always adhere to. These procedures are subject to regular updates and are written in line with Civica policies, ISO controls and customer specific requirements.



Civica provides Integrated Document Solutions to organisations including the NHS and local Government. Core services include enterprise connectivity, data conversion, data processing, mailing, and output management and distribution products. We all have a responsibility to ensure that our clients receive a quality service and to demonstrate a high level of competence always. Civica’s services and systems are designed, engineered and managed to exceed our clients’ expectations through the simplest and most cost effective means possible. 



Some of the software’s existing NHS (that require our highest levels of data security & protection) clients in London include: Moorfields Eye Hospital, East London Foundation Trust, Homerton University Hospital, Imperial College Healthcare & Chelsea/Westminster Hospital. 



[bookmark: _Toc129704126]NHS Information Governance    

Fully compliant with the Governments NHS Data Security and Protection Toolkit, our current assessment shows Standards Exceeded Assessment (Report - 8HW72). All NHS Trust connections into our datacentre are isolated to non-internet facing network, with Cisco ASA firewall access rules per NHS Trust connection. Data transfers only use NHS HSCN network with all data SSL 256bit encrypted. 

We have primary & secondary network connections into the HSCN network, which gives us ongoing resilience, so if we were to lose the primary connection, we can switch over to the 2nd connection immediately. The evidence for network resilience is that at 30-minute intervals throughout the day we run “client server health check”, to proactively identify any servers or network connectivity issues, allowing failover to secondary infrastructure and networks if required.

Civica’s service is a web-based solution provided with SSL (Secure Socket Layer) 256 bit encryption. The software does not utilise any open-source software or libraries. For client hosted Hybrid Mail service, the software uses SSO (SAML) Active Directory User authentication with a default session timeout of 30mins and maximum of three login attempts before account lockout. For bulk document transfer, automated secure SFTP transfers can be configured to submit print file batches from local server to a hosted server. With data files transferred being PGP encrypted. The Mail Service provisionally holds documents in a PDF format on offsite servers which are within a secure Tier 4 data centre, with data retention period limited to the transition of each document through to print and fulfilment. 



Service Desk Location: UK

The Service Desk is a shared Government Service Desk that is used to provide a number of Government Departments with 1st level call receipt, handling and resolution services (the Production Centres and Data Centres provide 2nd & 3rd level support & resolution services from within their accredited environments. The Service Desk is also BSI 27001 accredited and sits within a major Government Department’s green zone.



[bookmark: _Toc129704127]Facilities    

Civica’s production facilities have been designed to comply with rigorous physical security standards and deal with confidential data from a wide variety of customers across various industries. The production sites’ security was designed by the Civica UK physical security manager and is subject to a six-monthly audit to ensure all controls are operating effectively and include the following physical security controls:



· Dedicated staff entrance.

· Dedicated mail delivery room (Production Centre)

· Dedicated operational/warehouse area (Production Centre)

· Double layer at all entrances to facility.

· Zoned ID pass system. Controlled by Civica security team.

· CCTV at all entrance points. Monitored by Civica security team.

· Intrusion sensors throughout facility. Monitored by Civica security team.

· 24/7 monitoring by Civica security team 

· Security film on all windows which stops visibility into building and protects windows from shattering.

· All floor level windows on operational floor have internal bars.

· All staff are restricted by ID pass system on a need to basis using the zoning system.

· Policy for visitors to be escorted at all times and to display a visitor badge.

· Server room has double layer with external door protected by NumLock. Code is only provided to management and relevant staff.

· Policy in place to not allow personal mobile phones, coats and bags on the operational floor.

· Camera usage is prohibited.

· MP3 players on the operational floor are audited to ensure they do not support wireless, camera or Bluetooth.
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The trust is committed to the delivery of world-class care and expertise to both staff 
and patients, and our values of positively welcoming, actively respectful, visibly 
reassuring and clearly communicating are fundamental to the delivery of this. This 
policy has been developed with our values in mind, and is intended to be 
implemented within the spirit of these values. 


 


1 Introduction  


 
Any NHS record or personal information held by the trust may be subject to 
information requests under the Freedom of Information Act 2000, the Data Protection 
Act 1998 and the Access to Health Records Act 1990.  This policy provides a 
framework within which to manage specific requests for access to health records 
from patients and their representatives.  


 
This policy applies to all health records, staff personnel records, communication in 
regards to staff and patients and CCTV images held by the Royal Free London NHS 
Foundation Trust, regardless of the media on which they are held.  It also applies to 
entries made by health professionals in records for integrated services. 
 


2 Policy Statement 


This policy provides a framework within which the trust will ensure compliance with 
the required legislation.  
 
This policy is intended to be used in all areas when subject access requests are 
fulfilled, including but not limited to, health records, radiology and workforce. 
 


3 Definitions of terms used 


 
Health Record - a record consisting of information about the physical or mental 
health, or condition of an identifiable individual made by or on behalf of a health 
professional in connection with the care of that individual. It may be recorded in 
computerised form or manual form or a mixture of both. The record may include hand 
written clinical notes, letters, laboratory reports, x-rays and imaging reports, print-outs 
of monitoring equipment, photographs, videos, tape recordings of conversations and 
electronic health records.    


 
Parental responsibility – as defined in the Children’s Act (1989) as ‘all the rights, 
duties and powers, responsibilities and authority which by law a parent of a child has 
in relation to the child and his property’. 
 
Redaction – the separation of disclosable from non-disclosable information by 
blocking out individual words, sentences or paragraphs or the removal of whole 
pages or sections prior to release of the record.  
 
Employment Record – staff personal files would normally cover the following types 
of records – attendance records, discipline and grievance, training and career 
progression, occupational health reports, employment offers and termination of 
employment 
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4 Equality statement 


4.1 The Royal Free London NHS Foundation Trust is committed to creating a 
positive culture of respect for all individuals, including job applicants, 
employees, patients, their families and carers as well as community partners.  
The intention is, as required by the Equality Act 2010, to identify, remove or 
minimise discriminatory practice in the nine named protected characteristics 
of age, disability (including HIV status), gender reassignment, marriage and 
civil partnership, pregnancy and maternity, race,  religion or belief, sex or 
sexual orientation.  It is also intended to use the Human Rights Act 1998 to 
treat fairly and value equality of opportunity regardless of socio-economic 
status, domestic circumstances, employment status, political affiliation or 
trade union membership, and to promote positive practice and value the 
diversity of all individuals and communities.   


4.2 The equality analysis for this policy is attached at Appendix E. 


 


5 Responsibilities 
 
5.1 Caldicott Guardian  


 Responsible for protecting the confidentiality of patient and service user 
information and enabling appropriate information-sharing in line with the 
seven Caldicott principles (see in Appendix B).  


 Ensures that the trust satisfies the highest practical standards for handling 
patient identifiable information. 


 Advises on options for lawful and ethical processing of information. 
 


5.2 Subject access request handlers 


 Collate, organise, retrieve and archive the record of a patient, for the 
purpose of recording and informing their care. 


 Understand their rights and obligations, legal or otherwise, with regard to 
protecting the confidentiality and security of patient information throughout 
and after employment with the trust. 


 Challenge and verify where necessary the identity of any person who is 
making a request for confidential information and determine the validity of the 
reason for requiring that information. 


 Report actual or suspected breaches of confidentiality to line manager and 
complete an incident report form. 


 Ensure the security of personal confidential data whilst it is in their 
possession and when being transferred from one person or organisation to 
another. 


 Ensure all legal, audit and governance requirements are adhered to. 


 Participate in basic records handling training as part of staff induction. 


 Partake in annual information governance training. 


 Staff dealing with subject access requests are recommended to partake in 
enhanced training 


 
Please refer to the full list of staff responsibilities in the Overarching Information 
Governance Policy.  
 
Failure to apply controls in handling personal data and/or failure to follow the 
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guidelines and legislation as outlined in this policy could result in a member of staff 
facing disciplinary action.  A copy of the disciplinary procedures is available on 
freenet and from the workforce department. 
 


6 Confidentiality 
 


All those working for or with the trust that record, handle, store or otherwise have 
access to health records and personnel records, have a personal, common-law duty 
of confidentiality as well as a duty to maintain professional ethical standards of 
confidentiality. 
 
Any personal health information, given or received in confidence for one purpose 
may not be used for a different purpose or passed to anyone else, without the 
consent of the patient, staff or provider of the information. However, this is not an 
absolute duty and can be subject to an overriding public interest. For example, where 
failure to disclose would place a vulnerable child or adult at risk of harm, disclosure 
has to be considered.  Orders of a court to disclose information should also be 
complied with.   
 
There will be cases where information about a patient or staff may need to be shared 
with a third party, even when consent by the patient, staff or their representative has 
been refused or where a patient does not have capacity to consent.  Where such 
requests for information are received by the trust, they should always be considered 
on a case-by-case basis and the trust’s solicitor or the data protection officer 
contacted for advice. 
 


7 Living patients’ health records 
 
The Data Protection Act 1998, gives every living person (known as data subjects), or 
their authorised representative, a general right to apply for access to their health 
records, irrespective of when they were compiled. These rights are known as ‘subject 
access rights’. 
 
The Date Protection Act sets out eight principles concerning personal data.  These 
principles are listed in Appendix A.  
 
The Information Commissioners Office (ICO) is the UK’s independent public body 
that is responsible for governing Data Protection compliance. For contact details refer 
to Appendix C. 
 
7.1 Access by patients 


 Patients have a general right to access information about themselves held by the 
trust.  There are limited circumstances in which the trust may determine that 
information cannot be provided to a patient who has made a request.  These 
circumstances include: 


 


 Where to release the information could cause mental or physical harm to the 
patient. 


 Where to release the information could cause mental or physical harm to a third 
party. 


 Where access would disclose information relating to or provided by a third 
person that has not consented to that disclosure. 



http://www.legislation.gov.uk/ukpga/1998/29/contents
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7.2. Access by a patient’s representative  


The patient’s representative may be a relative, friend, legal representative or any 
other person that the patient consents to have access to their record.  
 
If a patient is unable to authorise the release of their record due to a lack of mental 
capacity, for example an ITU patient, then a person who has been legally appointed 
to act on the patient’s behalf has the right to apply for access to the health record of 
the patient.    
 
Where a request is received from a legally appointed representative, they should be 
asked to produce evidence that they hold a lasting power of attorney which allows 
the person to make decisions regarding finances, property and welfare. A legal 
power of attorney must be registered with the Office of the Public Guardian.  
 
An Independent Mental Capacity Advocate (IMCA) is a statutory form of advocacy 
introduced by the Mental Capacity Act (2005).  The Act gives some people who lack 
capacity to make decisions for themselves with regard to serious medical treatment, 
or moving into or between care settings for example, a right to receive support from 
an IMCA.  IMCAs safeguard the rights of those with nobody else to speak for them. 
An IMCA is entitled under the Act to ask for access to the person’s medical and 
health records, and to take copies of these.  
 
There may also be occasions where a representative (such as a family member) who 
does not have an automatic right of access to the record, seeks disclosure.  Whilst 
there is no right for next of kin to review the records of an incapacitated patient, there 
may be circumstances where it is appropriate.  Where requests of this nature are 
made, they must always be considered on a case-by-case basis and should be 
referred to the data protection officer. 
 
7.3 Access to a patient’s record by other agencies/third parties 


7.3.1 Police requests 


 Requests for patient information or medical statements from the police are dealt with 
in line with the disclosure of information to the police policy. This policy is designed to 
ensure that police requests for information are dealt with in a consistent and timely 
way and applies to all requests including access to patients and their information. 


 Police requests for access to patients’ health records should be addressed to the 
access to records team in health records. The trust should ensure that request is 
received in writing and is accompanied by signed consent for the disclosure of 
information by the patient. Where no consent is provided the police should be 
challenged as to why and guidance should be sought from the Data Protection 
Officer. 


7.3.2 Other agencies/third party requests  


Other agencies may include the Coroner, General Medical Council, Benefits 
Services, Social Services and other NHS organisations.  The trust will consider 
carefully when information can be shared with other agencies and whether consent 
from a patient or staff can and should be taken beforehand. 


 
Where requests for patients’ records are received from a third party, e.g. solicitors 
and/or their agents, the trust will ensure the appropriate authorisation is received 
from the patient.   


 



http://www.legislation.gov.uk/ukpga/2005/9/pdfs/ukpga_20050009_en.pdf
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All requests where access to a patients records for a claim against the trust should 
be handled by the trust’s solicitors.  
 
7.4 Access to children’s health records 


7.4.1 Children and young people 


Young people under the age of 18 must demonstrate they have sufficient 
understanding and intelligence to enable him or her to understand fully what is 
proposed. However, young people aged 16-18 are presumed to have capacity 
(although this presumption may be rebutted in exceptional circumstances)  


 
7.4.2 Parents  


If someone with parental responsibility (see definition in section 3) request copies of 
the records of a child who has capacity, the child must consent to the release.  
Unless the trust has reason to believe there is a safeguarding concern, the wishes of 
the child should be respected.   Where a child has been formally adopted, the 
adoptive parents are the child’s legal parents and automatically acquire parental 
responsibility. In some circumstances people other than parents acquire parental 
responsibility, for example by the appointment of a guardian or on the order of a 
court. A local authority can also acquire parental responsibility (shared with the 
parents) if the child is under a care or supervision order.  


 
Parental responsibility would include:  
 


 Safeguarding and promoting a child’s health, development and welfare. 


 Financially supporting the child. 


 Maintaining direct and regular contact with the child.  
 
Where parents are separated and one of them applies for access to the child’s 
records, there is no obligation to inform the other parent that access has been 
sought.  


 
Establishing parental responsibility can be complex and staff should always consider 
whether evidence of parental responsibility is required before information is shared.  
If there is doubt about whether the person giving or withholding consent to access 
has parental responsibility, legal advice from the trust’s solicitor should be sought.   
 
Parental access must not be given where it conflicts with the child's best interests 
and any information that a child revealed in the expectation that it would not be 
disclosed should not be released unless it is in the child's best interests to do so.  
 
7.5 Patients living abroad  


Requests from patients living outside the UK or from health care providers abroad 
should be treated the same as requests from within the UK. The same checks for 
verifying the authenticity of the request should be made and the Data Protection 
Officer should be contacted for advice and guidance. 


 
Requests sent abroad must be sent securely with secure electronic transfer being 
preferred.  
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8 Deceased patients’ health records 
 
Access to the health record of a deceased person is governed by the Access to 
Health Records Act 1990 (AHRA). Under this legislation where a patient has died, 
their personal representative, executor, administrator or anyone having a claim 
resulting from the death has the right to apply for access to the deceased’s health 
record.  


 
The personal representative is the only person who has an unqualified right of 
access to a deceased patient’s record and need give no reason for applying for 
access. Individuals other than the personal representative have a legal right of 
access under the Act only where they can establish a claim arising from a patient’s 
death.  If an application is made for access to a deceased patients health records 
proof of entitlement will be required.  This could include letters of administration, 
grant of probate or a certified copy of the will. 


 
There is no definition of what will be classed as a claim arising out of the patient’s 
death. It is accepted that it would encompass those with a financial claim, 
determining who these individuals are and whether there are any other types of claim 
is not straightforward. The decision as to whether a claim actually exists lies with the 
record holder and will be heavily dependent upon the information provided by the 
applicant and the circumstances.  In cases where it is not clear whether a claim 
arises the record holder should contact the trust’s solicitor. 


 
There may be circumstances where individuals who do not have a statutory right of 
access under AHRA request access to a deceased patient’s record. Current legal 
advice is that the Courts would accept that confidentiality obligations owed by health 
professionals continue after death. The Department of Health, General Medical 
Council and other clinical professional bodies have long accepted that the duty of 
confidentiality continues beyond death and this is reflected in the guidance they 
produce.  Where requests of this nature are made, they will be considered on a case-
by-case basis and the trust’s solicitor should be contacted. 
 


9 Staff personnel files 


Under the Data Protection Act all individuals have the right to request access to 
personal information being held about them. This includes files held by the Employee 
Relations department (Workforce directorate) and locally held staff files, including 
relevant emails. 


A subject access request must be made in writing though it does not have to mention 
the Data Protection Act to be a valid request. 


Information relating to other employees should be redacted or consent obtained to 
release this prior to disclosure of the record. 


10  CCTV Images 


Individuals are allowed to request CCTV images of themselves. Requestors will need 
to provide specific details and proof of identity. Access to CCTV images are 
managed by the site security teams. For details contact the relevant site security 
team. 


See also Security Policy  



http://www.legislation.gov.uk/ukpga/1990/23/pdfs/ukpga_19900023_en.pdf

http://www.legislation.gov.uk/ukpga/1990/23/pdfs/ukpga_19900023_en.pdf
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11 Subject access request process and fees 
 


All requests for access to health records or employment records by individuals or 
representatives/other agencies should be made or forwarded to the health records 
department in writing along with the relevant consent, rf-tr.AccessRequests@nhs.net  
Requests will be logged on the Datix claims module and processed. Requests not 
handled by the health records department will be forwarded to the relevant 
department to process. 
 
The Data Protection (Subject Access) (Fees and Miscellaneous Provisions) 
Regulations 2000 sets out the fees an individual may be charged to view their 
records or be provided with a copy of them. The charges are summarised in 
Appendix D.   
 
Where possible, the trust should check with the applicant to confirm what material is 
required before processing the request. The applicant does not have to give a reason 
for requesting access and therefore may not wish to identify the part of the record 
required, in which case the entire record should be copied, or made available for 
viewing, and the applicant advised of any charge.  


  


12 Request response time 
 


The DPA requires requests to be complied within 1 month. If it is not possible to 
comply within this period then the applicant should be informed.  
 
If an individual makes a number of consecutive requests for their records, the trust 
can decide whether a reasonable interval has elapsed on the basis of the nature of 
the information, how often it is altered and the reason for its processing.  


 


13 Providing or denying access 
 


13.1 Confirming identify  


Once a request has been made reasonable efforts must be made to ensure that the 
requestor is genuine. Unless the trust is satisfied as to the identity of the patient or 
applicant e.g. full and previous name, date of birth, current and previous address, 
NHS number, a request for evidence of identity should be made.  


13.2 Releasing the records 


All records should be released using a secure method of delivery. All electronic 
records should be encrypted to 256 AES regardless of media type used (for example 
disc, USB or email). Physical records must be sent using Special Delivery or 
recorded courier to ensure the security of the information. 


  



mailto:rf-tr.AccessRequests@nhs.net

http://www.legislation.gov.uk/uksi/2000/191/pdfs/uksi_20000191_en.pdf

http://www.legislation.gov.uk/uksi/2000/191/pdfs/uksi_20000191_en.pdf
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13.3 Exemptions and limiting or denying access  


 There may be instances where access should be denied or limited as detailed below. 
In all instances where information is being withheld advice should be sought from the 
Caldicott Guardian, Data Protection Officer or other relevant service. 


13.3.1 Health Records 
 
The Data Protection Act (Subject Access Modification) (Health) Order 2000 enables 
the data controller to limit or deny access to an individual’s health record. At The 
Royal Free Hospital, only psychiatric case notes and notes for children under the age 
of 16 will be reviewed by the relevant clinician prior to release..  


 
If the application is for access to a deceased person’s record and the record contains 
information that the deceased person expected to remain confidential then it must 
remain so.  


 
There is no obligation to advise applicants of the grounds on which information has 
been withheld and, if the fact that records are withheld may cause distress to the 
applicant, there is no obligation to notify the applicant that records have been 
withheld. 


 
Any document that contains identifiable information on other patients should be 
redacted prior to release. 


 
13.3.2 Staff personnel files 


 
As well as redacting information relating to other employees, information held on 
individuals in the trust may be exempt if they fall in to the following categories: 


 


 The information contains details of other employees where, even after redacting, 
the other employee remains identifiable 


 The information related to management forecasting and workforce planning 


 The information is part of an ongoing dispute 


 Employment references made to other organisations in confidence 


 Information that is legally privileged 


 


14 Viewing and accessing a record 
 


If the applicant requests to just view the record, the applicant needs to contact the 
medical records department.  A representative of the team will arrange to meet with 
the requestor within two weeks of the original request and be present when the notes 
are viewed in a private setting. Viewing of records must be supervised at all times to 
ensure the safety and completeness of the notes and to ensure that there is no 
unauthorised access to other records 
 
14.1 Correcting a record  


14.1.2 Clinical records 
 


If, after accessing the record, a patient feels that clinical information recorded on their 
health record is incorrect then they should be advised to discuss the situation with 
the health professional in an attempt to have the record amended. The trust 



http://www.legislation.gov.uk/uksi/2000/413/pdfs/uksi_20000413_en.pdf
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suggests, in line with good practice, that the patient is allowed to include a statement 
in their record that they disagree with specific parts of their record. 
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14.1.2 Employment records and demographic patient data 


 
The Data Protection Act 1998 places an obligation on organisations to ensure that 
personal data is accurate and kept up to date. Where errors in records are noted the 
trust should take reasonable steps to amend or update the information. 


 
If the matter is not resolved the individual or representative should be advised of the 
current complaints policy and procedure as outlined in the trust’s Complaints Policy 
and Procedure for patients or the trusts Grievance Policy and Procedure for staff. 
The individual or representative could further complain to the Information 
Commissioner, who may rule that any erroneous information is rectified, blocked, 
erased or destroyed.  Alternatively, the patient may seek legal independent advice to 
pursue their complaint.  
 
14.2 Risk management  


If a request to access health records makes reference to the pre action protocol for 
clinical disputes, the trust’s solicitor will be notified at the earliest opportunity.  
 
 
14.3 Complaints concerning how a request was handled  
 
Formal complaints concerning how a subject access request was handled by the 
trust will be managed by the complaints department. Investigations prompted by the 
Information Commissioner’s Office will be initially handled by the information 
governance team / data protection officer. 


 


15 Monitoring 
 


All access requests should be recorded on the Datix claims module. Implementation 
of this policy will be monitored by a quarterly audit of Datix data.  The information 
governance group will review the number of requests received and number of 
breaches for each area that handle SARs.  


 


16 References 


 


 The Data Protection Act 1998 
 


 Guidance for Access to Health Records Requests, Department of Health, 
February 2010 
 


 ICO Subject Access Request, Code of Practice 2017 
 
ICO Employment Practices Code 


  



http://www.legislation.gov.uk/ukpga/1998/29/contents

http://systems.hscic.gov.uk/infogov/links/dhaccessrecs.pdf

http://systems.hscic.gov.uk/infogov/links/dhaccessrecs.pdf

https://ico.org.uk/media/for-organisations/documents/2014223/subject-access-code-of-practice.pdf

https://ico.org.uk/media/for-organisations/documents/1064/the_employment_practices_code.pdf
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17 Associated documents 


 


17.1 Related policies 


 Records Management Policy 


 Patient and Staff Confidentiality Policy  


 Overarching Information Governance Policy  


 Risk assessment and risk Management Policy  


 Information Risk Policy 


 Mental Capacity Act Policy  


 Complaints Policy and Procedure. 


 Disclosure of Information to the Police Policy 
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Appendix A - The Eight Data Protection Principles 


1 Personal data shall be processed fairly and lawfully. 


 


2 Personal data shall be obtained for one or more specified and lawful purposes, 
and shall not be further processed in any manner incompatible with that 
purpose or those purposes. 


 


3 Personal data shall be adequate, relevant and not excessive in relation to the 
purpose or purposes for which they are processed. 


 


4 Personal data shall be accurate and, where necessary, kept up to date. 


 


5 Personal data processed for any purpose or purposes shall not be kept for 
longer than is necessary for that purpose or those purposes. 


 


6 Personal data shall be processed in accordance with the rights of data subjects 
under this Act. 


 


7 Appropriate technical and organisational measures shall be taken against 
unauthorised or unlawful processing of personal data and against accidental 
loss or destruction of, or damage to, personal data. 


 


8 Personal data shall not be transferred to a country or territory outside the 
European Economic Area unless that country or territory ensures an adequate 
level of protection for the rights and freedoms of data subjects in relation to the 
processing of personal data. 
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Appendix B – The Caldicott Principles  


The Caldicott Principles (revised September 2013) are summarised below: 


 


1 Justify the purpose(s) for using confidential information. 


2 Don’t use personal confidential data unless it is absolutely necessary. 


3 Use the minimum necessary personal confidential data. 


4 Access to personal confidential data should be on a strict need to know basis. 


5 Everyone with access to personal confidential data should be aware of their 


responsibilities. 


6 Understand and comply with the law, in particular the Data Protection Act. 


7 The duty to share information can be as important as the duty to protect patient 


confidentiality. 
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Appendix C – Information Commissioners Office 


 


The Head Office address is:  


Information Commissioner’s Office 


Wycliffe House  


Water Lane  


Wilmslow  


Cheshire  


SK9 5AF  


 


ICO helpline (open between the hours of 9.00am and 5.00pm, Monday to Friday)  


08456 30 60 60  


01625 545 745  


Fax: 01625 524 510  


 


Website https://ico.org.uk/ 
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Appendix D – Charges  


As of 25 May 2018 the Data Protection Act 1998 will be replaced by the General 
Data Protection Regulations (GDPR). Under the GDPR there will be no charge for 
access requests except under special circumstances. 


The following charges will apply to all subject access requests: 


1. Patient requests 


 For access requests relating to documents held in an electronic format only a 


£10 fee will apply 


 For access requests relating to documents held either partially or wholly in 


non-electronic form a minimum fee of £10 will apply with copies charged a 25 


pence per copy, up to a maximum of £50 


 For requests to view records there is no charge 


If, following a viewing of their records a patient wishes to request copies of their 
records, this should be treated as a new access request and the above charges will 
apply 
  
2. Solicitor requests 


 For access requests relating to documents held in an electronic format only a 


£10 fee will apply 


 For access requests relating to documents held either partially or wholly in 
non-electronic form a flat fee of £50 will apply 


 


3. Staff requests 


 For requests to workforce for copies of personnel records there will be no fee 
payable 


 
4. Methods of payment 


Payment can be made in person, over the phone, by cheque or online. 


Cheques are made payable to The Royal Free London NHS Foundation Trust and 
should be sent to: 


 The Access Team, Medical Records Department, Royal Free Hospital, Pond 
Street, London, NW3 2QG for requests made to the Royal Free Hospital. 


 Medical Records Department, Barnet Hospital, Wellhouse Lane, Barnet, 
Hertfordshire, EN5 3DJ for requests made to Barnet or Chase Farm 
Hospitals. 


 
Payments can be made over the phone by calling 0207 794 0500 ext. 33426 quoting 
the access request reference number 
 
Online payments can be made through www.royalfree.nhs.uk/contact-us/pay-online/   
  



http://www.royalfree.nhs.uk/contact-us/pay-online/





Appendix E - Equality analysis  


An equality analysis is a review of a policy, practice, function, business case, project or service change, which establishes whether there is a 
negative effect, or impact on particular social groups.  This In turn enables the organisation to demonstrate it does not discriminate and, where 
possible, it promotes equality to meet the needs of the diverse patients and communities we serve. 


This checklist is a way to help you think carefully about the likely impact on equality groups and take action to improve services. This is also an 
opportunity to evidence positive practices in our services and demonstrate strategic integrity to ensure that our services and employment 
practices are fair, accessible and appropriate for all patients, visitors and carers, as well as our talented and diverse workforce.  


Name of the policy / function / service development being assessed Access to Health Records Policy  


Briefly describe its aims and objectives: 
The policy seeks to give direction to staff about the provision of 
access to health records for patients and their representatives.  
 
The policy applies to all health records held by the Royal Free London 
NHS Foundation Trust. It also applies to entries made by health 
professionals in records for integrated services.  


Directorate and Lead: 


 


Outpatients – Mark Mossman  


Evidence sources: DH, legislation. JSNA, audits, patient and staff 
feedback 


 


DH Legislation, DPA, Caldicott Principles 


Is the trust Equality Statement present? Yes 
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Equality Analysis 
 
Go through each protected characteristic below and consider whether the policy, practice, function, business case, project or service change could have any 
impact on groups from the identified protected characteristic, involve service users where possible and get their opinion, use demographic / census data 
(available from public health and other sources), surveys (past or maybe carry one out), talk to staff in PALS and Complaints and Patient Experience.  Please 
ensure any remedial actions are Specific, Measureable, Achievable, Realistic, and Timely (SMART). 


 


Equality Group Identify negative 
impacts 


What evidence, 
engagement or 
audit has been 
used? 


How will you 
address the 
issues 
identified? 


Identifies who will 
lead the work for the 
changes required 
and when? 


Please list positive 
impacts and existing 
support structures  


 
Age 
 


 
None identified 


Internal 
assessment  


 
N/A 


 
N/A 


 


Advice and access to 
records provided by 
the Medical Records 
team. 


 
 
 
 


 
Disability 
 


 
Potential 
difficulties with 
vision, hearing 
and writing  


Internal 
assessment 


 


Records will be 
provided in their 
existing format.  It 
is the 
responsibility of 
the requestor to 
change the 
format of the 
records for their 
own purposes. 


Documenting 
requests on 
behalf of those 
unable to write 
and sending to 


Mark Mossman 
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Equality Group Identify negative 
impacts 


What evidence, 
engagement or 
audit has been 
used? 


How will you 
address the 
issues 
identified? 


Identifies who will 
lead the work for the 
changes required 
and when? 


Please list positive 
impacts and existing 
support structures  


the requestor for 
confirmation 


Access to trust’s 
translation and 
interpreting 
service can also 
be provided. 
Advanced 
preparation and 
planning required 


 
Gender Reassignment 
 


 
None identified 


Internal 
assessment 


 
N/A 


 
N/A 


 
Marriage and Civil Partnership 
 
 
 
 


 
None identified 


Internal 
assessment 


 
N/A 


 
N/A 


 
Pregnancy and maternity 
 


 
None identified 


Internal 
assessment 


 
N/A 
 


 
N/A 
 


 
Race 


 


Patients/relatives 
who do not speak 
English as a first 
language or who 
have specific 


Internal 
assessment 


Access to the 
trust’s translation 
and interpretation 
service will be 


Mark Mossman 
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Equality Group Identify negative 
impacts 


What evidence, 
engagement or 
audit has been 
used? 


How will you 
address the 
issues 
identified? 


Identifies who will 
lead the work for the 
changes required 
and when? 


Please list positive 
impacts and existing 
support structures  


communication 
needs 


provided.  
Advance 
preparation and 
planning required 


 
Religion or Belief 
 


 
None identified 
 


Internal 
assessment 


N/A N/A 


 
Sex 
 


 
None identified 


Internal 
assessment 


N/A N/A 


 
Sexual Orientation 
 


 
None identified 


Internal 
assessment 


N/A N/A 


 
Carers 


 


 
None identified 


Internal 
assessment 


N/A N/A 


                                


Equality Analysis completed by:  Organisation Date 


Mark Mossman RFL 13/10/2017 


Information Governance Group RFL 08/12/2017 
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Appendix F - Publication and Communication checklist 


Title of document: 
Access to Health Records Policy 


Date finalised: 26/06/2018 Dissemination lead: 
(print name and contact 
details) 


Mark Mossman 


Ext 33668 Previous document 
already being 
used? 


Yes   


If yes, in what 
format and where? 


Electronic on freenet  


Proposed action to 
retrieve out-of-date 
copies of the 
document: 


Remove out-dated policy from trust intranet  


To be disseminated 
to: 


How will it be 
disseminated, who 
will do it and when? 


Paper 
or 
electronic 


Comments 


Information 
Governance Group  


Email, hand delivered 
committee papers  


Both  For approval IGG 
08/12/2017 


Policy Group Email, hand delivered 
committee papers 


Both For approval 26/06/2018 


Staff  Available on freenet – 
policies and procedures  


Electronic  Once approved policy will 
be available for intranet 
download  


    


 


Date put on register / 
library of procedural 
documents 


27/06/18 Date due 
to be 
reviewed 


01/06/2019 


 


Disseminated to: 
(either directly or via 
meetings, etc.) 


Format (i.e. 
paper or 
electronic) 


Date 
dissemi
nated 


No. of 
copies 
sent 


Contact details / comments 


Simon Stewart   Electronic 08/12/17 1 For ratification by IGG  


Sue Cleiff Electronic  27/06/18 1 For upload to freenet  
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1. Executive Summary 
The Royal Free London NHS Foundation Trust (‘the trust’) is a public body, with the use of 
information, in particular health data, a fundamental part of its purpose. It is important, 
therefore, that the trust has a clear and relevant policy on how it will discharge its 
responsibilities in regards to records management.  


2. Policy Statement 
The Royal Free London NHS Foundation Trust will take a privacy and data protection by 
design and default approach to all information which it holds. The trust will use risk-based 
methodology for IG decision making and delivery. 


Staff and patient privacy are at the heart of what the trust does. The trust will only use 
personal data when it is both lawful and ethical to do so. 


The intent and outcomes of the trust’s IG decision making, and delivery approach shall be to 
ensure that the benefits received outweigh the risks the trust will accept. 


3. Equality Statement 
The trust is committed to creating a positive culture of respect for all individuals including job 
applicants, employees, patients, their families, and carers as well as community partners. 


The intention is, as required by the Equality Act 2010, to identify, remove or minimise 
discriminatory practice in the nine named protected characteristics of age, disability 
(including HIV status), gender reassignment, marriage and civil partnership, pregnancy and 
maternity, race, religion or belief, sex or sexual orientation. It is also intended to use the 
Human Rights Act 1998 to treat fairly and value equality of opportunity regardless of socio-
economic status, domestic circumstances, employment status, political affiliation, or trade 
union membership, and to promote positive practice and value the diversity of all individuals 
and communities. 


4. Scope 
This Records Management Policy applies to the trust as a public authority and all employees 
of the trust. The term employees also include those working on behalf of the trust whether 
they are volunteers, students, work placements, contractors or temporary employees. 


This policy also applies to the trust’s: 


• wholly owned subsidiaries; 


• arms length bodies; 


• hosted functions; and, 


• employees of the above entities. 


This policy applies to all recorded information whether corporate or personal data (patient 
and staff records), irrespective of format, physical location or the media on which it is 
created, received, maintained and stored in the course of the trust’s business activities or its 
legal obligations. 


This policy further applies to any data used for research purposes where the trust is the 
sponsor or providing / giving access to personal data. 


5. Introduction 
This policy sets out the trust commitment to achieving high standards in records and 
document management in order to meet its strategic objectives, legislative and regulatory 







obligations and to adhere to best practice standards. The implementation of the intentions of 
this policy will be supported through the delivery of guidance and procedure documents. 


The trust creates, receives and manages a wealth of information in a variety of formats. 
Effective records and document management will help ensure that the correct, accurate and 
up to date information is easily available to the right person, at point of need and in a timely 
manner. This policy therefore underpins effective decision making, good governance, 
transparency and accountability in the management of the trust’s business and services. 


Records and document management is concerned with the systematic and consistent 
control and management of records and the information they contain. The term ‘records and 
document management’ for the purposes of this policy should be read as a broad collective 
term that concerns the management of all information in the form of records, documents, 
information, data and e-mails. 


6. Purpose 
It's the purpose of this policy and its supporting guidance and processes to: 


• establish overarching corporate principles and approach to records and document 
management; 


• help mitigate risk; 


• maximise efficiencies and business benefits to be derived through effective records 
and document management; 


• ensure all staff are aware of their responsibilities to ensure the proper management 
and control of documents and records; and, 


• support wider organisational objectives of good governance and the delivery of 
services and products in an efficient, accountable and transparent manner. 


7. Definitions  
Definitions can be found in the Information Governance Framework. 


8. Responsibilities  
Responsibilities can be found in the Information Governance Framework. 


Specific responsibilities not mentioned in the Framework, but are applicable to this policy 
are: 


8.1. Chief Executive 
The Chief Executive has overall responsibility for records management in the Trust. As the 
accountable officer they are responsible for the management of the trust and for ensuring 
appropriate mechanisms are in place to support service delivery and continuity. Records 
management is key to this as it will ensure appropriate, accurate information is available as 
required. 


The Trust has a particular responsibility for ensuring that it corporately meets its legal 
responsibilities, and for the adoption of internal and external governance requirements. 


8.2. Caldicott Guardian 
The Caldicott Guardian is responsible for ensuring that national and local guidelines and 
protocols on the handling and management of patient confidential data are in place. 


 







8.3. Information Governance Group 
The trust’s Information Governance Group is responsible for ensuring that this policy is 
implemented and that the records management system and processes are developed, co-
ordinated and monitored. The group is also responsible for Providing advice on local policy, 
particularly for retention, archiving or disposal of sensitive personal health records. 


8.4 Health Records Service Manager / Operations Manager Outpatients 
The Health Records Service Manager / Operations Manager Outpatients Responsible for the 
overall development and maintenance of health records management practices throughout 
the trust, in particular drawing up guidance for good records management practice in such a 
way as to ensure the easy, appropriate and timely retrieval of patient information. 


They coordinate requests for access to health records (data subject access requests) in 
accordance with the Data Protection Act and Access to Health Records Act. 


8.5 Information Asset Owners 
Information Asset Owners are responsible for ensuring the asset they ‘own’ is managed in 
accordance with this policy. They are further responsible for maintaining adequate records 


within the context, both legal and regulatory, of the business area the asset operates. 


8.6 Operational managers/Service Managers 


Operational managers/Service Managers are responsible for making sure that all records are 
periodically and routinely reviewed to determine what records can be disposed of or 
destroyed in light of local and national guidance. 


8.7 Staff Responsibilities 


All staff are responsible for ensuring that they have received any training related to records 
management including information governance, and relevant clinical system training. Staff 
must keep appropriate records and manage those records in keeping with this policy and 
with any guidance subsequently produced. 


Staff must make sure that any records for disposal are disposed of in line with this policy, the 
Overarching Information Governance Policy, Patient and Staff Confidentiality Policy and 
Waste Management and Disposal Policy and ensuring that all data protection and 
confidentiality requirements are upheld 


9. Objectives  
The objectives of this policy are to: 


• Ensure the trust is meeting its obligations for appropriate records management; 


• Ensure that all members of staff are aware of their roles and responsibilities; 


• Describe the principles of good records management; and, 


• Introduce a consistent approach to records management;  


10. Records Management Principles 
Records and documents have a known lifecycle which underpins effective records 
management within the trust and externally to patients and suppliers. The law requires 
certain records to be kept for a defined retention period; however, records are used on a 
daily basis for internal purposes to help make decisions, provide evidence, etc. 


10.1 Creation of Records 
Records must be created in a system (e.g. using a name or number) that will enable the trust 
to obtain the maximum benefit from the quick and easy retrieval of information. The system 
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should include a set of rules for referencing, titling, indexing, and if appropriate, security 
marking of records. 


For health records, the use of the national unique identifier (the NHS Number) and a local 
hospital number is recommended. Records must be filed in a way that facilitates easy 
location and retrieval – e.g. numerically or alphabetically. 


Records of a business activity must be complete and accurate enough to allow employees 
and their successors to undertake appropriate actions in the context of their responsibilities. 


Any handwritten records must be legible. 


10.2 Scanning 
Where records are scanned, unless the original is retained, the international standard ‘BS 
10008 Electronic Information Management - Ensuring the authenticity and integrity of 
electronic information’ must be adhered to in order to ensure that the scanned information 
remains authentic. 


Any scanning or records should be agreed with the records management department with 
written processes in place to ensure the correct standards and authenticity are maintained. 


Records must not be scanned locally without the above agreement, otherwise the original 
paper record will need to be retained for the relevant retention period. 


10.3 Retention 
It is a fundamental requirement that all of the trust’s records are retained for a minimum 
period of time for legal, operational, research and safety reasons. The length of time for 
retaining records will depend on the type of record and its importance to the trust’s business 
functions. 


Retention refers to the storage of records and the time periods for which they should be 
held. The trust has aligned its retention schedule with that in the NHS Records Management 
Code of Practice. The retention schedule can be found at 
https://www.nhsx.nhs.uk/information-governance/guidance/records-management-
code/records-management-code-of-practice-2021/#appendix-ii-retention-schedule  


10.4 Use 
Records should be used only for their created purpose. Patient and staff records should only 
be accessed if there is a legitimate clinical or administrative reason to do so. Accessing 
patient records without authorisation is a breach of the trust’s Confidentiality Policy and 
Information Governance Policy. 


Records should be accessible to those authorised to view them. In order to facilitate this: 


• Paper records – Should be held in a relevant filing system to allow access as 
required. To establish the authenticity of records and to meet the Care Records 
Guarantee that service users can see who has accessed their records, the records 
should be held in such a way to allow access to be audited. Paper health records 
must be tracked in accordance with the trust’s Case Note Tracking Policy 
https://freenet2.royalfree.nhs.uk/documents/preview/43736/Case-Note-Tracking-
Policy 


• Electronic records – Should be stored in line with the trust’s information governance 
policy.https://freenet2.royalfree.nhs.uk/sites/corporate-directorates/im-t-
microsite/SitePage/69650/ig-polices-documents. Electronic records should be held in 
such a way that they can be recovered in an accessible format throughout their 
lifecycle in addition to providing information about who has accessed the record. If 
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the metadata of a record needs to be amended in line with its general use, this must 
also be auditable. 


10.5 Review 
Review refers to the process of determining whether records are worthy of permanent 
archival preservation, as certain records created by the trust may be of historical interest to 
The National Archives. 


The purpose of the review process is to ensure the records are examined at the appropriate 
time to determine whether or not they are worthy of archival preservation, whether they need 
to be retained for a longer period as they are still in use, or whether they should be 
destroyed. 


Review should only be undertaken after consultation with the Records Management team. 


It is the responsibility of the staff member who is leaving their current post or the 
organisation, and their line manager, to identify as part of the exit procedure specific records 
that should be retained in line with this policy. These records should then be transferred 
securely to the appropriate records management system and any non-work-related records 
disposed of. 


Following review and where there is no reason to further retain a record, the record should 
be destroyed in line with this policy. The decision to destroy must always come from an 
authorised person or group following an appraisal of the record. Please contact the health 
records or information governance directorate as appropriate for further advice. 


10.6 Continued retention 
Not all records will be destroyed once the retention period has been met. Certain records 
may be selected for permanent preservation as archives and transferred to a Place of 
Deposit approved by the National Archives.  Such records include, but are not limited to, the 
following: 


• records which have on-going research value  


• records that have historical value  


• records that have on-going administrative value  


Any records selected for preservation will be kept and sent to the Royal Free London holding 
in the London Metropolitan Archive (LMA), Clerkenwell which is approved as a place of 
deposit for public records by the National Archives.  The LMA is part of the culture, heritage 
and libraries department of the City of London. Here the record will be kept for the future of 
the organisation and may never be destroyed. 


Records selected for permanent preservation should normally be transferred as soon as 
they reach the retention period specified and in any case before they reach 30 years old, 
unless a longer operational retention period is specified in the NHS Code of Practice 2020, 
in which case transfer should take place as soon as possible after this period has been 
reached.  


10.7 Archival 
When records are no longer required as part of ‘business as usual’, for example the 
conclusion of treatment with health records, they can be stored as an archive for the 
remainder of their retention period. Archives can be in-house or outsourced offsite. 


Records stored offsite must be approved first by the records management team. 







All archived records must be actively managed with a full inventory kept, detailing what is 
held where, with retention periods applied and a disposal log where required. 


10.8 Destruction authorisation process 
For medical records, or staff records that have reached their end of their lifespan, destruction 
must be approved by the Information Governance Group. As part of this process, the type of 
records and quantity must be clearly documented as this will form part of the decision and 
destruction certificate. To request record destruction contact rf-
tr.informationgovernance@nhs.net 


Such records must not be destroyed without authorisation and must be destroyed securely. 
Accurate records should be kept of record destruction. 


10.8.1 Paper records 
Paper records must be destroyed in line with international standards under confidential 
conditions. Confidential waste bins can be used or accredited third party companies who 
provide certificates of destruction. Third parties must be agreed with the information 
governance department. Paper records should not be disposed of via domestic waste. 


All staff must ensure that confidential waste is handled appropriately at all times and that 
confidential waste bins are emptied regularly, and they do not overflow. 


10.8.2 Electronic media 
Electronic media must be permanently destroyed as opposed to deletion, which can be 
reversible. Management and destruction of electronic records and hard assets such as 
computers and hard drives must be auditable in respect of the information that they hold.  


10.8.3 Electronic records 
Electronic records systems must retain a metadata stub which will detail what has been 
destroyed. 


11. Transfer of Records 
When a contract ends or a service changes provider, any service provider still has a liability 
for the work they have done. As a general rule, records should be retained until the time 
period of liability has ended. However, this should be agreed between the parties, 
documented prior to transfer, and approved by the Information Governance Directorate. 


Where the records being transferred are confidential, it may be necessary to inform the 
individuals concerned. The level of communication will depend on the impact of change and 
could range from posters and leaflets to seeking explicit consent. 


Transfers of patient records and data between organisations should be documented within a 
data transfer agreement. Contact the Information Governance team for further advice. Also 
see Information Sharing Policy. 


12. Records involved in Investigations, Inquiries, Incidents, Litigation 
and Legal Holds 
A Legal Hold, also known as a litigation hold, document hold, hold order or preservation 
order is an instruction directing employees to preserve (and refrain from destroying or 
modifying) certain records and information (both paper and electronic) that may be relevant 
to the subject matter of a pending or anticipated lawsuit, investigation, incident or inquiry. 
Organisations have a duty to preserve relevant information when a lawsuit, investigation, 
incident or inquiry is reasonably anticipated. 



mailto:rf-tr.informationgovernance@nhs.net
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Staff must immediately notify the trust legal department if they have been notified of a 
Litigation, Investigation, Incident or Inquiry or have reasonable foresight of a future Litigation, 
Investigation, Incident or Inquiry as this could result in records being held beyond their 
identified retention period. 


Following an incident, many internal investigations or legal challenges may be made. These 
may include coroner’s inquests, public inquiries, criminal investigations and civil action. 
When planning for and responding to an incident, it is essential that any decisions made or 
actions taken are recorded and stored in a way that can be retrieved later to provide 
evidence. 


The Legal Hold decision will be determined by the SIRO. 


When a Legal Hold is terminated, records previously covered by the Legal Hold should be 
retained in accordance with the applicable retention period under this policy without regard 
to the Legal Hold. Non-Records or Records not previously subject to retention may be 
destroyed. 


13. Record Naming and Good Practice 
Record naming is an important process in records management, and it is essential that a 
unified approach is undertaken within all areas of the trust to aid in the management of 
records. 


Staff members should refrain from naming folders or files with their own name unless the 
folder or file contains records that are biographical in nature about that individual, for 
example, personnel records. 


Version control is the management of multiple revisions to the same document. Version 
control enables the trust to tell one version of a document from another.  


Where records contain person identifiable data or corporate sensitive information, it is a legal 
requirement that such data is stored securely. 


Good record keeping requires information to be recorded at the same time an event has 
occurred, or as soon as possible afterwards. 


Staff members should ensure their handwriting is legible when making entries on paper 
records. 


Staff members should ensure records are relevant including their opinions about individuals, 
as the individual has the right to gain access to their records via a Subject Access Request 
under the Data Protection Act 2018. 


Be aware when redacting Microsoft Word documents electronically by using the black 
highlight text tool, as this process is reversible. A Microsoft Word file converted into PDF can 
be easily read merely by copying it from PDF back into Word. There is professional 
redaction software in place to redact information, please contact the Information Governance 
team for advice. 


Important and / or business critical information must not be cascaded via instant messaging 
(e.g. MS Teams Chat, text messages, WhatsApp messages etc). If such information is 
distributed via instant message, it is the responsibility of those in possession of the 
information to ensure the information is extracted and saved as a record. This extract must 
be saved in a central document repository. 







14. Missing and Lost Records 
A ‘missing record’ is when a record cannot be found or is not available when required. In the 
event of a missing record, a thorough search must be undertaken. This will include initiating 
a search at the base (this may include facilitating/requesting searches at non- trust locations 
if appropriate, e.g. GP surgeries or shared buildings), in addition to reviewing the tracking 
history of the record. 


If after 5 working days, the record has not been found, the missing record must be reported 
as an incident. 


The missing record should be marked as missing in any electronic / manual tracking 
systems in use, and the record must be reconstituted, populated as far as possible with all 
the relevant information and clearly marked as a ‘reconstituted record’. If applicable, the 
electronic / manual tracking system must be updated to note that the record has been 
reconstituted and on what date this occurred. 


When the original record is located, the temporary and original set of records should be 
merged together. If applicable, the electronic / manual tracking system must be updated to 
state that the original records were located and merged with the reconstituted record, and 
with the location of the merged records. Update the Information Governance team with 
details of when and how the record was found. 


If after 6 months, the record is still missing, it is reasonable to assume that the original set of 
records has been lost. Inform the Information Governance team. 


Data processors acting on behalf of the trust are required to develop and maintain local 
procedures to handle missing records in line with this policy. 


15. Requests to Amend or Delete Records Containing Personal Data 
Under the United Kingdom General Data Protection Regulation (GDPR) individuals have the 
right to challenge the accuracy of their personal data held and ask for it to be corrected or 
deleted, this right is known as ‘right to rectification’. 


Before a decision on whether or not the recorded data is inaccurate the patient or staff 
member would need to provide; 


• a statement clearly outlining what they believe is inaccurate or incomplete 


• explain how they wish the trust to correct it 


• where available, provide evidence of the inaccuracies. 


This would then need to be checked by a clinician or involved in the patients care in regards 
to patient data, or in the case of staff data, another appropriate person. 


All requests for amendments to records should be sent to the information governance, and 
records management team. Such requests are logged.  The timescale for processing such 
requests is the same as subject access requests 30 days. Further information on this right 
can be found on the staff, and patient privacy notices respectively: 


Patient notice https://www.royalfree.nhs.uk/patients-visitors/privacy-notice/  


Staff notice https://freenet2.royalfree.nhs.uk/sites/group-services/information-governance-
ig/SitePage/88705/staff-privacy-notices  


15.1 Where an individual disputes the accuracy of their records 
If a decision is made that records should not be amended, this should be explained to the 
requestor along with the reasons for the decision. 
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It is good practice to place a note on the relevant system indicating that the individual 
challenges the accuracy of the data and the reasons why it cannot be amended. 


Individuals have the right to make a complaint to the ICO or other supervisory authority and 
their ability to seek to enforce their rights through a judiciary remedy. 


15.2 Deletion  
All request for deletion of records containing personal data should be immediately sent to the 
access request team for processing. 


16. Record Security 
See Information Security Policy, and Confidentiality Policy. 


17. Training & Awareness 
Data Security and Protection training is mandatory, and all staff are required to complete 
annual training. 


Staff who are identified in the trust’s Information Governance Training Needs Analysis are 
required to undertake specialist training relevant to their role. 


18. Review 
Review of this policy will take place every three years or earlier until rescinded or 
superseded, due to legal or National Policy changes.  


The audience of this document should be aware that a physical copy may not be the latest 
version. The latest version, which supersedes all previous versions, is available on Freenet. 


Those to whom this policy applies are responsible for familiarising themselves periodically 
with the latest version. 


19. Approval  
This policy has been reviewed and approved by: 


Version Date  Reviewed / Approved Responsible Person 


0.1 23/06/2022 Review and Approval Data Protection Officer 


0.1 23/06/2022 Review and Approval SIRO 


0.1 23/06/2022 Review and Approval Information Governance Group 


20. Monitoring and Compliance 
This policy and the associated controls: Policies, Protocols, Procedures - will be monitored 
through the Information Governance Group for the trust.  


 







Appendix 1  Naming Convention and Version Control 
Naming documents and records appropriately is vital to ensure that they can be easily 
identified and retrieved by those who need them. It is essential that the trust takes a unified 
approach when naming the documents and records that it holds, as this will aid in the 
successful management of its records. It is also fundamental that appropriate version control 
is implemented – this applies regardless of the system you are using to store your 
documents and records (e.g. in shared drives, EPR etc) 


The following guidance applies to all trust records and information, including records such as 
project and programme records, meeting records and financial records. 


Good document titles will consist of the following elements: 


Element One: File Title / Description 


• The file title should be clear, succinct and descriptive. 


•  Always make the name of the document or record descriptive of its content or 
purpose. 


• For some file types, it is important to record the date in the file title / description, in 
particular when saving emails or letters, as the ‘sent’ date is important to the context 
of the record, e.g. 20200601 Notice of Closure to Appletree Pharmacy.dox. The date 
a file was created will also be recorded in the file metadata. 


• Do not use any ambiguous terms such as ‘miscellaneous notes’ or ‘general 
information’. 


• Do not name the file after the author / creator / owner. 


• Staff should not use individual names in a file title unless the file is biographical in 
nature about that individual; for example - personnel records. 


• Shared Drives restrict the file path lengths (including the path to folders / subfolders) 
and therefore it is sensible to use acronyms for commonly used words or phrases, 
e.g. RM for Records Management, IG for Information Governance, FY for Financial 
Year. 


Element Two: Document Status 


To effectively control the status of a document, and to enable the trust to tell whether a 
document is a draft or final document, it is important to ensure this is indicated in the 
document name: 


• Use DRAFT after the title to indicate draft versions 


• Use FINAL after the title to indicate final versions 


Examples of well named documents 


• Archiving Records Guidance v2.0 FINAL.pdf 


• RIMC Meeting Minutes v0.1 DRAFT.docx 


• 2019-20 Annual Budget v0.4 DRAFT.xlsx 


• 20191215 CG approval of budget spend.msg 


Naming conventions for emails 
All the advice and guidance that applies to naming documents and records applies equally to 
naming emails. However, there are specific elements that staff should be aware of: 


• When saving an email, you must change the title of the email if it does not accurately 
reflect the content 







• Do not include ‘email’ as part of the title, as electronic document type extension will 
show what type of file it is 


• Save all emails with their attachments 


• Save all emails as Outlook Email Format (.msg) 


• Do include the date (YYYYMMDD) the email was sent / received in the title, for 
example: 20190331 Confirmation of monthly expenditure.msg 


Naming conventions for folders 
It is important to use clear, logical and accurate titles for folders. The benefits of providing 
meaningful titles within the filing structure include: 


• The hierarchy of the structure is clearly identifiable by the titles of the folders. 


• Peer relationships between folders are clearly identifiable indicating a range of 
preferred locations for different types of record on a related activity. 


• At the lowest level of folders it is clear what is expected to be captured into each 
folder. 


The following rules should be followed when naming folders, just as when naming 
documents and records: 


• The file title should be clear, succinct and descriptive. 


• Always make the name of the document or record descriptive of its content or 
purpose. 


• Do not use any ambiguous terms such as ‘miscellaneous notes’ or ‘general 
information’. 


• Do not name the file after the author / creator / owner 


Staff should not use individual names in a file title unless the file is biographical in nature 
about that individual, for example, personnel records 







Appendix 1  References legislation 


Public Records Act 1958 


Data Protection Act 2018 


Freedom of Information Act 2000 


The Inquiries Act 2005 


Access to Health Records Act 1990 


Regulation of Investigatory Powers Act 2000 


NHS Records Management Code of Practice 2021 


NHS Information Governance: Guidance on Legal and Professional Obligations 


UK General Data Protection Regulation 2021 (GDPR) 
 


 







Appendix 2  Plan for dissemination of policy document 


The Records Management Policy will be explicitly shared with the following staff and groups: 


• SIRO (including deputies) 


• Caldicott Guardian (including deputies) 


• Information Governance Directorate  


• Records Management team 


• Access Request team 


• Information Asset Owners 


• Information Asset Administrators 


• Directors and Heads of Service within the IT Directorate 


 


The Records Management Policy is shared with all staff through the intranet and placed in 
the policy register. 


 







Appendix 3  Equality analysis guidance and tool 


 


 


 


 


 


 







Appendix 4  Flowchart for the creation, and implementation of 
policy document 
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00 LT024 LT024(P) CALREC/EBA LT024  LD Jan 2024 timed invite.rtf




{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}										 


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}    








Dear {8ClientTitle} {9ClientSurname},





Your GP practice supports breast screening





We would like to invite you for NHS breast screening, which is now due. Screening aims to find breast cancer early when successful treatment is more likely. 





We have made you an appointment: On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName} {13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3} {16ClinicAddressLine4} {17ClinicPostcode}





Female staff will take your mammograms (breast X‑rays). The whole appointment takes no more than 30 minutes. Unfortunately, we cannot look after children or dependants while you have your screening. Please bring this letter with you to your appointment. Please let us know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning 





disability or mobility problems


have breast implants


have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


have had a mammogram in the last 6 months





If you need to change your appointment once made, please contact us on: 


020 3758 2024 or our website https://www.london‑breastscreening.org.uk/n


If you later decide not to have breast screening please let us know (using the contact details above). This means we can give your appointment to someone else.





Please read our information about breast screening and its possible benefits


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot


access information online, please let us know using the contact details above.











Yours sincerely,


 


Dr William Teh


Director of Screening 												
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00 LT024 LT024(P) CALREC/EBA LT024(P)  LD Jan 2024 timed prevalent invite.rtf




{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}										 


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}    








Dear {8ClientTitle} {9ClientSurname},





Your GP practice supports breast screening





We would like to invite you for NHS breast screening, which is now due. Screening aims to find breast cancer early when successful treatment is more likely. 





We have made you an appointment: On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName} {13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3} {16ClinicAddressLine4} {17ClinicPostcode}





Female staff will take your mammograms (breast X‑rays). The whole appointment takes no more than 30 minutes. Unfortunately, we cannot look after children or dependants while you have your screening. Please bring this letter with you to your appointment. Please let us know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning 





disability or mobility problems


have breast implants


have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


have had a mammogram in the last 6 months





If you need to change your appointment once made, please contact us on: 


020 3758 2024 or our website https://www.london‑breastscreening.org.uk/n


If you later decide not to have breast screening please let us know (using the contact details above). This means we can give your appointment to someone else.





Please read our information about breast screening and its possible benefits


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot


access information online, please let us know using the contact details above.











Yours sincerely,


 


Dr William Teh


Director of Screening 												
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}										 


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}    








Dear {8ClientTitle} {9ClientSurname},





Your GP practice supports breast screening





We would like to invite you for NHS breast screening, which is now due. Screening aims to find breast cancer early when successful treatment is more likely. 





We have made you an appointment: On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName} {13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3} {16ClinicAddressLine4} {17ClinicPostcode}





Female staff will take your mammograms (breast X‑rays). The whole appointment takes no more than 30 minutes. Unfortunately, we cannot look after children or dependants while you have your screening. Please bring this letter with you to your appointment. Please let us know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning 





disability or mobility problems


have breast implants


have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


have had a mammogram in the last 6 months





If you need to change your appointment once made, please contact us on: 


020 3758 2024 or our website https://www.london‑breastscreening.org.uk/w


If you later decide not to have breast screening please let us know (using the contact details above). This means we can give your appointment to someone else.





Please read our information about breast screening and its possible benefits


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot


access information online, please let us know using the contact details above.











Yours sincerely,


 


Dr H Purushothaman


Director of Screening 												
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}										 


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}    








Dear {8ClientTitle} {9ClientSurname},





Your GP practice supports breast screening





We would like to invite you for NHS breast screening, which is now due. Screening aims to find breast cancer early when successful treatment is more likely. 





We have made you an appointment: On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName} {13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3} {16ClinicAddressLine4} {17ClinicPostcode}





Female staff will take your mammograms (breast X‑rays). The whole appointment takes no more than 30 minutes. Unfortunately, we cannot look after children or dependants while you have your screening. Please bring this letter with you to your appointment. Please let us know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning 





disability or mobility problems


have breast implants


have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


have had a mammogram in the last 6 months





If you need to change your appointment once made, please contact us on: 


020 3758 2024 or our website https://www.london‑breastscreening.org.uk/w


If you later decide not to have breast screening please let us know (using the contact details above). This means we can give your appointment to someone else.





Please read our information about breast screening and its possible benefits


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot


access information online, please let us know using the contact details above.











Yours sincerely,


 


Dr H Purushothaman


Director of Screening 												


										LT024(P)	{18CaseNotes} ECX {19ClinicCode}		


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber} 		
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}										 


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}    








Dear {8ClientTitle} {9ClientSurname},





Your GP practice supports breast screening





We would like to invite you for NHS breast screening, which is now due. Screening aims to find breast cancer early when successful treatment is more likely. 





We have made you an appointment: On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName} {13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3} {16ClinicAddressLine4} {17ClinicPostcode}





Female staff will take your mammograms (breast X‑rays). The whole appointment takes no more than 30 minutes. Unfortunately, we cannot look after children or dependants while you have your screening. Please bring this letter with you to your appointment. Please let us know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning 





disability or mobility problems


have breast implants


have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


have had a mammogram in the last 6 months





If you need to change your appointment once made, please contact us on: 


020 3758 2024 or our website https://www.london‑breastscreening.org.uk/c


If you later decide not to have breast screening please let us know (using the contact details above). This means we can give your appointment to someone else.





Please read our information about breast screening and its possible benefits


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot


access information online, please let us know using the contact details above.











Yours sincerely,


Dr Philip Dilks


Director of Screening 												


											LT024	{18CaseNotes} FLO {19ClinicCode}			


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber} 		
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}										 


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}    








Dear {8ClientTitle} {9ClientSurname},





Your GP practice supports breast screening





We would like to invite you for NHS breast screening, which is now due. Screening aims to find breast cancer early when successful treatment is more likely. 





We have made you an appointment: On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName} {13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3} {16ClinicAddressLine4} {17ClinicPostcode}





Female staff will take your mammograms (breast X‑rays). The whole appointment takes no more than 30 minutes. Unfortunately, we cannot look after children or dependants while you have your screening. Please bring this letter with you to your appointment. Please let us know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning 





disability or mobility problems


have breast implants


have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


have had a mammogram in the last 6 months





If you need to change your appointment once made, please contact us on: 


020 3758 2024 or our website https://www.london‑breastscreening.org.uk/c


If you later decide not to have breast screening please let us know (using the contact details above). This means we can give your appointment to someone else.





Please read our information about breast screening and its possible benefits


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot


access information online, please let us know using the contact details above.











Yours sincerely,





Dr Philip Dilks


Director of Screening 												


												LT024(P) {18CaseNotes} FLO {19ClinicCode}		


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber} 		
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}										 


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}    








Dear {8ClientTitle} {9ClientSurname},





Your GP practice supports breast screening





We would like to invite you for NHS breast screening, which is now due. Screening aims to find breast cancer early when successful treatment is more likely. 





We have made you an appointment: On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName} {13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3} {16ClinicAddressLine4} {17ClinicPostcode}





Female staff will take your mammograms (breast X‑rays). The whole appointment takes no more than 30 minutes. Unfortunately, we cannot look after children or dependants while you have your screening. Please bring this letter with you to your appointment. Please let us know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning 





disability or mobility problems


have breast implants


have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


have had a mammogram in the last 6 months





If you need to change your appointment once made, please contact us on: 


020 3758 2024 or our website https://www.london‑breastscreening.org.uk/se


If you later decide not to have breast screening please let us know (using the contact details above). This means we can give your appointment to someone else.





Please read our information about breast screening and its possible benefits


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot


access information online, please let us know using the contact details above.











Yours sincerely,


Dr Juliet Morel


Director of Screening 												


												LT024	{18CaseNotes} GCA {19ClinicCode} 			


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber} 		
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}										 


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}    








Dear {8ClientTitle} {9ClientSurname},





Your GP practice supports breast screening





We would like to invite you for NHS breast screening, which is now due. Screening aims to find breast cancer early when successful treatment is more likely. 





We have made you an appointment: On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName} {13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3} {16ClinicAddressLine4} {17ClinicPostcode}





Female staff will take your mammograms (breast X‑rays). The whole appointment takes no more than 30 minutes. Unfortunately, we cannot look after children or dependants while you have your screening. Please bring this letter with you to your appointment. Please let us know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning 





disability or mobility problems


have breast implants


have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


have had a mammogram in the last 6 months





If you need to change your appointment once made, please contact us on: 


020 3758 2024 or our website https://www.london‑breastscreening.org.uk/se


If you later decide not to have breast screening please let us know (using the contact details above). This means we can give your appointment to someone else.





Please read our information about breast screening and its possible benefits


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot


access information online, please let us know using the contact details above.














Yours sincerely,


Dr Juliet Morel


Director of Screening 												


										LT024(P) {18CaseNotes} GCA {19ClinicCode}		


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber} 		
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}										 


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}    








Dear {8ClientTitle} {9ClientSurname},





Your GP practice supports breast screening





We would like to invite you for NHS breast screening, which is now due. Screening aims to find breast cancer early when successful treatment is more likely. 





We have made you an appointment: On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName} {13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3} {16ClinicAddressLine4} {17ClinicPostcode}





Female staff will take your mammograms (breast X‑rays). The whole appointment takes no more than 30 minutes. Unfortunately, we cannot look after children or dependants while you have your screening. Please bring this letter with you to your appointment. Please let us know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning 





disability or mobility problems


have breast implants


have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


have had a mammogram in the last 6 months





If you need to change your appointment once made, please contact us on: 


020 3758 2024 or our website https://www.london‑breastscreening.org.uk/sw


If you later decide not to have breast screening please let us know (using the contact details above). This means we can give your appointment to someone else.





Please read our information about breast screening and its possible benefits


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot


access information online, please let us know using the contact details above.











Yours sincerely,


Dr. Nahid Kamangari 


Director of Screening 												


												LT024	{18CaseNotes} HWA {19ClinicCode}				


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber} 		
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}										 


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}    








Dear {8ClientTitle} {9ClientSurname},





Your GP practice supports breast screening





We would like to invite you for NHS breast screening, which is now due. Screening aims to find breast cancer early when successful treatment is more likely. 





We have made you an appointment: On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName} {13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3} {16ClinicAddressLine4} {17ClinicPostcode}





Female staff will take your mammograms (breast X‑rays). The whole appointment takes no more than 30 minutes. Unfortunately, we cannot look after children or dependants while you have your screening. Please bring this letter with you to your appointment. Please let us know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning 





disability or mobility problems


have breast implants


have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


have had a mammogram in the last 6 months





If you need to change your appointment once made, please contact us on: 


020 3758 2024 or our website https://www.london‑breastscreening.org.uk/se


If you later decide not to have breast screening please let us know (using the contact details above). This means we can give your appointment to someone else.





Please read our information about breast screening and its possible benefits


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot


access information online, please let us know using the contact details above.














Yours sincerely,


Dr. Nahid Kamangari 


Director of Screening 									


											LT024(P)	{18CaseNotes} HWA {19ClinicCode} 			


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber} 		
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{1ClientTitle} {2ClientForenames} {3ClientSurname}  


Date as postmark


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}                                                                                         	 	


	Your GP practice supports breast screening





Dear {8ClientTitle} {9ClientSurname},





	You recently contacted us to request a breast screening appointment. Your appointment is: 


On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName}{13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3}  {16ClinicAddressLine4} {17ClinicPostcode}





	Female staff will take your mammograms (breast X‑rays). The whole appointment takes no 


	more than 30 minutes. Unfortunately, we cannot look after children or dependants while you 


	have your screening. Please bring this letter with you to your appointment. Please let us 


	know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning disability or mobility problems


			have breast implants





have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


			have had a mammogram in the last 6 months





	Please read our information about breast screening and its possible benefits


	and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


	(You can scan this QR code with your smartphone or tablet camera to go 


	straight to the website.) If you need information in a different way, or cannot


	access information online, please let us know using the contact details above.





	If you need to change your appointment once made, please contact us on: 


	020 3758 2024 or our website https://www.london‑breastscreening.org.uk/n 


	If you later decide not to have breast screening please let us know 


(using the contact details above). This means we can give your appointment 


to someone else. 
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Yours sincerely,





Dr William Teh


Director of Screening 												


                                                     LT002 	{18CaseNotes} EBA {19ClinicCode}	
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{1ClientTitle} {2ClientForenames} {3ClientSurname}  


Date as postmark


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}                                                                                         	 	


	Your GP practice supports breast screening





Dear {8ClientTitle} {9ClientSurname},





	You recently contacted us to request a breast screening appointment. Your appointment is: 


On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName}{13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3}  {16ClinicAddressLine4} {17ClinicPostcode}





	Female staff will take your mammograms (breast X‑rays). The whole appointment takes no 


	more than 30 minutes. Unfortunately, we cannot look after children or dependants while you 


	have your screening. Please bring this letter with you to your appointment. Please let us 


	know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning disability or mobility problems


			have breast implants





have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


			have had a mammogram in the last 6 months





	Please read our information about breast screening and its possible benefits


	and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


	(You can scan this QR code with your smartphone or tablet camera to go 


	straight to the website.) If you need information in a different way, or cannot


	access information online, please let us know using the contact details above.





	If you need to change your appointment once made, please contact us on: 


	020 3758 2024 or our website https://www.london‑breastscreening.org.uk/w 


	If you later decide not to have breast screening please let us know 


(using the contact details above). This means we can give your appointment 


to someone else. 
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Yours sincerely,


Dr H Purushothaman


Director of Screening 												


											LT002 	{18CaseNotes} ECX {19ClinicCode}	
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{1ClientTitle} {2ClientForenames} {3ClientSurname}  


Date as postmark


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}                                                                                         	 	


	Your GP practice supports breast screening





Dear {8ClientTitle} {9ClientSurname},





	You recently contacted us to request a breast screening appointment. Your appointment is: 


On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName}{13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3}  {16ClinicAddressLine4} {17ClinicPostcode}





	Female staff will take your mammograms (breast X‑rays). The whole appointment takes no 


	more than 30 minutes. Unfortunately, we cannot look after children or dependants while you 


	have your screening. Please bring this letter with you to your appointment. Please let us 


	know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning disability or mobility problems


			have breast implants





have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


			have had a mammogram in the last 6 months





	Please read our information about breast screening and its possible benefits


	and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


	(You can scan this QR code with your smartphone or tablet camera to go 


	straight to the website.) If you need information in a different way, or cannot


	access information online, please let us know using the contact details above.





	If you need to change your appointment once made, please contact us on: 


	020 3758 2024 or our website https://www.london‑breastscreening.org.uk/ne 


	If you later decide not to have breast screening please let us know 


(using the contact details above). This means we can give your appointment 


to someone else. 
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Yours sincerely,


Dr Mohamed Al-Sewan


Director of Screening 												


                                                                     LT002 	{18CaseNotes} FBH {19ClinicCode}	
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{1ClientTitle} {2ClientForenames} {3ClientSurname}  


Date as postmark


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}                                                                                         	 	


	Your GP practice supports breast screening





Dear {8ClientTitle} {9ClientSurname},





	You recently contacted us to request a breast screening appointment. Your appointment is: 


On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName}{13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3}  {16ClinicAddressLine4} {17ClinicPostcode}





	Female staff will take your mammograms (breast X‑rays). The whole appointment takes no 


	more than 30 minutes. Unfortunately, we cannot look after children or dependants while you 


	have your screening. Please bring this letter with you to your appointment. Please let us 


	know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning disability or mobility problems


			have breast implants





have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


			have had a mammogram in the last 6 months





	Please read our information about breast screening and its possible benefits


	and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


	(You can scan this QR code with your smartphone or tablet camera to go 


	straight to the website.) If you need information in a different way, or cannot


	access information online, please let us know using the contact details above.





	If you need to change your appointment once made, please contact us on: 


	020 3758 2024 or our website https://www.london‑breastscreening.org.uk/c 


	If you later decide not to have breast screening please let us know 


(using the contact details above). This means we can give your appointment 


to someone else. 
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Yours sincerely,


Dr Philip Dilks


Director of Screening 												


										LT002 	{18CaseNotes} FLO {19ClinicCode}
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{1ClientTitle} {2ClientForenames} {3ClientSurname}  


Date as postmark


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}                                                                                         	 	


	Your GP practice supports breast screening





Dear {8ClientTitle} {9ClientSurname},





	You recently contacted us to request a breast screening appointment. Your appointment is: 


On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName}{13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3}  {16ClinicAddressLine4} {17ClinicPostcode}





	Female staff will take your mammograms (breast X‑rays). The whole appointment takes no 


	more than 30 minutes. Unfortunately, we cannot look after children or dependants while you 


	have your screening. Please bring this letter with you to your appointment. Please let us 


	know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning disability or mobility problems


			have breast implants





have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


			have had a mammogram in the last 6 months





	Please read our information about breast screening and its possible benefits


	and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


	(You can scan this QR code with your smartphone or tablet camera to go 


	straight to the website.) If you need information in a different way, or cannot


	access information online, please let us know using the contact details above.





	If you need to change your appointment once made, please contact us on: 


	020 3758 2024 or our website https://www.london‑breastscreening.org.uk/se 


	If you later decide not to have breast screening please let us know 


(using the contact details above). This means we can give your appointment 


to someone else. 
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Yours sincerely,





Dr Juliet Morel


Director of Screening 												


                                                                     LT002 	{18CaseNotes} GCA {19ClinicCode}	
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{1ClientTitle} {2ClientForenames} {3ClientSurname}  


Date as postmark


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}                                                                                         	 	


	Your GP practice supports breast screening





Dear {8ClientTitle} {9ClientSurname},





	You recently contacted us to request a breast screening appointment. Your appointment is: 


On: {10AppointmentDate} at {11AppointmentTime} Location: {12ClinicName}{13ClinicAddressLine1} {14ClinicAddressLine2} {15ClinicAddressLine3}  {16ClinicAddressLine4} {17ClinicPostcode}





	Female staff will take your mammograms (breast X‑rays). The whole appointment takes no 


	more than 30 minutes. Unfortunately, we cannot look after children or dependants while you 


	have your screening. Please bring this letter with you to your appointment. Please let us 


	know (using the contact details below) if you:


			need additional support to attend screening, for example if you have a learning disability or mobility problems


			have breast implants





have a pacemaker or any other implanted medical device


are pregnant or breastfeeding 


are under the care of a breast consultant


			have had a mammogram in the last 6 months





	Please read our information about breast screening and its possible benefits


	and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


	(You can scan this QR code with your smartphone or tablet camera to go 


	straight to the website.) If you need information in a different way, or cannot


	access information online, please let us know using the contact details above.





	If you need to change your appointment once made, please contact us on: 


	020 3758 2024 or our website https://www.london‑breastscreening.org.uk/sw 


	If you later decide not to have breast screening please let us know 


(using the contact details above). This means we can give your appointment 


to someone else. 
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Yours sincerely,





Dr. Nahid Kamangari 


Director of Screening 												


                                                              LT002 	{18CaseNotes} HWA {19ClinicCode}	
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{1ClientTitle} {2ClientForenames} {3ClientSurname}


{4ClientAddressLine1}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientAddressLine4}


{8ClientPostcode}


 








Reference Number : {9SxNumber}            									                             Date of Birth : {10ClientDateOfBirth}


																		                                                                           NHS Number: {11NHSNumber}





Dear {12ClientTitle} {13ClientSurname},





Re: Change of your breast screening appointment time and date.





Due to unforeseen circumstances your appointment time and date on {14OldAppointmentDate} has had to be changed





We therefore enclose an alternative appointment for:





	Date:		        		{15AppointmentDate}


	Time:				        {16AppointmentTime}


	Location:			     {17ClinicName}


              						{18ClinicAddressLine1}


             						{19ClinicAddressLine2} {20ClinicPostcode}





In the meantime, if you have any changes in your breasts or symptoms that are causing you concern 


please contact your General Practitioner (GP).





We sincerely apologise for any inconvenience this may have caused you. Should you wish to discuss this 


further or reschedule your appointment, please contact us on 020 3758 2024





Yours sincerely








Dr William Teh


Director Of Screening





																	EBA REBOKS
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{1ClientTitle} {2ClientForenames} {3ClientSurname}


{4ClientAddressLine1}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientAddressLine4}


{8ClientPostcode}


 








Reference Number : {9SxNumber}            									                             Date of Birth : {10ClientDateOfBirth}


																		                                                                           NHS Number: {11NHSNumber}





Dear {12ClientTitle} {13ClientSurname},





Re: Change of your breast screening appointment time and date.





Due to unforeseen circumstances your appointment time and date on {14OldAppointmentDate} has had to be changed





We therefore enclose an alternative appointment for:





	Date:		        		{15AppointmentDate}


	Time:				        {16AppointmentTime}


	Location:			     {17ClinicName}


              						{18ClinicAddressLine1}


             						{19ClinicAddressLine2} {20ClinicPostcode}





In the meantime, if you have any changes in your breasts or symptoms that are causing you concern 


please contact your General Practitioner (GP).





We sincerely apologise for any inconvenience this may have caused you. Should you wish to discuss this 


further or reschedule your appointment, please contact us on 020 3758 2024





Yours sincerely





																									


Dr H Purushothaman


Director Of Screening








                                                          																			ECX REBOKS









03 REBOKS/FBH Jan 2024 CANC CANCELLATION.rtf







{1ClientTitle} {2ClientForenames} {3ClientSurname}


{4ClientAddressLine1}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientAddressLine4}


{8ClientPostcode}


 








Reference Number : {9SxNumber}            									                             Date of Birth : {10ClientDateOfBirth}


																		                                                                           NHS Number: {11NHSNumber}





Dear {12ClientTitle} {13ClientSurname},





Re: Change of your breast screening appointment time and date.





Due to unforeseen circumstances your appointment time and date on {14OldAppointmentDate} has had to be changed





We therefore enclose an alternative appointment for:





	Date:		        		{15AppointmentDate}


	Time:				        {16AppointmentTime}


	Location:			     {17ClinicName}


              						{18ClinicAddressLine1}


             						{19ClinicAddressLine2} {20ClinicPostcode}





In the meantime, if you have any changes in your breasts or symptoms that are causing you concern 


please contact your General Practitioner (GP).





We sincerely apologise for any inconvenience this may have caused you. Should you wish to discuss this 


further or reschedule your appointment, please contact us on 020 3758 2024





Yours sincerely





																									


Dr Mohamed Al-Sewan


Director Of Screening








                                                          																			FBH REBOKS
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{1ClientTitle} {2ClientForenames} {3ClientSurname}


{4ClientAddressLine1}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientAddressLine4}


{8ClientPostcode}


 








Reference Number : {9SxNumber}            									                             Date of Birth : {10ClientDateOfBirth}


																		                                                                           NHS Number: {11NHSNumber}





Dear {12ClientTitle} {13ClientSurname},





Re: Change of your breast screening appointment time and date.





Due to unforeseen circumstances your appointment time and date on {14OldAppointmentDate} has had to be changed





We therefore enclose an alternative appointment for:





	Date:		        		{15AppointmentDate}


	Time:				        {16AppointmentTime}


	Location:			     {17ClinicName}


              						{18ClinicAddressLine1}


             						{19ClinicAddressLine2} {20ClinicPostcode}





In the meantime, if you have any changes in your breasts or symptoms that are causing you concern 


please contact your General Practitioner (GP).





We sincerely apologise for any inconvenience this may have caused you. Should you wish to discuss this 


further or reschedule your appointment, please contact us on 020 3758 2024





Yours sincerely





																									


Dr Philip Dilks


Director Of Screening








                                                          																			FLO REBOKS









03 REBOKS/GCA Jan 2024 CANC CANCELLATION.rtf







{1ClientTitle} {2ClientForenames} {3ClientSurname}


{4ClientAddressLine1}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientAddressLine4}


{8ClientPostcode}


 








Reference Number : {9SxNumber}            									                             Date of Birth : {10ClientDateOfBirth}


																		                                                                           NHS Number: {11NHSNumber}





Dear {12ClientTitle} {13ClientSurname},





Re: Change of your breast screening appointment time and date.





Due to unforeseen circumstances your appointment time and date on {14OldAppointmentDate} has had to be changed





We therefore enclose an alternative appointment for:





	Date:		        		{15AppointmentDate}


	Time:				        {16AppointmentTime}


	Location:			     {17ClinicName}


              						{18ClinicAddressLine1}


             						{19ClinicAddressLine2} {20ClinicPostcode}





In the meantime, if you have any changes in your breasts or symptoms that are causing you concern 


please contact your General Practitioner (GP).





We sincerely apologise for any inconvenience this may have caused you. Should you wish to discuss this 


further or reschedule your appointment, please contact us on 020 3758 2024





Yours sincerely





																									


Dr Juliet Morel


Director Of Screening








                                                          																			GCA REBOKS
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{1ClientTitle} {2ClientForenames} {3ClientSurname}


{4ClientAddressLine1}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientAddressLine4}


{8ClientPostcode}


 








Reference Number : {9SxNumber}            									                             Date of Birth : {10ClientDateOfBirth}


																		                                                                           NHS Number: {11NHSNumber}





Dear {12ClientTitle} {13ClientSurname},





Re: Change of your breast screening appointment time and date.





Due to unforeseen circumstances your appointment time and date on {14OldAppointmentDate} has had to be changed





We therefore enclose an alternative appointment for:





	Date:		        		{15AppointmentDate}


	Time:				        {16AppointmentTime}


	Location:			     {17ClinicName}


              						{18ClinicAddressLine1}


             						{19ClinicAddressLine2} {20ClinicPostcode}





In the meantime, if you have any changes in your breasts or symptoms that are causing you concern 


please contact your General Practitioner (GP).





We sincerely apologise for any inconvenience this may have caused you. Should you wish to discuss this 


further or reschedule your appointment, please contact us on 020 3758 2024





Yours sincerely





																									


Dr. Nahid Kamangari 


Director Of Screening








                                                          																			HWA REBOKS
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{1ClientTitle} {2ClientForenames} {3ClientSurname}  


{4ClientAddressLine1}            											  


Date as postmark


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}  


	 





			Your GP practice supports breast screening





Dear {8ClientTitle} {9ClientSurname},


	 


	We recently invited you for NHS breast screening. Screening aims to find breast 


	cancer early when successful treatment is more likely. Our records show that you 


	have not attended screening.





	If you have had breast screening in recent weeks, please call us on: 


	020 3758 2024 or visit https://www.london‑breastscreening.org.uk/n





	If you would like to, you can still make an appointment. Please call us on the 


	number above to arrange a date and time.





Female staff will take your breast X-rays (mammograms). The whole appointment takes no more than 30 minutes.
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Please read our information about breast screening and its possible 


benefits and risks. It is available online at: 


www.gov.uk/phe/breast-screening-leaflet (You can scan this QR 


code with your smartphone or tablet camera to go straight to the 


website.) If you need information in a different way, or cannot access


information online, please let us know using the contact details above.





If you have any concerns or questions about breast screening, please call us or 


	speak with your GP.





	We look forward to seeing you soon. 





	Yours sincerely, 





	Dr William Teh


	Director of Screening 									LT003 EBA
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{1ClientTitle} {2ClientForenames} {3ClientSurname}  


{4ClientAddressLine1}            											  


Date as postmark


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}  


	 





			Your GP practice supports breast screening





Dear {8ClientTitle} {9ClientSurname},


	 


	We recently invited you for NHS breast screening. Screening aims to find breast 


	cancer early when successful treatment is more likely. Our records show that you 


	have not attended screening.





	If you have had breast screening in recent weeks, please call us on: 


	020 3758 2024 or visit https://www.london‑breastscreening.org.uk/w





	If you would like to, you can still make an appointment. Please call us on the 


	number above to arrange a date and time.





	Female staff will take your breast X-rays (mammograms). The whole appointment takes no more than 30 minutes.
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Please read our information about breast screening and its possible 


benefits and risks. It is available online at: 


www.gov.uk/phe/breast-screening-leaflet (You can scan this QR 


code with your smartphone or tablet camera to go straight to the 


website.) If you need information in a different way, or cannot access


information online, please let us know using the contact details above.





If you have any concerns or questions about breast screening, please call us or 


	speak with your GP.





	We look forward to seeing you soon. 





	Yours sincerely, 





	Dr H Purushothaman


	Director of Screening 									LT003 ECX
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{1ClientTitle} {2ClientForenames} {3ClientSurname}  


{4ClientAddressLine1}            											  


Date as postmark


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}  


	 





			Your GP practice supports breast screening





Dear {8ClientTitle} {9ClientSurname},


	 


	We recently invited you for NHS breast screening. Screening aims to find breast 


	cancer early when successful treatment is more likely. Our records show that you 


	have not attended screening.





	If you have had breast screening in recent weeks, please call us on: 


	020 3758 2024 or visit https://www.london‑breastscreening.org.uk/ne





	If you would like to, you can still make an appointment. Please call us on the 


	number above to arrange a date and time.





Female staff will take your breast X-rays (mammograms). The whole appointment takes no more than 30 minutes.
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Please read our information about breast screening and its possible 


benefits and risks. It is available online at: 


www.gov.uk/phe/breast-screening-leaflet (You can scan this QR 


code with your smartphone or tablet camera to go straight to the 


website.) If you need information in a different way, or cannot access


information online, please let us know using the contact details above.





If you have any concerns or questions about breast screening, please call us or 


	speak with your GP.





	We look forward to seeing you soon. 





	Yours sincerely, 





	Dr Mohamed Al-Sewan


	Director of Screening 									LT003 FBH
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{1ClientTitle} {2ClientForenames} {3ClientSurname}  


{4ClientAddressLine1}            											  


Date as postmark


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}  


	 





			Your GP practice supports breast screening





Dear {8ClientTitle} {9ClientSurname},


	 


	We recently invited you for NHS breast screening. Screening aims to find breast 


	cancer early when successful treatment is more likely. Our records show that you 


	have not attended screening.





	If you have had breast screening in recent weeks, please call us on: 


	020 3758 2024 or visit https://www.london‑breastscreening.org.uk/c





	If you would like to, you can still make an appointment. Please call us on the 


	number above to arrange a date and time.





	Female staff will take your breast X-rays (mammograms). The whole appointment takes no more than 30 minutes.
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Please read our information about breast screening and its possible 


benefits and risks. It is available online at: 


www.gov.uk/phe/breast-screening-leaflet (You can scan this QR 


code with your smartphone or tablet camera to go straight to the 


website.) If you need information in a different way, or cannot access


information online, please let us know using the contact details above.





If you have any concerns or questions about breast screening, please call us or 


	speak with your GP.





	We look forward to seeing you soon. 





	Yours sincerely, 





	Dr Philip Dilks


	Director of Screening 									LT003 FLO
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{1ClientTitle} {2ClientForenames} {3ClientSurname}  


{4ClientAddressLine1}            											  


Date as postmark


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}  


	 





			Your GP practice supports breast screening





Dear {8ClientTitle} {9ClientSurname},


	 


	We recently invited you for NHS breast screening. Screening aims to find breast 


	cancer early when successful treatment is more likely. Our records show that you 


	have not attended screening.





	If you have had breast screening in recent weeks, please call us on: 


	020 3758 2024 or visit https://www.london‑breastscreening.org.uk/se





	If you would like to, you can still make an appointment. Please call us on the 


	number above to arrange a date and time.





Female staff will take your breast X-rays (mammograms). The whole appointment takes no more than 30 minutes.
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Please read our information about breast screening and its possible 


benefits and risks. It is available online at: 


www.gov.uk/phe/breast-screening-leaflet (You can scan this QR 


code with your smartphone or tablet camera to go straight to the 


website.) If you need information in a different way, or cannot access


information online, please let us know using the contact details above.





If you have any concerns or questions about breast screening, please call us or 


	speak with your GP.





	We look forward to seeing you soon. 





	Yours sincerely, 





	Dr Juliet Morel


	Director of Screening 									LT003 GCA
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{1ClientTitle} {2ClientForenames} {3ClientSurname}  


{4ClientAddressLine1}            											  


Date as postmark


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientPostcode}  


	 





			Your GP practice supports breast screening





Dear {8ClientTitle} {9ClientSurname},


	 


	We recently invited you for NHS breast screening. Screening aims to find breast 


	cancer early when successful treatment is more likely. Our records show that you 


	have not attended screening.





	If you have had breast screening in recent weeks, please call us on: 


	020 3758 2024 or visit https://www.london‑breastscreening.org.uk/sw





	If you would like to, you can still make an appointment. Please call us on the 


	number above to arrange a date and time.





	Female staff will take your breast X-rays (mammograms). The whole appointment takes no more than 30 minutes.
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Please read our information about breast screening and its possible 


benefits and risks. It is available online at: 


www.gov.uk/phe/breast-screening-leaflet (You can scan this QR 


code with your smartphone or tablet camera to go straight to the 


website.) If you need information in a different way, or cannot access


information online, please let us know using the contact details above.





If you have any concerns or questions about breast screening, please call us or 


	speak with your GP.





	We look forward to seeing you soon. 





	Yours sincerely, 





	Dr. Nahid Kamangari


	Director of Screening 									LT003 HWA
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PRIVATE AND CONFIDENTIAL


{1ClientTitle} {2ClientForenames} {3ClientSurname}


{4ClientAddressLine1}


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientAddressLine4}


{8ClientPostcode}


																 


				Your GP practice supports breast screening





Dear {1ClientTitle} {2ClientSurname},





We recently invited you for your free NHS breast screening. Screening aims to find breast 


cancer early when successful treatment is more likely. Our records show that you missed 


your appointment. 





We have made you an appointment: On:{3AppointmentDate} at {4AppointmentTime} Location: {5ClinicName} {6ClinicAddressLine1} {7ClinicAddressLine2} {8ClinicAddressLine3} {9ClinicAddressLine4} {10ClinicPostcode}





	Female staff will take your mammograms (breast X‑rays). The whole appointment takes no 


	more than 30 minutes. Unfortunately, we cannot look after children or dependents while you 


	are having your screening. Please bring this letter with you to your appointment. 





Please let us know (using the contact details below) if you:


	·	need additional support to attend screening, for example if you have a learning 


	disability or mobility problems


	·	have breast implants 


	·	have a pacemaker or any other implanted medical device


	·	are pregnant or breastfeeding 


	·	are under the care of a breast consultant


	·	have had a mammogram in the last 6 months





If you need to change your appointment, please contact us on: 


020 3758 2024 or https://www.london‑breastscreening.org.uk/n


If you later decide not to have breast screening please let us know (using the contact details 


above). This means we can give your appointment to someone else.
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Please read our information about breast screening and its possible benefits 


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot 


access information online, please let us know using the contact details above.





Yours sincerely, 	





Dr William Teh


Director of Screening


LT025 {11CaseNotes} EBA {12ClinicCode}        
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PRIVATE AND CONFIDENTIAL


{1ClientTitle} {2ClientForenames} {3ClientSurname}


{4ClientAddressLine1}


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientAddressLine4}


{8ClientPostcode}


																 


				Your GP practice supports breast screening





Dear {1ClientTitle} {2ClientSurname},





We recently invited you for your free NHS breast screening. Screening aims to find breast 


cancer early when successful treatment is more likely. Our records show that you missed 


your appointment. 





We have made you an appointment: On:{3AppointmentDate} at {4AppointmentTime} Location: {5ClinicName} {6ClinicAddressLine1} {7ClinicAddressLine2} {8ClinicAddressLine3} {9ClinicAddressLine4} {10ClinicPostcode}





	Female staff will take your mammograms (breast X‑rays). The whole appointment takes no 


	more than 30 minutes. Unfortunately, we cannot look after children or dependents while you 


	are having your screening. Please bring this letter with you to your appointment. 





Please let us know (using the contact details below) if you:


	·	need additional support to attend screening, for example if you have a learning 


	disability or mobility problems


	·	have breast implants 


	·	have a pacemaker or any other implanted medical device


	·	are pregnant or breastfeeding 


	·	are under the care of a breast consultant


	·	have had a mammogram in the last 6 months





If you need to change your appointment, please contact us on: 


020 3758 2024 or https://www.london‑breastscreening.org.uk/w


If you later decide not to have breast screening please let us know (using the contact details 


above). This means we can give your appointment to someone else.
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Please read our information about breast screening and its possible benefits 


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot 


access information online, please let us know using the contact details above.





Yours sincerely, 	





Dr H Purushothaman


Director of Screening


LT025 {11CaseNotes} ECX {12ClinicCode}  
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PRIVATE AND CONFIDENTIAL


{1ClientTitle} {2ClientForenames} {3ClientSurname}


{4ClientAddressLine1}


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientAddressLine4}


{8ClientPostcode}


																 


				Your GP practice supports breast screening





Dear {1ClientTitle} {2ClientSurname},





We recently invited you for your free NHS breast screening. Screening aims to find breast 


cancer early when successful treatment is more likely. Our records show that you missed 


your appointment. 





We have made you an appointment: On:{3AppointmentDate} at {4AppointmentTime} Location: {5ClinicName} {6ClinicAddressLine1} {7ClinicAddressLine2} {8ClinicAddressLine3} {9ClinicAddressLine4} {10ClinicPostcode}





	Female staff will take your mammograms (breast X‑rays). The whole appointment takes no 


	more than 30 minutes. Unfortunately, we cannot look after children or dependents while you 


	are having your screening. Please bring this letter with you to your appointment. 





Please let us know (using the contact details below) if you:


	·	need additional support to attend screening, for example if you have a learning 


	disability or mobility problems


	·	have breast implants 


	·	have a pacemaker or any other implanted medical device


	·	are pregnant or breastfeeding 


	·	are under the care of a breast consultant


	·	have had a mammogram in the last 6 months





If you need to change your appointment, please contact us on: 


020 3758 2024 or https://www.london‑breastscreening.org.uk/ne


If you later decide not to have breast screening please let us know (using the contact details 


above). This means we can give your appointment to someone else.
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Please read our information about breast screening and its possible benefits 


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot 


access information online, please let us know using the contact details above.





Yours sincerely, 	





Dr Mohamed Al-Sewan


Director of Screening


LT025 {11CaseNotes} FBH {12ClinicCode}









05 LT025 DNA1FI (2TA)/FLO LT025 LD DNA1FI timed invite.rtf




PRIVATE AND CONFIDENTIAL


{1ClientTitle} {2ClientForenames} {3ClientSurname}


{4ClientAddressLine1}


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientAddressLine4}


{8ClientPostcode}


																 


				Your GP practice supports breast screening





Dear {1ClientTitle} {2ClientSurname},





We recently invited you for your free NHS breast screening. Screening aims to find breast 


cancer early when successful treatment is more likely. Our records show that you missed 


your appointment. 





We have made you an appointment: On:{3AppointmentDate} at {4AppointmentTime} Location: {5ClinicName} {6ClinicAddressLine1} {7ClinicAddressLine2} {8ClinicAddressLine3} {9ClinicAddressLine4} {10ClinicPostcode}





	Female staff will take your mammograms (breast X‑rays). The whole appointment takes no 


	more than 30 minutes. Unfortunately, we cannot look after children or dependents while you 


	are having your screening. Please bring this letter with you to your appointment. 





Please let us know (using the contact details below) if you:


	·	need additional support to attend screening, for example if you have a learning 


	disability or mobility problems


	·	have breast implants 


	·	have a pacemaker or any other implanted medical device


	·	are pregnant or breastfeeding 


	·	are under the care of a breast consultant


	·	have had a mammogram in the last 6 months





If you need to change your appointment, please contact us on: 


020 3758 2024 or https://www.london‑breastscreening.org.uk/c


If you later decide not to have breast screening please let us know (using the contact details 


above). This means we can give your appointment to someone else.
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Please read our information about breast screening and its possible benefits 


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot 


access information online, please let us know using the contact details above.





Yours sincerely, 	





Dr Philip Dilks


Director of Screening


LT025 {11CaseNotes} FLO {12ClinicCode}
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PRIVATE AND CONFIDENTIAL


{1ClientTitle} {2ClientForenames} {3ClientSurname}


{4ClientAddressLine1}


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientAddressLine4}


{8ClientPostcode}


																 


				Your GP practice supports breast screening





Dear {1ClientTitle} {2ClientSurname},





We recently invited you for your free NHS breast screening. Screening aims to find breast 


cancer early when successful treatment is more likely. Our records show that you missed 


your appointment. 





We have made you an appointment: On:{3AppointmentDate} at {4AppointmentTime} Location: {5ClinicName} {6ClinicAddressLine1} {7ClinicAddressLine2} {8ClinicAddressLine3} {9ClinicAddressLine4} {10ClinicPostcode}





	Female staff will take your mammograms (breast X‑rays). The whole appointment takes no 


	more than 30 minutes. Unfortunately, we cannot look after children or dependents while you 


	are having your screening. Please bring this letter with you to your appointment. 





Please let us know (using the contact details below) if you:


	·	need additional support to attend screening, for example if you have a learning 


	disability or mobility problems


	·	have breast implants 


	·	have a pacemaker or any other implanted medical device


	·	are pregnant or breastfeeding 


	·	are under the care of a breast consultant


	·	have had a mammogram in the last 6 months





If you need to change your appointment, please contact us on: 


020 3758 2024 or https://www.london‑breastscreening.org.uk/se


If you later decide not to have breast screening please let us know (using the contact details 


above). This means we can give your appointment to someone else.
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Please read our information about breast screening and its possible benefits 


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot 


access information online, please let us know using the contact details above.





Yours sincerely, 	





Dr Juliet Morel


Director of Screening


LT025 {11CaseNotes} GCA {12ClinicCode}  
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PRIVATE AND CONFIDENTIAL


{1ClientTitle} {2ClientForenames} {3ClientSurname}


{4ClientAddressLine1}


Date as postmark 


Ref: {1SxNumber}


NHS No: {2NHSNumber}


{5ClientAddressLine2}


{6ClientAddressLine3}


{7ClientAddressLine4}


{8ClientPostcode}


																 


				Your GP practice supports breast screening





Dear {1ClientTitle} {2ClientSurname},





We recently invited you for your free NHS breast screening. Screening aims to find breast 


cancer early when successful treatment is more likely. Our records show that you missed 


your appointment. 





We have made you an appointment: On:{3AppointmentDate} at {4AppointmentTime} Location: {5ClinicName} {6ClinicAddressLine1} {7ClinicAddressLine2} {8ClinicAddressLine3} {9ClinicAddressLine4} {10ClinicPostcode}





	Female staff will take your mammograms (breast X‑rays). The whole appointment takes no 


	more than 30 minutes. Unfortunately, we cannot look after children or dependents while you 


	are having your screening. Please bring this letter with you to your appointment. 





Please let us know (using the contact details below) if you:


	·	need additional support to attend screening, for example if you have a learning 


	disability or mobility problems


	·	have breast implants 


	·	have a pacemaker or any other implanted medical device


	·	are pregnant or breastfeeding 


	·	are under the care of a breast consultant


	·	have had a mammogram in the last 6 months





If you need to change your appointment, please contact us on: 


020 3758 2024 or https://www.london‑breastscreening.org.uk/sw


If you later decide not to have breast screening please let us know (using the contact details 


above). This means we can give your appointment to someone else.
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Please read our information about breast screening and its possible benefits 


and risks. It is available online at: www.gov.uk/phe/breast‑screening‑leaflet


(You can scan this QR code with your smartphone or tablet camera to go 


straight to the website.) If you need information in a different way, or cannot 


access information online, please let us know using the contact details above.





Yours sincerely, 	





Dr. Nahid Kamangari 


Director of Screening


LT025 {11CaseNotes} HWA {12ClinicCode}  
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                     


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientPostcode}     


																				Date as postmark





Ref:{7SxNumber}


NHS No: {8NHSNumber}


Dear {9ClientTitle} {10ClientSurname},





Thank you for coming for your recent NHS breast screening.





As we talked about during your appointment, we were not able to take mammograms 


(breast x‑rays) of all your breast tissue. We gave you an information leaflet about this at the 


time. 





I am pleased to tell you that there was no sign of cancer on the mammograms we were able 


to take.





It is still important to be aware of any unusual breast changes. Breast screening cannot find 


every case of breast cancer, and some cancers can develop in between screening 


appointments.





If you notice any unusual changes in your breasts, please speak to your GP.





We will invite you for screening again in 3 years’ time unless you will be aged 71 or over by 


then. From your 71st birthday we will not automatically invite you. You can request 


screening every 3 years by contacting your local breast screening unit. Unit details are 


available at www.nhs.uk/breast‑screening





As the risk of breast cancer does not stop at 71, please consider the importance of 


continuing with your breast screening.


Please remember to tell your GP of any change of address so that we can contact you in 


the future. 





If you have any questions about your breast screening or result, do please contact us on 


0203 758 2024 or visit our website https://www.london‑breastscreening.org.uk/n





We look forward to seeing you again in 3 years’ time.





	Yours sincerely,





Dr William Teh


Director of Screening 





                                                                                   RRPM EBA {11CaseNotes}	
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientPostcode}     





{7TodaysDate}


Ref:{8SxNumber}


NHS No: {9NHSNumber}





Dear {10ClientTitle} {11ClientSurname},


  


Thank you for coming for your recent NHS breast screening.





I am pleased to tell you your mammograms (breast x‑rays) show no sign of cancer. 





It is still important to be aware of any unusual breast changes. Breast screening cannot find 


every case of breast cancer, and some cancers can develop in between screening 


appointments.





If you notice any unusual changes in your breasts, please speak to your GP as soon as 


possible.





We will invite you for screening again in 3 years’ time unless you will be aged 71 or over by 


then. From your 71st birthday we will not automatically invite you. You can request 


screening every 3 years by contacting your local breast screening unit. Unit details are 


available at www.nhs.uk/breast‑screening. 





Please remember to tell your GP of any change of address so that we can contact you in 


the future. 





We look forward to seeing you again in 3 years’ time. If you have any queries please 


contact us on 020 3758 2024 or visit our website https://www.london‑


breastscreening.org.uk/n





In the meantime, if you notice any unusual changes in your breasts, please speak to your 


GP as soon as possible. You can read about what small changes you can make to your 


lifestyle to reduce the risk of breast cancer. https://breastcancernow.org/information‑


support/publication/reducing‑your‑risk‑breast‑cancer‑bcn240





	Yours sincerely, 





Dr William Teh


Director of Screening


                                    RR EBA {12CaseNotes}
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                     


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientPostcode}     


																				Date as postmark





Ref:{7SxNumber}


NHS No: {8NHSNumber}


Dear {9ClientTitle} {10ClientSurname},





Thank you for coming for your recent NHS breast screening.





As we talked about during your appointment, we were not able to take mammograms 


(breast x‑rays) of all your breast tissue. We gave you an information leaflet about this at the 


time. 





I am pleased to tell you that there was no sign of cancer on the mammograms we were able 


to take.





It is still important to be aware of any unusual breast changes. Breast screening cannot find 


every case of breast cancer, and some cancers can develop in between screening 


appointments.





If you notice any unusual changes in your breasts, please speak to your GP.





We will invite you for screening again in 3 years’ time unless you will be aged 71 or over by 


then. From your 71st birthday we will not automatically invite you. You can request 


screening every 3 years by contacting your local breast screening unit. Unit details are 


available at www.nhs.uk/breast‑screening





As the risk of breast cancer does not stop at 71, please consider the importance of 


continuing with your breast screening.


Please remember to tell your GP of any change of address so that we can contact you in 


the future. 





If you have any questions about your breast screening or result, do please contact us on 


0203 758 2024 or visit our website https://www.london‑breastscreening.org.uk/w





We look forward to seeing you again in 3 years’ time.





	Yours sincerely,





Dr H Purushothaman


Director of Screening 





                                                                                   RRPM ECX {11CaseNotes}	
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientPostcode}     





{7TodaysDate}


Ref:{8SxNumber}


NHS No: {9NHSNumber}





Dear {10ClientTitle} {11ClientSurname},


  


Thank you for coming for your recent NHS breast screening.





I am pleased to tell you your mammograms (breast x‑rays) show no sign of cancer. 





It is still important to be aware of any unusual breast changes. Breast screening cannot find 


every case of breast cancer, and some cancers can develop in between screening 


appointments.





If you notice any unusual changes in your breasts, please speak to your GP as soon as 


possible.





We will invite you for screening again in 3 years’ time unless you will be aged 71 or over by 


then. From your 71st birthday we will not automatically invite you. You can request 


screening every 3 years by contacting your local breast screening unit. Unit details are 


available at www.nhs.uk/breast‑screening. 





Please remember to tell your GP of any change of address so that we can contact you in 


the future. 





We look forward to seeing you again in 3 years’ time. If you have any queries please 


contact us on 020 3758 2024 or visit our website https://www.london‑


breastscreening.org.uk/w





In the meantime, if you notice any unusual changes in your breasts, please speak to your 


GP as soon as possible. You can read about what small changes you can make to your 


lifestyle to reduce the risk of breast cancer. https://breastcancernow.org/information‑


support/publication/reducing‑your‑risk‑breast‑cancer‑bcn240





	Yours sincerely, 





Dr H Purushothaman


Director of Screening


                                    RR ECX {12CaseNotes}
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                     


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientPostcode}     


																				Date as postmark





Ref:{7SxNumber}


NHS No: {8NHSNumber}


Dear {9ClientTitle} {10ClientSurname},





Thank you for coming for your recent NHS breast screening.





As we talked about during your appointment, we were not able to take mammograms 


(breast x‑rays) of all your breast tissue. We gave you an information leaflet about this at the 


time. 





I am pleased to tell you that there was no sign of cancer on the mammograms we were able 


to take.





It is still important to be aware of any unusual breast changes. Breast screening cannot find 


every case of breast cancer, and some cancers can develop in between screening 


appointments.





If you notice any unusual changes in your breasts, please speak to your GP.





We will invite you for screening again in 3 years’ time unless you will be aged 71 or over by 


then. From your 71st birthday we will not automatically invite you. You can request 


screening every 3 years by contacting your local breast screening unit. Unit details are 


available at www.nhs.uk/breast‑screening





As the risk of breast cancer does not stop at 71, please consider the importance of 


continuing with your breast screening.


Please remember to tell your GP of any change of address so that we can contact you in 


the future. 





If you have any questions about your breast screening or result, do please contact us on 


0203 758 2024 or visit our website https://www.london‑breastscreening.org.uk/ne





We look forward to seeing you again in 3 years’ time.





	Yours sincerely,





Dr Mohamed Al-Sewan


Director of Screening 





                                                                                   RRPM FBH {11CaseNotes}	
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientPostcode}     





{7TodaysDate}


Ref:{8SxNumber}


NHS No: {9NHSNumber}





Dear {10ClientTitle} {11ClientSurname},


  


Thank you for coming for your recent NHS breast screening.





I am pleased to tell you your mammograms (breast x‑rays) show no sign of cancer. 





It is still important to be aware of any unusual breast changes. Breast screening cannot find 


every case of breast cancer, and some cancers can develop in between screening 


appointments.





If you notice any unusual changes in your breasts, please speak to your GP as soon as 


possible.





We will invite you for screening again in 3 years’ time unless you will be aged 71 or over by 


then. From your 71st birthday we will not automatically invite you. You can request 


screening every 3 years by contacting your local breast screening unit. Unit details are 


available at www.nhs.uk/breast‑screening. 





Please remember to tell your GP of any change of address so that we can contact you in 


the future. 





We look forward to seeing you again in 3 years’ time. If you have any queries please 


contact us on 020 3758 2024 or visit our website https://www.london‑


breastscreening.org.uk/ne





In the meantime, if you notice any unusual changes in your breasts, please speak to your 


GP as soon as possible. You can read about what small changes you can make to your 


lifestyle to reduce the risk of breast cancer. https://breastcancernow.org/information‑


support/publication/reducing‑your‑risk‑breast‑cancer‑bcn240





	Yours sincerely, 





Dr Mohamed Al-Sewan


Director of Screening


                                    RR FBH {12CaseNotes}
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                     


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientPostcode}     


																				Date as postmark





Ref:{7SxNumber}


NHS No: {8NHSNumber}


Dear {9ClientTitle} {10ClientSurname},





Thank you for coming for your recent NHS breast screening.





As we talked about during your appointment, we were not able to take mammograms 


(breast x‑rays) of all your breast tissue. We gave you an information leaflet about this at the 


time. 





I am pleased to tell you that there was no sign of cancer on the mammograms we were able 


to take.





It is still important to be aware of any unusual breast changes. Breast screening cannot find 


every case of breast cancer, and some cancers can develop in between screening 


appointments.





If you notice any unusual changes in your breasts, please speak to your GP.





We will invite you for screening again in 3 years’ time unless you will be aged 71 or over by 


then. From your 71st birthday we will not automatically invite you. You can request 


screening every 3 years by contacting your local breast screening unit. Unit details are 


available at www.nhs.uk/breast‑screening





As the risk of breast cancer does not stop at 71, please consider the importance of 


continuing with your breast screening.


Please remember to tell your GP of any change of address so that we can contact you in 


the future. 





If you have any questions about your breast screening or result, do please contact us on 


0203 758 2024 or visit our website https://www.london‑breastscreening.org.uk/c





We look forward to seeing you again in 3 years’ time.





	Yours sincerely,





Dr Philip Dilks


Director of Screening 





                                                                                   RRPM FLO {11CaseNotes}	
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientPostcode}     





{7TodaysDate}


Ref:{8SxNumber}


NHS No: {9NHSNumber}





Dear {10ClientTitle} {11ClientSurname},


  


Thank you for coming for your recent NHS breast screening.





I am pleased to tell you your mammograms (breast x‑rays) show no sign of cancer. 





It is still important to be aware of any unusual breast changes. Breast screening cannot find 


every case of breast cancer, and some cancers can develop in between screening 


appointments.





If you notice any unusual changes in your breasts, please speak to your GP as soon as 


possible.





We will invite you for screening again in 3 years’ time unless you will be aged 71 or over by 


then. From your 71st birthday we will not automatically invite you. You can request 


screening every 3 years by contacting your local breast screening unit. Unit details are 


available at www.nhs.uk/breast‑screening. 





Please remember to tell your GP of any change of address so that we can contact you in 


the future. 





We look forward to seeing you again in 3 years’ time. If you have any queries please 


contact us on 020 3758 2024 or visit our website https://www.london‑


breastscreening.org.uk/c





In the meantime, if you notice any unusual changes in your breasts, please speak to your 


GP as soon as possible. You can read about what small changes you can make to your 


lifestyle to reduce the risk of breast cancer. https://breastcancernow.org/information‑


support/publication/reducing‑your‑risk‑breast‑cancer‑bcn240





	Yours sincerely, 





Dr Philip Dilks


Director of Screening


                                    RR FLO {12CaseNotes}
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                     


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientPostcode}     


																				Date as postmark





Ref:{7SxNumber}


NHS No: {8NHSNumber}


Dear {9ClientTitle} {10ClientSurname},





Thank you for coming for your recent NHS breast screening.





As we talked about during your appointment, we were not able to take mammograms 


(breast x‑rays) of all your breast tissue. We gave you an information leaflet about this at the 


time. 





I am pleased to tell you that there was no sign of cancer on the mammograms we were able 


to take.





It is still important to be aware of any unusual breast changes. Breast screening cannot find 


every case of breast cancer, and some cancers can develop in between screening 


appointments.





If you notice any unusual changes in your breasts, please speak to your GP.





We will invite you for screening again in 3 years’ time unless you will be aged 71 or over by 


then. From your 71st birthday we will not automatically invite you. You can request 


screening every 3 years by contacting your local breast screening unit. Unit details are 


available at www.nhs.uk/breast‑screening





As the risk of breast cancer does not stop at 71, please consider the importance of 


continuing with your breast screening.


Please remember to tell your GP of any change of address so that we can contact you in 


the future. 





If you have any questions about your breast screening or result, do please contact us on 


0203 758 2024 or visit our website https://www.london‑breastscreening.org.uk/se





We look forward to seeing you again in 3 years’ time.





	Yours sincerely,





Dr Juliet Morel


Director of Screening 





                                                                                   RRPM GCA {11CaseNotes}	
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientPostcode}     





{7TodaysDate}


Ref:{8SxNumber}


NHS No: {9NHSNumber}





Dear {10ClientTitle} {11ClientSurname},


  


Thank you for coming for your recent NHS breast screening.





I am pleased to tell you your mammograms (breast x‑rays) show no sign of cancer. 





It is still important to be aware of any unusual breast changes. Breast screening cannot find 


every case of breast cancer, and some cancers can develop in between screening 


appointments.





If you notice any unusual changes in your breasts, please speak to your GP as soon as 


possible.





We will invite you for screening again in 3 years’ time unless you will be aged 71 or over by 


then. From your 71st birthday we will not automatically invite you. You can request 


screening every 3 years by contacting your local breast screening unit. Unit details are 


available at www.nhs.uk/breast‑screening. 





Please remember to tell your GP of any change of address so that we can contact you in 


the future. 





We look forward to seeing you again in 3 years’ time. If you have any queries please 


contact us on 020 3758 2024 or visit our website https://www.london‑


breastscreening.org.uk/se





In the meantime, if you notice any unusual changes in your breasts, please speak to your 


GP as soon as possible. You can read about what small changes you can make to your 


lifestyle to reduce the risk of breast cancer. https://breastcancernow.org/information‑


support/publication/reducing‑your‑risk‑breast‑cancer‑bcn240





	Yours sincerely, 





Dr Juliet Morel


Director of Screening


                                    RR GCA {12CaseNotes}
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                    


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientPostcode}     





{7TodaysDate}


Ref:{8SxNumber}


NHS No: {9NHSNumber}





Dear {10ClientTitle} {11ClientSurname},


  


Thank you for coming for your recent NHS breast screening.





I am pleased to tell you your mammograms (breast x‑rays) show no sign of cancer. 





It is still important to be aware of any unusual breast changes. Breast screening cannot find 


every case of breast cancer, and some cancers can develop in between screening 


appointments.





If you notice any unusual changes in your breasts, please speak to your GP as soon as 


possible.





We will invite you for screening again in 3 years’ time unless you will be aged 71 or over by 


then. From your 71st birthday we will not automatically invite you. You can request 


screening every 3 years by contacting your local breast screening unit. Unit details are 


available at www.nhs.uk/breast‑screening. 





Please remember to tell your GP of any change of address so that we can contact you in 


the future. 





We look forward to seeing you again in 3 years’ time. If you have any queries please 


contact us on 020 3758 2024 or visit our website https://www.london‑


breastscreening.org.uk/sw





In the meantime, if you notice any unusual changes in your breasts, please speak to your 


GP as soon as possible. You can read about what small changes you can make to your 


lifestyle to reduce the risk of breast cancer. https://breastcancernow.org/information‑


support/publication/reducing‑your‑risk‑breast‑cancer‑bcn240





	Yours sincerely, 





Dr. Nahid Kamangari 


Director of Screening


                                    RR HWA {12CaseNotes}
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{1ClientTitle} {2ClientForenames} {3ClientSurname}                                                     


{4ClientAddressLine1}            											  


{5ClientAddressLine2}


{6ClientPostcode}     


																				Date as postmark





Ref:{7SxNumber}


NHS No: {8NHSNumber}


Dear {9ClientTitle} {10ClientSurname},





Thank you for coming for your recent NHS breast screening.





As we talked about during your appointment, we were not able to take mammograms 


(breast x‑rays) of all your breast tissue. We gave you an information leaflet about this at the 


time. 





I am pleased to tell you that there was no sign of cancer on the mammograms we were able 


to take.





It is still important to be aware of any unusual breast changes. Breast screening cannot find 


every case of breast cancer, and some cancers can develop in between screening 


appointments.





If you notice any unusual changes in your breasts, please speak to your GP.





We will invite you for screening again in 3 years’ time unless you will be aged 71 or over by 


then. From your 71st birthday we will not automatically invite you. You can request 


screening every 3 years by contacting your local breast screening unit. Unit details are 


available at www.nhs.uk/breast‑screening





As the risk of breast cancer does not stop at 71, please consider the importance of 


continuing with your breast screening.


Please remember to tell your GP of any change of address so that we can contact you in 


the future. 





If you have any questions about your breast screening or result, do please contact us on 


0203 758 2024 or visit our website https://www.london‑breastscreening.org.uk/w





We look forward to seeing you again in 3 years’ time.





	Yours sincerely,





Dr H Purushothaman


Director of Screening 





                                                                                   RRPM ECX {11CaseNotes}	
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The assessment criteria is made up of five core components. Sections A and B will provide the assessors the context required to understand your product and support your evidence. The core assessment criteria is defined in section C1-C4. Section D details the key Usability and Accessibility principles required. Further frequently asked questions are available at the end of the document.

The core criteria in Section C will determine the overall success of the assessment of your product or service. The accompanying score provided from Section D will show the level of adherence to the NHS Service Standard. 
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[bookmark: _Toc64972226][bookmark: _Toc69743463]A. Company information - Non-assessed section

Information about your organisation and contact details. 





		Code

		Question

		Options



		A1

		Provide the name of your company

		Funasset Limited



		A2

		Provide the name of your product

		Hybrid Mail



		A3

		Provide the type of product

		Software application and print services



		A4

		Provide the name and job title of the individual who will be the key contact at your organisation

		Mark Dowson – Managing Director



		A5

		Provide the key contact's email address

		Mark.dowson@funasset.com



		A6

		Provide the key contact's phone number

		01823 365864



		A7

		Provide the registered address of your company

		Foundry House, Foundry Road, Taunton, TA1 1JJ



		A8

		In which country is your organisation registered?

		UK



		A9

		If you have a Companies House registration in the UK please provide your number

		2078429





		A10

		If applicable, when was your last assessment from the Care Quality Commission (CQC)? 

		Not applicable



		A11



		If applicable, provide your latest CQC report. 

		Not applicable







[bookmark: _Toc64972227]
















[bookmark: _Toc69743464]B. Value proposition - Non-assessed section

Please set out the context of the clinical, economic or behavioural benefits of your product to support the review of your technology. This criteria will not be scored but will provide the context of the product undergoing assessment. 


Where possible, please provide details relating to the specific technology and not generally to your organisation.	





		Code

		Question

		Options

		Supporting information



		B1



		Who is this product intended to be used for?

		Trusts Clinical Secretaries

		




		B2



		Provide a clear description of what the product is designed to do and of how it is expected to be used

		Replace local printing across the Trust with a secure, centralised, IG compliant, print, post and electronic delivery solution 

		TAone Hybrid Mail software supports the capture of patient letters from varies Trust clinical systems. Where captured letter documents are transferred through their required output route,  documents requiring print and post are transferred at the end of each day to production print facility, for Print and Post into Royal Mail service. 

Digital delivery option for GP letters, where any identified GP letters are delivered to Docman Connect via API interface

Digital delivery supports option for patient letters to be delivered through secure email module





		B3

		Describe clearly the intended or proven benefits for users and confirm if / how the benefits have been validated



		

		High Level Benefits 



1. Reduction in paper, envelope, printing and postal costs 

2. Reductions in staff time spent printing and stuffing envelopes etc.

3. Quicker delivery of patient correspondence and evidence patient has seen & viewed their letter

4. Improved security around patient letters and compliance with Information Governance 

5. Facilitates the Trusts move toward paperless. working towards meeting objectives set out in the 5 years forward, NHS paperless strategy with Hybrid Mail a project within the Trust's paperless strategy

6. Proven to reduce patient DNA figures 







		B4



		Please attach one or more user journeys which were used in the development of this product



Where possible please also provide your data flows

		To be completed

		Diagram “NBSS HybridMail Schematic Diagram.pdf” shows the solution overview diagram ,  from user submission through to print and post





Diagram “NBSS HybridMail User Journey.pdf” shows the users steps/journey







[bookmark: _hhnb5er31vmt][bookmark: _sqgtx4j5nx5g][bookmark: _4m83j0tjau8f][bookmark: _o26uorxjsxnp][bookmark: _Toc64972228][bookmark: _Toc69743465]
C. Technical questions - Assessed sections

[bookmark: _Toc64972229][bookmark: _Toc69743466]C1 - Clinical safety 

Establishing that your product is clinically safe to use. 


You must provide responses and documentation relating to the specific technology product that is subject to assessment.



The DCB0129 standard applies to organisations that are responsible for the development and maintenance of health IT systems. A health IT system is defined as “product used to provide electronic information for health and social care purposes”. DTAC is designed as the assessment criteria for digital health technologies and C1 Clinical Safety Criteria is intended to be applied to all assessments. If a developer considers that the C1 Clinical Safety is not applicable to the product being assessed, rationale must be submitted exceptionally detailing why DCB0129 does not apply. 



The DCB0160 standard applies to the organisation in which the health IT is deployed or used. It is a requirement of the standard (2.5.1) that in the procurement of health IT systems the organisation must ensure that the manufacturer and health IT system complies with DCB0129. The organisation must do so in accordance with the requirements and obligations set out in the DCB0160 standard. This includes personnel having the knowledge, experience and competences appropriate to undertaking the clinical risk management tasks assigned to them and organisations should ensure that this is the case when assessing this section of the DTAC.



If the Clinical Safety Officer or any other individual has concerns relating to safety of a medical device including software and apps, this should be reported to the Medicines and Healthcare products Regulatory Agency (MHRA) using the Yellow Card reporting system: Report a problem with a medicine or medical device - GOV.UK (www.gov.uk). 



		Code

		Question

		Options

		Supporting information

		Scoring criteria



		C1.1

		Have you undertaken Clinical Risk Management activities for this product which comply with DCB0129?

		Yes 

		The DCB0129 standard applies to organisations that are responsible for the development and maintenance of health IT systems. A health IT system is defined as ‘“product used to provide electronic information for health and social care purposes”.

		

We confirm we have undertaken Clinical Risk Management activities in compliance with DCB 0129. Our clinical safety case report is provided, please see “Funasset_Hybrid Mail_CSCR_v1.1.pdf”







		C1.1.1

















		Please detail your clinical risk management system

		Provided

		DCB0129 sets out the activities that must and should be undertaken for health IT systems.



An example clinical risk management system template can be downloaded from the NHS Digital website. 







		Funasset can evidence conformance to the requirements of those clinical safety activities conducted under a DCB 0129 compliant CRMS. The formal elements required for the clinical safety standard DCB 0129, i.e. the CSCR, CRMP and Product Hazard Log are completed by clinical safety experts engaged with Funasset and support the following:

· Risk Analysis

· Scope Definition

· Clinical Hazard Identification

· Clinical Risk Estimation

· Control Option Analysis

· Clinical Risk Benefit Analysis

· Control Measure Implementation

· Completeness Evaluation



The Clinical Risk Management Plan is subject to iterative change within the development of a software version and between versions. This comprehensive and repeatable clinical risk management process is applied throughout the delivery roadmap and lifecycle of the application. 



Key personnel relating to clinical risk management have been identified and are all competent and trained for the roles in which they partake. Adequate resources have allocated to the project. 



The CSO has completed a Hazard identification review and identified hazards and their description; explanation of hazard causes and contributory conditions and consequences; identification of existing mitigating controls; estimation of clinical risk. Hazard identification has followed multiple separate processes. There have been a Hazard Identification multidisciplinary team meeting following the SWIFT process during which any registered or raised risk has been discussed. Discussions included assessments of severity and likelihood with scoring through a standard Clinical Risk matrix. 



The Hazard Log (HL) is contained within the Clinical Risk Management File. The release notes form the basis for a formal discussion of potential risks by the CRM MDT which are then subject to the standard risk analysis process. 



Hazard identification also has involved all members of staff with clear routes for raising risks and concerns to the CRM team. This is part of the ongoing day-to-day expectations of all staff and is included in the company reporting structure and processes. 



A review of the HL with the MDT contributors has taken place and confirms this document to be a full and accurate representation of details provided by the key competent persons. 



Please see: Funasset_HybridMail_CRMP_v1.1.pdf







		C1.1.2











































		Please supply your Clinical Safety Case Report and Hazard Log

		Provided 

		Specifically, your DTAC submission should include:



· A summary of the product and its intended use 

· A summary of clinical risk management activities 

· A summary of hazards identified which you have been unable to mitigate to as low as it is reasonably practicable 

· The clear identification of hazards which will require user or commissioner action to reach acceptable mitigation (for example, training and business process change)


It should not include the hazard log in the body of the document - this should be supplied separately.  



Example Clinical Safety Case Report and Hazard Log templates can be downloaded from the NHS Digital website. 

		

See: 

CSCR

HL



All identified hazards were evaluated from the perspective of patient safety consequences using a Cause, Effect, Hazard, Harm approach to explore potential consequences. Contributory factors were considered, in addition to identifying existing mitigating controls from a health IT design, User Training and Business Process perspective.  

Based on all of the above and using the predefined criteria in Risk Matrices an estimation of Clinical Risk was completed. 

The Clinical Risk Analysis Process outlined above has assessed each of the hazards individually to ensure that the residual risk ratings are accurate and justified. This is in line with the Clinical Risk Management Plan.



No identified hazards will require user or commissioner action to reach acceptable mitigation and all identified hazards have been mitigate to as far as possible (AFAP).



Please see 

“Funasset_Integrated_Mail_hazard log_v1.1.xlsx”





		C1.2



		Please provide the name of your Clinical Safety Officer (CSO), their profession and registration details

		Peter Davies

		The CSO must:


· Be a suitably qualified and experienced clinician

· Hold a current registration with an appropriate professional body relevant to their training and experience

· Be knowledgeable in risk management and its application to clinical domains

· Be suitably trained and qualified in risk management or have an understanding in principles of risk and safety as applied to Health IT

· Have completed appropriate training



The work of the CSO can be undertaken by an outsourced third party.

		Peter Davis



Health and Care Professionals Council (HCPC) Registration Number: PH60942

Chartered Society of Physiotherapy (CSP) Registration Number: 065550







		C1.3



		If your product falls within the UK Medical Devices Regulations 2002, is it registered with the Medicines and Healthcare products Regulatory Agency (MHRA)?

		Not applicable

		If this question is not applicable, because your product does not fall within the UK Medical Devices Regulations 2002, continue to question C1.4. 



If No, but the product falls within the UK Medical Devices Regulations 2002, continue to question C.1.3.2.



The MHRA provides guidance on medical devices to place them on the market in Great Britain and Northern Ireland, regulatory requirements for all medical devices to be placed on the UK market, conformity assessment and the UK Conformity Assessed (UKCA) mark, classification of stand-alone medical device software (including apps) and how to tell if your product falls within the UK Medical Devices Regulations 2002. 

		Not applicable



As part of the clinical risk management review, the status of the system application has been assessed to ascertain the applicability of medical device software and it is NOT a medical device.





		C1.3.1

		If yes, please provide your MHRA registration number

		Not applicable

		

		Not applicable













		C1.3.2

		If the UK Medical Device Regulations 2002 are applicable, please provide your Declaration of Conformity and, if applicable, certificate of conformity issued by a Notified Body / UK Approved Body 

		Not applicable

		Medical device manufacturers must ensure that their device complies with the relevant Essential Requirements of the legislation and draw up a Declaration of Conformity to declare this.



Class I devices with a measuring function and devices in Class IIa, IIb and III must undergo conformity assessment from an EU Notified Body or UK Approved Body which has been designated for medical devices, and be issued a certificate of conformity (commonly referred to as a “CE certificate” or “UKCA certificate”).

		Not applicable 



		C1.4

		Do you use or connect to any third-party products? 

		Yes

		If no, continue to section C2.


DCB0129 contains the requirements in relation to third party products.

		Yes. 



Potential hazards and risks were identified during in-depth product demonstration to the Clinical Safety Officers and clinical safety workshops, with assessment focusing on the technical capabilities of Hybrid Mail was undertaken to identify potential hazards that could cause harm to a patient/end user.



No hazards associated with any third party products were identified as having potential to introduce a risk to patient safety for Hybrid Mail.



		C1.4.1

		If yes, please attach relevant Clinical Risk Management documentation and conformity certificate

		Provided

		



		Provided.



Conformity certificate not required as not within scope of MHRA



See:

CSCR 

HL
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Establishing that your product collects, stores and uses data (including personally identifiable data) compliantly.

This section applies to the majority of digital health technology products however there may be some products that do not process any NHS held patient data or any identifiable data. If this is the case, the Data Protection Officer, or other suitably authorised individual should authorise this data protection section being omitted from the assessment.





		Code

		Question

		Options

		Supporting information

		Scoring criteria



		C2.1

		If you are required to register with the Information Commissioner, please attach evidence of a current registration.

If you are not required to register, please attach a completed self-assessment showing the outcome from the Information Commissioner and your responses which support this determination.

		Provided

		There are some instances where organisations are not required to register with the Information Commissioner. This includes where no personal information is being processed.  



The Information Commissioner has a registration self-assessment tool to support this decision making.



















		Information Commissioner registration
Organisation name: Funasset Limited 

Reference: Z9117236















		C2.2

		Do you have a nominated Data Protection Officer (DPO)?

		Yes 

		Not all organisations are required to have a Data Protection Officer (DPO). This is determined by the type of organisation and core activities. The most common reason for organisations providing digital health technologies to have a DPO is due to the core activities involving processing health data (being a special category).



The Information Commissioner has a self-assessment tool to determine whether you must appoint a DPO.

		



























		C2.2.1

























		If you are required to have a nominated Data Protection Officer, please provide their name.



If you are not required to have a DPO please attach a completed self-assessment showing the outcome from the Information Commissioner and your responses which support this determination.

		Terry Cutting

		To pass, the developer is required to confirm they have a DPO in place where this is mandated. Where a DPO one is in place if it is not required by the Information Commissioner then this will also constitute a pass.



Alternatively, if the developer confirms they do not have a DPO because they are not required to do so, then a self-assessment from the Information Commissioners self-assessment tool should be attached which confirms this and aligns to the product.  

		 



		C2.3

		Does your product have access to any personally identifiable data or NHS held patient data?

		Yes

		The UK General Data Protection Regulation (GDPR) applies to the processing of personal data. 



If no, continue to question C2.4

		



		C2.3.1

		Please confirm you are compliant (having standards met or exceeded status) with the annual Data Security and Protection Toolkit Assessment.  



If you have not completed the current year's assessment and the deadline has not yet passed, please confirm that you intend to complete this ahead of the deadline and that there are no material changes from your previous years submission that would affect your compliance. 







		Confirmed 

		The Data Security and Protection Toolkit allows organisations to measure performance against the National Data Guardian’s 10 data security standards.

		Current assessment shows Assessment Standards Exceeded. 

Assessment Report - 8HW72



Please see 

“2022-23 (version 5) 8HW72 DSPT standards exceeded certificate.pdf”



		C2.3.2

		Please attach the Data Protection Impact Assessment (DPIA) relating to the product.

		To be created with Trust

		DPIA’s are a key part of the accountability obligations under the UK GDPR, and when done properly help organisations assess and demonstrate how they comply with data protection obligations.



The Information Commissioner has provided guidance on how to complete a DPIA and a sample DPIA template.









		See DPIA document provided

“NBSS_HybridMail_DPIA_ v1.0.docx”





		C2.4

		Please confirm your risk assessments and mitigations / access controls / system level security policies have been signed-off by your Data Protection Officer (if one is in place) or an accountable officer where exempt in question C2.2. 

		Confirm 

		



		To pass, the developer must confirm that their Data Protection Officer or accountable officer has signed-off the risk assessments and mitigations / access controls and system level security policies.



		C2.5

		Please confirm where you store and process data (including any third-party products your product uses)

		UK only 

		Individual organisations within the Health and Social Care system are accountable for the risk-based decisions that they must take.  



 



























		Developer - Individual organisations within the Health and Social Care system are accountable for the risk-based decisions that they must take.



Due consideration should be taken where data is processed outside of the UK.



Please note: It is a contractual requirement under the new GP IT Futures (GPITF) framework as it was in the GP System of Choice (GPSoC) framework, to host all data in England.



















		C2.5.1

		If you process store or process data outside of the UK, please name the country and set out how the arrangements are compliant with current legislation

		Not applicable



		From 1 January 2021, the UK GDPR applies in the UK in place of the “EU GDPR’. The UK GDPR will carry across much of the existing EU GDPR legislation. The Department for Digital, Culture, Media & Sport has published two Keeling Schedules which show the changes to the Data Protection Act 2019 and EU GDPR.





The Information Commissioner has published guidance on international data transfers after the UK exit from the EU Implementation Period.































		Developer - Individual organisations within the Health and Social Care system are accountable for the risk-based decisions that they must take.



Due consideration should be taken where data is processed outside of the UK and should only be hosted within the European Economic Area (EEA) or a country deemed as adequate by the European Commission.



To pass, the developer must demonstrate that the country in which data is processed or stored is compliant with current legislation or the organisation's policy (should this differ).
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Establishing that your product meets industry best practice security standards and that the product is stable. 



Dependent on the digital health technology being procured, it is recommended that appropriate contractual arrangements are put in place for problem identification and resolution, incident management and response planning and disaster recovery.



Please provide details relating to the specific technology and not generally to your organisation.





		Code

		Question

		Options

		Supporting information

		Scoring criteria



		C3.1



		Please attach your Cyber Essentials Certificate

		Provided 

		Cyber Essentials helps organisations guard against the most common cyber threats. 



The National Cyber Security Centre (NCSC) have published cyber security guidance for small to medium enterprises (SME’s).





		



See certificate provided 

“Cyber Essentials Plus.pdf”





		C3.2 



		Please provide the summary report of an external penetration test of the product that included Open Web Application Security Project (OWASP) Top 10 vulnerabilities from within the previous 12-month period.

		Provided 

		The NCSC provides guidance on penetration testing. The OWASP Foundation provides guidance on the OWASP top 10 vulnerabilities. 





		See latest pen test report and resulting actions taken


“ITG-15859-Funasset-L2ExtPT-v1.0.pdf”



“Pen Test actions taken_ITG-15859.docx”



		C3.3

		Please confirm whether all custom code had a security review.

		Yes - Internal code review 

		The NCSC provides guidance on producing clean and maintainable code. 

		To pass, the developer must confirm that an internal or an external custom code security review has been undertaken. An external review is preferable; however an internal code review would meet the baseline requirement.



		C3.4

		Please confirm whether all privileged accounts have appropriate Multi-Factor Authentication (MFA)?













		Yes 

		The NCSC provides guidance on Multi-Factor Authentication. 

		To pass, the developer must confirm yes that all privileged accounts have MFA.



		C3.5

		Please confirm whether logging and reporting requirements have been clearly defined.

		Yes 

		The NCSC provides guidance on logging and protective monitoring.



To confirm yes to this question, logging (e.g., audit trails of all access) must be in place. It is acknowledged that not all developers will have advanced audit capabilities.

		To pass, the developer must confirm yes that logging and reporting requirements have been clearly defined.  







		C3.6



		Please confirm whether the product has been load tested

		Yes 

		Load testing should be performed. 

		To pass, the developer must confirm yes that load testing has been performed.
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Establishing how well your product exchanges data with other systems.  



To provide a seamless care journey, it is important that relevant technologies in the health and social care system are interoperable, in terms of hardware, software and the data contained within. For example, it is important that data from a patient’s ambulatory blood glucose monitor can be downloaded onto an appropriate clinical system without being restricted to one type. Those technologies that need to interface within clinical record systems must also be interoperable. Application Programme Interfaces (APIs) should follow the Government Digital Services Open API Best Practices, be documented and freely available and third parties should have reasonable access in order to integrate technologies.



Good interoperability reduces expenditure, complexity and delivery times on local system integration projects by standardising technology and interface specifications and simplifying integration. It allows it to be replicated and scaled up and opens the market for innovation by defining the standards to develop upfront.



This section should be tailored to the specific use case of the product and the needs of the buyer however it should reflect the standards used within the NHS and social care and direction of travel.  



Please provide details relating to the specific technology and not generally to your organisation. 

















		Code

		Question

		Options

		Supporting information

		Scoring criteria



		C4.1

		Does your product expose any Application Programme Interfaces (API) or integration channels for other consumers?

































		No

		The NHS website developer portal provides guidance on APIs and the NHS. 



Government Digital Services provide guidance on Open API best practice. 

































		To pass, developers must demonstrate that they have API’s that are relevant to the use case for the product, follow Government Digital Services Open API Best Practice, are documented and freely available and that third parties have reasonable access to connect. 



APIs should adopt generally accepted standards of data interoperability for the NHS or social care dependent on the use case for the product.



If the product does not have API’s and there is a legitimate rationale for this considering the use case of the product then the buyer can accept this rationale.











		C4.1.1

		If yes, please provide detail and evidence:

· The API’s (e.g., what they connect to) set out the healthcare standards of data interoperability e.g., Health Level Seven International (HL7) / Fast Healthcare Interoperability Resources (FHIR)

· Confirm that they follow Government Digital Services Open API Best Practice

· Confirm they are documented and freely available

· Third parties have reasonable access to connect


If no, please set out why your product does not have APIs. 

		

		

		



		C4.2

		Do you use NHS number to identify patient record data?

		No because product does not identify patient record data

		NHS Digital provides guidance on NHS Login for partners and developers. 

		To pass, developers should confirm that if a product uses an NHS number to identify a patient record, that it uses NHS Login. 
NHS Digital provides a list of all current digital health and social care services that integrate with NHS Login. 



If a product does not use NHS Login to establish a verified NHS number, then a legitimate rationale should be set out and the security and appropriateness of the methodology should be considered.



		C4.2.1

		If yes, please confirm whether it uses NHS Login to establish a user’s verified NHS number.  



If no, please set out the rationale, how your product established NHS number and the associated security measures in place.

		

		

		



		C4.3























		Does your product have the capability for read/write operations with electronic health records (EHRs) using industry standards for secure interoperability (e.g. OAuth 2.0, TLS 1.2)







		No because the product does not read/ write into EHRs

		

		To pass, developers should confirm that the product has the capability to read/write into EHRs using industry standards for secure interoperability.



If a product does not use industry standards, then a legitimate rationale should be set out and the security, usability and appropriateness of the methodology should be considered.



		C4.3.1

		If yes, please detail the standard







		

		

		



		C4.3.2

		If no, please state the reasons and mitigations, methodology and security measures. 

		

		

		



		C4.4

		Is your product a wearable or device, or does it integrate with them?

		No

		If no, continue to section D.

		Not Applicable



		C4.4.1













		If yes, provide evidence of how it complies with ISO/IEEE 11073 Personal Health Data (PHD) Standards.





		Not Applicable

		Access the ISO Standard. This is a paid-for document. 

		





[bookmark: _ese5c1n54iq5][bookmark: _vr5lq8jbz9z9]



[bookmark: _Toc64972233][bookmark: _Toc69743470]



D. Key principles for success 



The core elements defined in this section will form part of the overall review of the product or service and is a key part to ensuring that the product or service is suitable for use. The assessment will set a compliance rating and where a product or developer is not compliant highlight areas that the organisation could improve on with regards to following the core principles. 



This section will be scored in relation to the NHS service standard. This will not contribute to the overall Assessment Criteria as set out in Section C. 



[bookmark: _Toc64972234][bookmark: _Toc69743471]D1 - Usability and accessibility - scored section



Establishing that your product has followed best practice.  



Please note that not all sections of the NHS Service Standard are included where they are assessed elsewhere within DTAC, for example clinical safety.





		Code

		Question

		Options

		Supporting information

		Weighted score

		Scoring criteria





		D1.1

		Understand users and their needs in context of health and social care



Do you engage users in the development of the product?





		Yes 

		NHS Service Standard Point 1 





		10%

		Developers should be awarded 10% if they demonstrate that user need has been taken in account through user research, search data, analytics or other data to understand the problem.  






The submission should confirm that the developer has considered, and tested user needs with appropriate stakeholders (stakeholders will differ depending on the product) and that as the product continues to iterate user engagement has continued.



If the developer selects working towards it and/or can only partially evidence the requirement, for example user need has only partially been considered or it is not considered on an ongoing basis they should be awarded 5%.



If the developer selects no to this question or cannot provide evidence that user need has been considered, they should be awarded 0%. 





























		D1.1.1

		If yes or working towards it, how frequently do you consider user needs in your product development and what methods do you use to engage users and understand their needs?

		Quarterly reviews with client user groups

		

		

		



		D1.2

		Work towards solving a whole problem for users 



Are all key user journeys mapped to ensure that the whole user problem is solved, or it is clear to users how it fits into their pathway or journey?



		Yes 


		NHS Service Standard Point 2 and Point 3 are often dealt with by teams together.







		10%

		Developers should be awarded 10% if they attach supporting information showing that the product solves a whole user problem or that it is clear to users how it fits into their pathway or journey.



If the developer selects working towards it and can provide evidence that goes some way to explaining how the whole user problem is solved or only partially explains how the product fits a user journey, they should be awarded 5%.



If the developer selects no to this question or cannot provide evidence that shows the user journey or how the product fits into the pathway or journeys, they should be awarded 0%.



























		D1.2.1

		If yes or working towards it, please attach the user journeys and/or how the product fits into a user pathway or journey





		Provided

see DTAC section B4

		

		

		



		D1.3

		Make the service simple to use



Do you undertake user acceptance testing to validate usability of the system?

		Yes 

		NHS Service Standard Point 4





		10%

		Developers should be awarded 10% if they attach supporting information showing user acceptance testing to validate usability of the product.



If the developer selects working towards it and can provide evidence that goes some way to demonstrate that user acceptance testing is being used to validate usability of the system, they should be awarded 5%.



If the developer selects no to this question or cannot provide evidence that shows user acceptance testing to validate usability of the system, they should be awarded 0%.



		D1.3.1

		If yes or working towards it, please attach information that demonstrates that user acceptance testing is in place to validate usability. 









		Proved UAT testing to clients prior to go live

		

		

		



		D1.4

		Make sure everyone can use the service 



Are you international Web Content Accessibility Guidelines (WCAG) 2.1 level AA compliant?

		Yes 

		NHS Service Standard Point 5  



The Service Manual provides information on WCAG 2.1 level AA. 









The Government Digital Service provides guidance on accessibility and accessibility statements, including a sample template. 

		20%

		Developers should be awarded 20% for WCAG 2.1 level AA compliance.



Developers should be awarded 5% for working towards it.



If the developer selects no to this question, they should be awarded 0%.











		D1.4.1

		Provide a link to your published accessibility statement. 

		Provided

		

		10%

		See document 



“D1.4.1 Accessibility statement for HybridMail.docx”



Developers should be awarded 10% for a published accessibility statement that includes the information below:



· Whether the website or app is ‘fully’, ‘partially’ or ‘not’ compliant with accessibility standards

· If it is not fully compliant, which parts do not currently meet accessibility standards and why

· How people can get alternatives to content that is not accessible to them

· How to contact you to report accessibility problems and a link to the website that they can use if they are not happy with your response



If an accessibility statement is not included or it does not contain the required information listed above the developer should be awarded 0%.



		D1.5

		Create a team that includes multi-disciplinary skills and perspectives



Does your team contain multidisciplinary skills?

		Yes 

		NHS Service Standard Point 6 

		2.5%

		Developers should be awarded 2.5% for confirming they have a multi-disciplinary team.  



If the developer selects working towards it or no to this question, they should be awarded 0%.



		D1.6

		Use agile ways of working


Do you use agile ways of working to deliver your product?

		Yes 

		NHS Service Standard Point 7 

		2.5%

		Developers should be awarded 2.5 % if they confirm they use agile ways of working.



If the developer selects working towards it or no to this question, they should be awarded 0%.



		D1.7

		Iterate and improve frequently



Do you continuously develop your product?

		Yes 

		NHS Service Standard Point 8

		5%

		Developers should be awarded 5% if they confirm they continually develop their product.



If the developer selects working towards it or no to this question, they should be awarded 0%.



		D1.8

		Define what success looks like and be open about how your service is performing



Do you have a benefits case that includes your objectives and the benefits you will be measuring and have metrics that you are tracking?

		To be completed

		NHS Service Standard Point 10

		10%

		Developers should be awarded 10% for confirming that the benefit case includes objectives and metrics that can be tracked.



If the developer selects working towards it or no to this question, they should be awarded 0%.















		D1.9

		Choose the right tools and technology


Does this product meet with NHS Cloud First Strategy?

		Yes 

		NHS Service Standard Point 11



NHS Internet First Policy. 











		5%

		Developers should be awarded 5% for confirming the product meets cloud first and / or internet first.



If the developer selects working towards it or no to this question, they should be awarded 0%.



		D1.9.1

		Does this product meet the NHS Internet First Policy?

		Yes 

		

		

		



		D1.10

		Use and contribute to open standards, common components and patterns


Are common components and patterns in use?

		No 

		NHS Service Standard Point 13

		5%

		Developers should be awarded 5% for confirming common components and patterns are used.



If the developer selects working towards it or no to this question, they should be awarded 0%.























		D1.10.1

		If yes, which common components and patterns have been used?



		

		

		

		



		D1.11

		Operate a reliable service


Do you provide a Service Level Agreement to all customers purchasing the product?



		Yes 

		NHS Service Standard Point 14 

		10%

		Developers should be awarded 10% offering a service level agreement, reporting on performance and having an uptime of 99.9% or above.



If the developer does not provide a service level agreement and / or reporting on performance, they should be awarded but has an uptime of 99.9% or above they should be awarded 5%.



If the developer has an uptime of 99% or above, they should be awarded 2.5%.



If the developer has an uptime of less than 99%, they should be awarded 0%.



		D1.12

		Do you report to customers on your performance with respect to support, system performance (response times) and availability (uptime) at a frequency required by your customers?

		Yes 

		

		

		



		D1.12.1

		Please attach a copy of the information provided to customers

		Provided 

		

		

		



		D1.12.2

		Please provide your average service availability for the past 12 months, as a percentage to two decimal places





		99.98%
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Supporting documentation



Please ensure that when providing evidence, documents are clearly labelled with the name of your company, the question number and the date of submission. 



Documents provided are: 



· B4 - User journeys and solution Schematic Diagram

· C1.1.1 - Clinical Risk Management System

· C1.1.2 - Clinical Safety Case Report

· C1.1.2 - Hazard Log 

· C2.1 - Information Commissioner's registration 

· C2.3.1 – DSPT Certificate 8HW72

· C2.3.2 - Data Protection Impact Assessment (DPIA) 

· C3.1 - Cyber Essentials Plus Certification

· C3.2 - External Penetration Test Report and actions taken



Additional docs

· ISO 27001 Certification

· ISO 9001 Certification
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Glossary of Terms  
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		As Far As Possible – The level risk acceptability criteria as per clinical safety standards



		Clinical Risk 

		Combination of the severity (consequence) and likelihood (probability) of harm to a patient and the likelihood of occurrence of that harm. 



		Clinical Risk Analysis   

		Systematic use of available information to identify and estimate a clinical risk. 



		Clinical Risk Control 

		Process in which decisions are made and measures implemented by which clinical risks are reduced to, or maintained within, specified levels. 



		Clinical Risk Estimation 

		Process used to assign values to the severity (consequence) of harm to a patient and the likelihood (probability) of occurrence of that harm. 



		Clinical Risk Evaluation 

		Process of comparing a clinical risk against given risk criteria to determine the acceptability of the clinical risk. 



		Clinical Risk Management (CRM) 

		Systematic application of management policies, procedures, and practices to the tasks of analysing, evaluating, and controlling clinical risk. 



		Clinical Risk Management (CRM) Process  

		A set of interrelated or interacting activities, defined Funasset Ltd. and Ethos Ltd. to meet the requirements of this standard with the objective of ensuring clinical safety in respect to the development, deployment and use of Hybrid Mail. 



		Clinical Safety 

		Freedom from unacceptable clinical risk to patients. 



		Clinical Safety Officer 

		NHS England accredited clinician contracting to Funasset Ltd., responsible for ensuring the safety of Hybrid Mail through the application of clinical risk management as set-out in the NHS England DCB 0129 Standard requirements. 



		Clinical Safety Case Report (CSCR) 

		A report that presents the arguments and supporting evidence that provides a compelling, comprehensible, and valid case that a system is safe for a given application in each environment. 



		ETHOS Ltd. 

		Clinical Risk Management Health IT subject Matter Experts (Clinical Safety Engineers and Clinical Safety Officers) contracting to Funasset Ltd. providing Health IT Clinical Safety assurance in respect of Hybrid Mail during the manufacturing and development of the product and of clinical risk management as set out in the NHS England DCB 0129 Standard requirements.  



		Harm 

		Death, physical injury, psychological trauma and/or damage to the health or well-being of a patient. 



		Hazard 

		Potential source of harm to a patient. 



		Hazard Log 

		A mechanism for recording and communicating the on-going identification of System hazards associated with a Health IT System. 



		Health Organisation (HCO)  

		Organisation within which Hybrid Mail is deployed or used for a healthcare purpose. 



		Health IT System 

		Product (such as Hybrid Mail) used to provide electronic information for health or social care purposes. The product may be hardware, software, or a combination. 



		Residual Clinical Risk 

		The clinical risk derived during clinical risk estimation for the design. 



		Intended Use 

		Use of System in accordance with the specifications, instructions and information provided by the Manufacturer to its clients for its intended use. 



		Likelihood (probability) 

		Measure of the occurrence of harm. 



		Manufacturer  

		Being Funasset Ltd., with responsibility for the design, manufacture, packaging, or Labelling of a Health IT System, assembling a system, or adapting a Health IT System before it is placed on the market and/or put into service, regardless of whether these operations are carried out by that person or on that person's behalf by a third party. 



		Patient Safety 

		Freedom from harm to the patient. 



		Residual Clinical Risk 

		Clinical risk remaining after the application of risk control measures. 



		Severity (Consequence) 

		Measure of the possible consequences of a hazard. 
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[bookmark: _Toc139962709][bookmark: _Toc350174611]Introduction

The purpose of this Clinical Safety Case Report is to present a compelling body of evidence which provides assurance that Hybrid Mail is compliant with NHS safety standard DCB 0129 [Ref 1]. 

The safety objectives for this project covers the end-to-end clinical process aiming to achieve a level at which the system is deemed clinically safe within the defined contexts and settings.   

This document relates to the design and test cycle which will ensure that the system is tested to a level which is satisfactory to all parties and meets the criteria set out by NHS Digital.  

Below are the safety objectives for this process:  

· To ensure that the safety activities undertaken relative to the clinical safety process are always in line with the Clinical Risk Management Plan [Ref 2].  

· At all times during the design, development, and deployment process there is continued monitoring of the Hazard Log [Ref 3] to make sure it is up to date.  

· To ensure that the system is clinically safe to be used in clinical care.  

· To monitor any changes to the system through development, assess any potential risks and mitigate these through the risk assessment process.  

· Identify and assess any clinical hazards/risks to ensure patient safety by following the risk assessment process.  

· Identify the safety critical functionality of the system and evidence assurance activities in these areas to mitigate clinical risk.  

The safety case report aims to provide part of the argument that the application complies with NHS clinical safety standards. As such it is deemed clinically safe and fit for purpose. 

[bookmark: _Toc137796904][bookmark: _Toc139962710]Scope

The scope of this CSCR will include all the clinical safety objectives mentioned above. The CSCR will at all stages include any supporting documentation referenced accordingly, any training requirements with consideration to all safety aspects and any changes to clinical practice/procedures which will be dictated by the functional workflow and defined requirements for Hybrid Mail. 

This CSCR relates to the development and clinical safety assessment of the Hybrid Mail. The production of this CSCR provides evidence to Funasset’s assiduousness to clinical risk management (CRM) principles. It supports the scope of Hybrid Mail and forms part of the requirement of DCB 0129 Clinical Risk Management: Its Application in the Manufacture of Health IT Systems [Ref 1].

[bookmark: _Toc105432030]Therefore, this CSCR, supported by the Hybrid Mail Hazard Log [Ref 3] aims to provide part of the argument that the Hybrid Mail complies with Clinical Safety Standard DCB0129.




Out of scope

· Client’s submitted documents are securely submitted, batched and securely outputted in print ready format to Print Centres for print and posting. Hybrid Mail’s interaction with the 3rd Party Print Centres will be subject to analysis and risk evaluation within this CSCR. The Print Centres are considered a separate system and require their own clinical safety review and is therefore out of scope for this document. 

Funasset has gained technical and operational assurances with 3rd Party Print Centres for print, enclosure and delivery processes, with services agreements in place

· Client organisations integration with 3rd Party software is considered to be independent from Hybrid Mail design and would require assurance through the clients own clinical safety processes.

[bookmark: _Toc139962711]System Definition / Overview

The hosted Hybrid Mail service enables the submission and central printing of mail pieces via a Printer Driver, API (Drop Folder) or Web Portal interface.  The system enables the production of mail items and will use processes such as address validation, mail merger, postal sorting, document insertion and attachment as well as digital communication (eDelivery or SMS). The Print Centre will provide printing, collating, folding and enveloping of all mail types.  The system allows the user to track mail items through the process.

The Hybrid Mail process has been developed to ensure security and traceability of patient letters (Figure 1).

[image: ]

Figure 1 Hybrid Mail Schematic diagram

[bookmark: _Toc139962712]Features 

Hybrid Mail Server Software 

Hybrid Mail application software enabling the customer’s end users to install both Print Client and Drop Folder Client applications locally.

Web Portal 

Client Web Portal provides user access Queued Mail, Archive mail, Returned mail, Tracking mail, integrated template creation and document composition for mail merge jobs. For Admin user’s access to User accounts, Group settings, Reporting MI, letter template management.

The web portal enables users to automatically send letters directly via a simple QuickPost “Drag and Drop” submission method into web browser page.

Dynamic letter head insertion

The system will scan each document submitted for a service or department name/code. Once this code is identified the system looks up code to name of Letterhead overlay and appends it to covering letter.

Dynamic Attachment Process

The system will scan each document submitted for an attachment code. Once this code is identified the system looks up code to name of PDF attachment and appends it to the submitted document.

Timed release 

Items submitted into the Hybrid Mail system will be held in Queued Mail. At pre-defined times within the day these items are released for print and post. While mail items are held in Queued Mail users have access to review and cancel any items they no longer wish to send.

Document Archive

Mail is automatically archived as a PDF document using integrated archive server allows allowing users to quickly find and view letters on-screen at any time. Retention period is configurable per installation and is typically 60 days.

Active Directory

Single Sign On user authentication, integration with Windows Active Directory SAML or LDAP service to authenticate user logon and user access levels, significant feature for any organisation with large user base and home workers.

Return Mail Management 

Letters are printed with a tracking 2D bar code in the envelope address window.  Any Royal Mail returned mail items received back into the Print Centre has its barcode scanned. Hybrid Mail records are automatically updated and the user who created the mail is notified, allowing users to log in and view a PDF copy of returned letter. A daily email report can be setup notifying user of any returned mail. To ensure security of mail piece is maintained all returned mail pieces are destroyed once tracing barcode has been scanned.

XML scripting module
An advanced XML based scripting module allowing custom business rules to be applied to document processing, with options to call at various stages, Pre-Submit, On-Submit and On-Release. Making for a future proof open solution with extensive custom configuration options.







Electronic Delivery Service

Hybrid Mail supports email delivery of letters as PDF attachment to email and also multiple message types; SMTP email, SMS and delivery to clients customer portal.   

[image: ]

Figure 2 Hybrid Mail Electronic Document Delivery



NHS Specific Features

Docman integration 

Docman is a GP practice document management system which enables electronic communication between the Trust and GP practices. Once configured Hybrid Mail scans each mail item for an NHS Practice code. Upon identifying a code the system will verify the existence and status of the Practice via the DocmanConnect API. An active Practice status will result in the document being posted to the Practice on the Docman hub. If an unsuccessful response regarding the practice is received the mail item is released into the system via standard hardcopy post. Documents rejected by GP practice staff are automatically rejected back into users rejected queue on Hybrid Mail Portal.

CC Copy

Hybrid Mail can automatically produce copies of the letter for recipients that are listed as CC copies within the document.  

Appointment Date Scan

Hybrid Mail can be configured to scan letters for an appointment date and if present checked against current date to calculate number of days to appointment. If the appointment is within (nn) number of days, postage class can be switched to first class, if less the (nn) days or (–nn) days the letter can be rejected.

Electronic Patient Record (EPR) system feed  
Hybrid Mail is able to process and deliver selected letters into a Trusts EPR system or similar document management system. 

[bookmark: _Toc139962713]System Architecture
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Figure 3 Hybrid Mail Solution Architecture

[bookmark: _Toc109234604][bookmark: _Toc139962714]Third Party Interface to Hybrid Mail

All NHS Trust connections into Funasset’s datacentre are isolated to non-internet facing network, with firewall access rules per NHS Trust connection. Data transfers only use NHS HSCN network with all data SSL 256-bit encrypted [Ref 5]. Testing is carried out at each deployment as part of the integration process and to check adherence with the deployment specifications [Ref 6].

[bookmark: _Toc109234605]


[bookmark: _Toc139962715]Clinical Risk Management System

Funasset can evidence conformance to the requirements of those clinical safety activities conducted under a NHS compliant CRMS, but do not have this formally documented yet. The formal elements required for the clinical safety standard DCB 0129, i.e. the CSCR, CRMP and Product Hazard Log are completed by clinical safety experts engaged with Funasset and support the following:

· Risk Analysis

· Scope Definition

· Clinical Hazard Identification

· Clinical Risk Estimation

· Control Option Analysis

· Clinical Risk Benefit Analysis

· Control Measure Implementation

· Completeness Evaluation

The Clinical Risk Management Plan [Ref 2] is a live document which is subject to iterative change within the development of a software version and between versions. This comprehensive and repeatable clinical risk management process is applied throughout the delivery roadmap and lifecycle of the application. 

[bookmark: _Toc109234606][bookmark: _Toc139962716]Medical Device Regulations

As part of the clinical risk management review, the status of the system application has been assessed to ascertain the applicability of medical device software [Ref 7] and the result is that Hybrid Mail is NOT a medical device. In addition, MEDDEV 2.1/6 which is the UK’s interpretation of the guidance, was considered.

As and when Funasset enhance the product further, they will re-assess this position as defined in their clinical safety processes. 

See Appendix A for the medical device assessment form.

[bookmark: _Toc109234607][bookmark: _Toc139962717]Staffing and Responsibilities 

The NHS safety standard DCB 0129 standard requires that a Clinical Safety Officer (CSO) is responsible for the approval of clinical risk management deliverables (including this CSCR). The CSO must be a registered clinician who is appropriately trained and experienced in clinical risk management.  

Funasset have collaborated with clinical safety experts for DCB 0129 approval who have carried out the clinical risk management activities in support of Hybrid Mail. 

Clinical Safety has been completed by, but not limited to, the following personnel:







		Organisation/role

		Named individual	



		ETHOS Ltd, CSO

		Peter Davis



		ETHOS Ltd, Safety Engineer

		Andrew Harrison



		Funasset Ltd, Managing Director

		Mark Dowson





Table 1 Clinical safety roles and responsibilities

[bookmark: _Toc116455398][bookmark: _Toc135408452][bookmark: _Toc137796921][bookmark: _Toc139962718]Safety Goal

The top-level safety goal for is to assure that Hybrid Mail is manufactured as acceptably safe for its intended use and indications of use.

[bookmark: _Toc109234608][bookmark: _Toc139962719]Clinical Risk Analysis

The clinical risk assessment of Hybrid Mail commenced with an in-depth product demonstration and a clinical safety workshop to review the deliverable functionality, to ensure all aspects of the application had been included in the risk assessment process. This workshop was held on 24/5/2023 which was led by the Clinical Safety Officer and attended by: 

· Peter Davis - Clinical Safety Officer, ETHOS Ltd

· Andrew Harrison - Principal Safety Engineer, ETHOS Ltd

· Mark Dowson – Managing director, Funasset Ltd. 

· Rob Webb – Technical director, Funasset Ltd.

· Paul Swift – Software Development Manager, Funasset Ltd.

During the workshop assessment was undertaken to identify potential hazards that could cause harm to a patient/end users using a structured ‘what if’ technique (SWIFT) and the patient safety risk assessment approach used carefully considered:   

· What could go wrong? (Consequence and likelihood) 

· Possible main causes (Why?) 

· Most likely Clinical Safety consequences for patients 

· Current controls in place to prevent or mitigate error. 

· Recommendations to improve patient safety.

At this stage in the review process all hazards have been identified and documented with residual risk ratings for Hybrid Mail. Existing mitigating controls have been identified and each risk has been residually scored. There will be a requirement for a Health Organisation to carry out their own clinical risk assessment and implement controls to mitigate risks further, where deemed necessary, in accordance with NHS safety standard DCB 0160 [Ref 8].






[bookmark: _Toc109234609][bookmark: _Toc139962720]Clinical Risk Evaluation

All identified hazards were evaluated from the perspective of patient safety consequences using a Cause, Effect, Hazard, Harm approach to explore potential consequences. Contributory factors were considered, in addition to identifying existing mitigating controls from a health IT design, User Training and Business Process perspective.  

The clinical risk associated with each hazard was scored based on two factors; the severity of harm (if the hazard were realised) and the likelihood of occurrence of that harm. For each of these factors the presence or otherwise of existing mitigation was considered. The associated matrix for this is in Appendix B.

The criteria used for assessment is also provided in Appendix B. The values obtained for consequence and likelihood were then applied to the following matrix to obtain an overall risk acceptability score from 1 to 5, where 5 represents the greater risk. Input at all stages was gathered from all relevant Funasset stakeholders including implementation and management teams.  

The Clinical Risk Analysis Process outlined above has assessed each of the hazards individually to ensure that the initial risk ratings are accurate and justified. This is in line with the Clinical Risk Management Plan [Ref 2]. 

Table 2 below outlines the number of identified hazards and their respective initial risk ratings. Of the 13 hazards identified, they all scored a lower classification (1 or 2) and therefore acceptable, where further risk reduction may be impracticable. These will continue to be evaluated and further mitigation will be applied as the risk management process dictates during the ongoing risk assessment.   



		Product

		Risk Rating 1

		Risk Rating 2

		Total



		Hybrid Mail

		7

		6

		13





Table 2 Initial Risk Scores for Hybrid Mail



The detailed information for all hazards is documented in the Hybrid Mail Hazard Log [Ref 3] which is maintained throughout the lifecycle of this project.  

[bookmark: _Toc109234610]


[bookmark: _Toc139962721]Clinical Risk Control

A total of 13 hazards have been identified as having potential to introduce a risk to patient safety for Hybrid Mail.  Each potential hazard has been assessed for causes and consequences and taking account of existing mitigations an initial risk grading allocated.  

Where hazards are assessed as having a risk score of 1 or 2 no further controls were required. 

Despite all risks associated with the application being broadly acceptable, it was agreed that the further risk control measures should be implemented. This is in line with the As Far As Possible (AFAP) approach (Figure 4). This method assesses the individual risk and how that may be controlled, to reduce the likelihood of it occurring through applying mitigations. This principle is where DCB 0129 & DCB 0160 draws its foundation in risk management from. The details of the standard HIT design, User Training and Business Process controls can be found in the Hybrid Mail Hazard Log (HL) [Ref 3].

[image: Diagram
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Figure 4 As Far As Possible approach

The risk assessment and all risk management information has been documented in the HL [Ref 3].   

[bookmark: _Toc109234611][bookmark: _Toc139962722]Design

There are several existing controls that have been evidenced in support of the identified potential hazards in relation to features and functions that have implications for clinical and non-clinical workflow. 

Web Portal Guided User Interface (GUI)

Hybrid Mail’s GUI provides a broad mitigation for safety issues. The interface allows users to access and track:

· Queued Mail

· Pending Mail

· Archive Mail

· Returned mail

This functionality ensures a user has full visibility and traceability of their documentation in an accessible format to avoid errant document situations and improve their clinical workflow.

Business rules 

An advanced XML based scripting module allows custom business rules to be applied to document processing, with options to call at various stages; Pre-Submit, On-Submit and On-Release. These extensive custom configuration options enable a client organisation to bespoke the Hybrid Mail solution to suit their local trust requirements and clinical workflows.

Failure notifications

To prevent a patient not receiving their letter if sent electronically, Hybrid Mail’s workflow (Appendix C) can identify when a patient has accessed their letter correspondence and is recorded in the system database. Any patient emails not accessed are alerted back to the Trust users, with the option to revert to a print and post delivery if the email in not accessed within a configurable set amount of days. This ensures a patient receiving a letter is not reliant on a single method of communication and a fall back on ‘hard copy’ letters provides a physical control for contact with patients.

[bookmark: _Toc139962723]Testing and sign off

Funasset perform manual functional tests both at the individual feature level during development and then as part of a wider regression. All testing is conducted in a test environment and is separated from operational facilities by logical means [Ref 9].

For new release software builds, a dedicated test environment is utilised, with a QA tester following documented test plans to ensure backward compatibility with previous builds. Any updated functionality or bug fixes are tested against development teams build specifications.  Once the QA team has passed the build, or rejected build, it is passed back to the development team for build release, or corrections, prior to re-testing.  For customer specific software updates, the build is first tested by the client in their test environment before migration to their live environment. The change will be launched according to the change management schedule [Ref 9].

There will be a requirement for a Client Organisation to carry out their own clinical risk assessment and implement controls to mitigate risks further, where deemed necessary, in accordance with NHS safety standard DCB 0160 [Ref 8].

[bookmark: _Toc131101001][bookmark: _Toc139962724]Training and Support

User Training

Training covers the 3 main user groups; User, Administrator and System Administrator. With the intention of empowering these individuals to cascade ongoing user training to other staff members when required.

Training can be delivered through onsite training or online, cognisant of the requirements of the client organisation.

All training is supported with training materials in the form of user guides [Ref 10], technical documentation and online training videos. These collaterals are also available to be used by administrators to train new starters over the contract term. Users have access to online training materials and user guides via the web portal, or they can be uploaded onto the client organisations intranet.

All technical set up, server build and configuring the software, will be provided by the Funasset technical team and overseen by a Funasset Solution Architect. 

Templates are created in partnership with the client and uploaded into the application to reduce end-user interaction with the mailing system. Once the system is configured, changes to templates and adding new templates can be managed by the client. Funasset can work with the client to review the templates and look for opportunities to simplify and consolidate these, if necessary, based on their maturity. 

A combination of the software and training allows the users to become self-sufficient on template changes allowing immediate changes (no downtime/or waiting for an incumbent system to make template changes).

Support 

Hybrid Mail service support is detailed within the Hybrid Mail Statement of Work document [Ref 11] and outlines how clients contact the support heldesk. Funasset’s Managed Services Agreement [Ref 12] details service levels and response times which can vary depending on customers’ agreed terms. 

Risk and Incident Management 

Should an incident occur, this incident will be handled according to Funasset’s existing Incident Management process [Ref 13]. Appendix D shows an example of the clinical incident process that could be adopted by Funasset to optimise and further embed clinical risk management processes into their current risk management systems.

[bookmark: _Toc131101002][bookmark: _Toc139962725]Business Process Change	

Funasset have an established business process which supports the client up to and beyond point of hand over of the application [Ref 6] This support includes the provision of the DCB 0129 Safety Case and onward advice for the safe use of the product.

[bookmark: _Toc137796931][bookmark: _Toc139962726]Hazard Log

This is a live document which is located on the Funasset SharePoint. This includes the following components:  

· Hazard identification

· Description of patient safety consequences

· Explanation of hazard causes and contributory conditions

· Identification of existing mitigating controls

· Estimation of clinical risk

[bookmark: _Toc135408463][bookmark: _Toc137796932]The Hybrid Mail Hazard Log [Ref 3] is version 1.0 at point of completion of this Clinical Safety Case Report.


[bookmark: _Toc139962727]Hazard of Note

The level of risk with the Hybrid Mail system is deemed overall to be acceptable, however this is dependent on deploying organisations carrying out their own clinical risk assessment in line with DCB 0160 and ensuring that they apply their own controls to reduce the likelihood of risk realisation. 

Evaluation of the hazards identified a hazard (HAZ 010) which is dependent on the deploying organisation to ensure residual controls are in place to reduce the risk score from an unacceptable level of 3, to an acceptable level of 2. This is presented below to highlight the specific local controls required by Client Organisations.

Deploying organisations are required to review the hazard log in its entirety as part of their own due diligence. 

[bookmark: _Toc137796933]HAZ 010 - Patient letter sent to unintended recipient/s

· Residual Severity Considerable

· Residual Likelihood Low

· Residual Risk Score 2

There is a risk clinical information does not go to the correct recipient/s. This would lead to a breach of patient confidentiality, causing psychological harm and lead to a delay in care for the patient who does not receive a letter. 

Possible Causes 

The evaluation of this hazard identified 3 potential causes: 

1. Enclosure error in enveloping stage

2. User error:

- Incorrect patient address on letter

- Incorrect CC comms details in letter

- Text encroaching on Address 'clear zone'

3. Auto detect split - split not detected and potential to send letters to other.

Funasset Controls 

System Design

For enclosure controls see Hazard Log [Ref 3]: HAZ 011

1. User Interface:

- User is presented with a view that gives details of what and how the letter has been split which user can verify i.e whether the number of pages/letters match up

- There are versions of hybrid mail available for deployment to suit the knowledge and skills of the user. This includes an automated option e.g print to pdf 'drag and drop'.

2. Extensive and robust testing to specification to ensure function prior to release.

3. The enveloping machine creates a secondary control by identifying an incorrect bar code. Bar codes (including a sequence number and family information) are printed on the reverse on all pages to account for all pages as a failsafe on the enveloping process. 

4. The printing and enclosing machines have in built design controls preventing them from duplicating or missing letters.

Training

1. User manual includes:

· Addressing letters 

· Managing security roles and access

· Correctly including CC comms

Client Organisation Recommendations 

· [bookmark: _Toc131101004]It is the client's responsibility to establish appropriate business rules for email validation for patient letters being delivered as PDF attachment.

· The Client Organisation are to ensure letters and letter templates are completed accurately for the configured business rules to function effectively. 

· It is the client’s responsibility to establish appropriate business rules for data quality checks prior to release of the document.

· Client Organisations should assign responsibilities for defining and reviewing regular reports of non-delivered and returned mail.

· Client Organisations to identify workflows which require the approval of letters by an admin user prior to release. 

[bookmark: _Toc131101009][bookmark: _Toc139962728]Quality Assurance Summary

Funasset are ISO 9001 [Ref 14] accredited. As part of this the have developed quality assurance documentation and are dedicated to continuous quality improvement processes

As required with these standards there are regular audits which take place to ensure continuous compliance. 

[bookmark: _Toc139962729]Technical Assurance Summary

Funasset comply with the following security processes and procedures when delivering Hybrid Mail services:

· Funasset is ISO 27001 accredited [Ref 15].

· Funasset Hybrid Mail is a web-based solution provided with SSL (Secure Socket Layer) 256-bit encryption.

· Funasset is Cyber Essentials Plus certified [Ref 16].

· NHS Digital, exceeds standards for Data Security and Protection Toolkit

[bookmark: _Toc131101005][bookmark: _Toc131101006][bookmark: _Toc106289951]


[bookmark: _Toc139962730]Summary Safety Statement

This report can be issued to the Health Organisation and/or Appropriate Users to aid their compliance with DCB 0160 upon request. 

Any new functions or requirements delivered to the users have been assessed in line with the development lifecycle making sure that at every stage the report is as up to date as possible, utilising all resources available. 

The evidence and information within the Hybrid Mail Hazard Log and accompanying safety case report provide a clear argument that the Hybrid Mail as undergone rigorous evaluation and the related hazards have been reduced As Far As Possible (AFAP).  

All activities that have taken place during the clinical safety management process have been implemented in accordance with the Clinical Risk Management Plan in line with the clinical safety standard DCB 0129 at every stage. 

All 13 hazards have a residual risk score of 2 as a result of the assessment process used. There are no clinical hazards that have been deemed unacceptable and require further controls/mitigation.

A thorough and robust clinical risk assessment of the Hybrid Mail has taken place with clinical safety and safety engineering experts and the Funasset staff for DCB 0129 approval.

[bookmark: _Toc139962731]Clinical Safety Officer Recommendations

[bookmark: _Toc131101007][bookmark: _Toc139962732]Recommendations to Funasset

The level of risk with the Hybrid Mail is deemed acceptable, however, the risk assessment has identified areas for improvement within Funasset.

The following general recommendations are raised:

· In lieu of a formal CRMS, it is recommended that Funasset review and update the hazard log and CSCR at any significant change in Hybrid Mail functionality of intended use.

[bookmark: _Toc95981430][bookmark: _Toc97223514][bookmark: _Toc97634011][bookmark: _Toc106289952][bookmark: _Toc131101008][bookmark: _Toc139962733]Recommendations to Client Organisations

Deployment Controls

The assessment identified a number of deployment controls which can be only implemented by the Client Organisation deploying the system. As such, the ownership of these controls is formally transferred to the Client Organisation and should be considered as part of their DCB 0160 activities. In estimating the clinical risk associated with each identified hazard, it has been assumed the Client Organisation will implement the deployment controls stated to mitigate the risk to AFAP. 

The following recommendations are associated with those hazard controls which are reliant on the Client Organisation. The correct implementation of these controls will serve to reduce the risk ratings advised by Funasset as documented in the Hazard Log [Ref 3].



Recommendation 1 – User Training

Support for user training is provided by the provision of user access to baseline training and product ‘help’ services such as technical support contacts. For local mitigation of risk with use of the system, a Client Organisation should conduct their own training to support the following:

· Management of user accounts including resetting account credentials, restricting and monitoring use of administrator accounts.

· Management of clinical workflow and administration processes such as those for time critical communications, management of delivery failures, communication which require intervention before processing (e.g. Pending Mail).

· Reporting functionality.

· Template management.

· Incident/helpdesk contact details.

· Information Governance and Data Protection procedures amended for the service implementation.

Recommendation 2 - Technical

Client Organisation should follow the manufacturers recommendations to minimise risk against the following technical aspects of the use of the hybrid mail product: 

· Ensure minimum bandwidth and connectivity specifications are met to reduce risk to user access to the service. 

· Conduct a review of technical architecture and system configuration to avoid potential service issues or system failure due to client systems issues.

· Conducting appropriate configuration changes and testing. This testing must be representative of the end-to-end mail process and clinical setting. Custom configuration and business rules should be set up for such activities as scanning of documents. It is also advised that testing is conducted using test patient data.

· The Client Organisation should review procedures to monitor and implement system updates, e.g for print drivers, to ensure they are current.

· The Client Organisation is responsible for their internal change management process and should communicate any change to their intended use of HM to Funasset.

Technical parameters and implementation instructions are as documented in the technical specifications, implementation guidelines and Statement of work provided by Funasset for product integration.

Recommendation 3 – Business Process

Whilst Funasset have ensured high levels of service availability and provision for disaster recovery for their service and associated third parties, the following recommendations are made for business continuity:

· Client Organisation should update their business continuity plans as required to ensure appropriate responses, resources and alternative processing arrangements are identified in the event of an unplanned system failure.

· Client Organisation should update and communicate their incident/helpdesk contact details and align escalations with the Funasset’ incident management process where necessary.

· Client Organisation should have a process for ensuring capture of the required and preferred way of patients receiving communications. 

· [bookmark: _Hlk139110331]Client Organisation should ensure the mail service aligns with expectations for communication processes for patients on time critical pathways. Managing return of such time critical responses must be part of the Client Organisations clinical workflow and administration processes and not solely reliant on the mail system. 

· The Client Organisation must establish appropriate Business rules for email validation for patient letters being delivered as attachments such as .pdf.

· The Client Organisation is responsible for ensuring adequate data quality regarding letters and letter templates to enable the configured business rules to function effectively. This includes implementing the process for data quality checks against the business rules prior to release of the document into the service.

· Client Organisations should identify workflows which require the approval of letters by an authorised user prior to release. This should include appropriate training on the Pending Mail functionality that allows users a ‘cooling off’ period to review letters after they have been created before they are sent for print. 

· Client Organisations must review processes where a patient appointment is required prior to receiving communication, for example a result.

· Client Organisations should also review procedures to check accuracy and content of patient letters where there are identified potential concerns prior to release.

· It is the Client Organisation’s responsibility to monitor the status of print requests. It is recommended that this is at least daily to ensure appropriate fulfilment. Client organisations should assign responsibilities for regular reviewing of reports of non-delivered and returned mail and to define any resolution processes for their management.

· Client Organisation should ensure that that they have appropriate information governance and data protection policies in place which control and restrict administrator privileges regarding access to system functionality and patient data based on job role.

· Client Organisation should ensure that that they have appropriate process for managing removal of access from users who, for example, have left their organisation or no longer need access to the service.

· Client Organisation should configure appropriate Personal Identifiable Data (PID) retention periods during the onboarding process.

· Client Organisations are responsible for the processes supporting availability and currency of Inserts / Enclosures / Business Reply Envelopes to ensure the service has an adequate supply.








[bookmark: _Toc139962734]Appendices 

[bookmark: _Toc109234625][bookmark: _Toc139962735]Appendix A – Medical Device Classification Statement

		Document filename: Funasset Ltd. – Hybrid Mail MD Assessment Form



		 Project

		 

		Hybrid Mail

		



		Document Reference      	

		Medical Device Assessment – Funasset.docx



		Director

		TBA

		Status

		Issued



		Owner

		Funasset Ltd.

		Version     	

		1.0



		Assessor

		Peter Davis

		Version issue date

		23/06/2023





 

		Supplier and System Details



		Project / Programme Name

		Hybrid Mail



		Supplier/Programme

Lead Clinician

		Peter Davis



		System Name

		Hybrid Mail



		CSO Agreed

		Yes



		Medical Device Software

		No

		Classification

		Not medical device software



		Supplier Name

		Funasset Ltd.

 



		Product Name

		Hybrid Mail

		Product Version ID

		







		Clinical Safety Officer Medical Device Assessment:





 

Following the MHRA flowchart the classification has been derived using the definition and context of the application. This provides information on when software applications are a medical device and how they are regulated:

Guidance on what a software application medical device is and how to comply with the legal requirements.

 

Currently, devices are regulated under:

· Directive 90/385/EEC on active implantable medical devices (EU AIMDD)

· Directive 93/42/EEC on medical devices (EU MDD)

· Directive 98/79/EC on in vitro diagnostic medical devices (EU IVDD)

These directives are given effect in UK law through the Medical Devices Regulations 2002 (SI 2002 No 618, as amended) (UK MDR 2002). These Regulations (in the form in which they existed on 1 January 2021) continue to have effect in Great Britain after the transition period.



Note – to be used in addition to MEDDEV 2.1/6 and is the UK’s interpretation of the guidance.



See Classification rationale - (Annex VIII of the MDR and IVDR)



Table 1Device Determination Flowchart for Developers and Manufacturers

		Flowchart Step

		Decision (YES / NO)

		Comments



		Computer program or functional document?

		YES

		Computer program

“syntactic unit that conforms to the rules of a particular programming language and that is composed of

declarations and statements or instructions needed to solve a certain function, task, or problem”

ISO/IEC 2382:2015(en)



		Does it have a medical purpose?

		NO

		The device determination flowchart has been used and with specific reference to the medical purpose categories below and additionally the examples provided by the regulator (MHRA); where the software is unlikely NOT to be a medical device.

Prevention of disease - - includes software that claims to be able to prevent specific diseases. It does not include products that claim to prevent injury or handicap. However, guidance shows examples that are unlikely to be devices include:

• Apps and software that just provide tips or advice on prevention.

Monitoring - includes devices that monitor the progress or severity of disease, an injury or handicap. Guidance shows examples that are unlikely to be devices include:

• Apps and software that simply replace a written diary/log of symptoms that can be used when consulting with the patient’s doctor.

Apps and software that are intended to treat non-medical conditions e.g non-specific stress.

• Apps and software that are intended to just provide tips or advice or link to support groups. 

• Apps and software that are intended to remind users that medicines are taken.

Software that is used to book an appointment, request a prescription or have a virtual consultation is also unlikely to be considered a medical device if it only has an administrative function. An electronic patient record that simply replaces a patient's paper file does not meet the definition of a medical device.



		Does it work directly with data obtained in vitro?

		NO

		



		Medical Device Regulation classification rationale (Annex VII)

		NOT A MEDICAL DEVICE

		The application is not defined as mHealth.


















[bookmark: _Toc131101014][bookmark: _Toc139962736]Appendix B – Risk Matrices and Definitions 

Clinical Risk Management Risk Matrix

		Likelihood

		Very High

		3

		4

		4

		5

		5



		

		High

		2

		3

		3

		4

		5



		

		Medium

		2

		2

		3

		3

		4



		

		Low

		1

		2

		2

		3

		4



		

		Very Low

		1

		1

		2

		2

		3



		

		Minor

		Significant

		Considerable

		Major

		Catastrophic



		

		Consequence









Risk Matrix key - Severity

		5

		Unacceptable level of risk



		4

		Mandatory elimination or control to reduce risk to an acceptable level



		3

		Undesirable level of risk

Attempts should be made to eliminate or control to reduce risk to an acceptable level.  Shall only be acceptable when further risk reduction is impractical.



		2

		Acceptable where cost of further reduction outweighs benefits gained.



		1

		Acceptable, no further action required









Hazard likelihood definitions

		Likelihood Category

		Interpretation





		Very high 

		Certain or almost certain; highly likely to occur 



		High 

		Not certain but very possible; reasonably expected to occur in the majority of cases 



		Medium 

		Possible



		Low 

		Could occur but in the great majority of occasions will not 



		Very low 

		Negligible or nearly negligible possibility of occurring 








Hazard Consequence definitions

		Consequence Classification

		Interpretation

		Number of Patients Affected



		Catastrophic

		Death 

		Multiple



		

		Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term

		Multiple



		Major

		Death

		Single



		

		Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term

		Single



		

		Severe injury or severe incapacity from which recovery is expected in the short term

		Multiple



		

		Severe psychological trauma

		Multiple



		
Considerable

		Severe injury or severe incapacity from which recovery is expected in the short term

		Single



		

		Severe psychological trauma

		Single



		

		Minor injury or injuries from which recovery is not expected in the short term.

		Multiple



		

		Significant psychological trauma.

		Multiple



		
Significant

		Minor injury or injuries from which recovery is not expected in the short term.

		Single



		

		Significant psychological trauma

		Single



		

		Minor injury from which recovery is expected in the short term

		Multiple



		

		Minor psychological upset; inconvenience

		Multiple



		Minor

		Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible severity

		Single














[bookmark: _Toc139962737]Appendix C – Patient Email Validation dataflow
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Figure 5 Clinical Incident Process flowchart
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[bookmark: _Toc139722245][bookmark: _Toc350174611]Introduction

[bookmark: _Toc139722246]Purpose of Document

The purpose of the Clinical Risk Management Plan (CRMP) is to define the implementation of, and any variation to Hybrid Mail. It describes how Funasset will conduct clinical risk management to ensure patient safety with respect to services provided and the interrelated and interactive activities that will occur to ensure that Hybrid Mail meets the requirements of DCB 0129 [Ref 1]. 

In fulfilling this purpose, any variation to the standard practices and procedures to be followed, as defined by the Clinical Risk Management System (CRMS) [Ref 2], when performing the activities of the programme are documented here in this document.

This CRMP identifies the means by which Hybrid Mail shall be controlled to ensure that the safety work is of high quality, conforms to the requirements of the CRMS and any specific programme requirements.

This document will be updated when the plan changes in any way as to deviate from what has been committed to deliver. This will be decided by the Clinical Safety Officer and the Quality Assurance team.  

[bookmark: _Toc139722247]Background to clinical safety standards and requirements

Information standards provide the mechanism for introducing requirements to the NHS, those with whom it commissions services and its IT system suppliers.  There are two Information Standards related to patient safety described below.  

[bookmark: _Toc139722248]DCB0129: Clinical Risk Management: its Application in the Manufacture of Health IT Systems

This standard sets clinical risk management standards for manufacturers of Health IT systems.  It requires the manufacturer to establish a structure within which clinical risks associated with the design and development of a new Health IT system or the modification of an existing system are properly managed.  It also ensures that outputs are clearly documented to provide evidence of compliance.  Compliance with the standard ensures that the manufacturer has instigated a best practice clinical safety programme during the manufacture of the health IT system [Ref 1].

The development of Hybrid Mail is being carried out by Funasset. As such Funasset will provide assurance with DCB 0129. 

[bookmark: _Toc139722249]DCB0160: Clinical Risk Management: its Application in the Deployment and Use of Health IT Systems

This standard requires health organisations deploying and using new or modified health IT systems to have a structure to manage clinical risks associated with that deployment.  Many of the requirements in DCB0129 are repeated in DCB0160 for the health organisations [Ref 3].

Funasset will make recommendations for end users to assist in the deployment and use of Hybrid Mail, which will be described in their DCB 0129 Clinical Safety Case Report (CSCR) and Hazard Log (HL). 

[bookmark: _Toc109234579][bookmark: _Toc135214978][bookmark: _Toc137453823][bookmark: _Toc139722250]Product Scope

The scope of the CRMP extends to all static and dynamic functionality, including any operational use and potential misuse of the system in the specific Hybrid Mail configuration, which has the potential to cause harm to patients.  This document defines the process of clinical risk management within the organisation with a focus on its analytical boundaries, and to the role and responsibilities of the personnel tasked to oversee its implementation. 

Clinical risk assessment and management applies to all aspects of the Hybrid Mail product and considers any third-party hardware/software being used as part of the deployment, by provider companies.  The configuration adheres to this scope. It takes the following users into consideration:

Clinical Risk Management Plan: Hybrid Mail

	

· 

· Patients

· Management/Executives

· Administrators

· Clinicians

· Medical Secretaries

· Informatics and Data Quality Team



[bookmark: _Toc139722251]System Overview 

The hosted Hybrid Mail service enables the submission and central printing of mail pieces via a Printer Driver, API (Drop Folder) or Web Portal interface.  The system enables the production of mail items and will use processes such as address validation, mail merger, postal sorting, document insertion and attachment as well as digital communication (e-mail or SMS). The Print Centre will provide printing, collating, folding and enveloping of all mail types.  The system allows the user to track mail items through the process.

The Hybrid Mail process has been developed to ensure security and traceability of patient letters (Figure 1).

[image: ]

Figure 1 Hybrid Mail Schematic diagram

[bookmark: _Toc139648915][bookmark: _Toc139722252]Features 

Hybrid Mail Server Software 

Hybrid Mail application software enabling the customer’s end users to install both Print Client and Drop Folder Client applications locally.

Web Portal 

Client Web Portal provides user access to Queued Mail, Archive mail, Returned mail, Tracking mail, integrated template creation and document composition for mail merge jobs. For Admin user’s access to User accounts, Group settings, Reporting MI, letter template management.

The web portal enables users to automatically send letters directly via a simple QuickPost “Drag and Drop” submission method into web browser page.

Dynamic letter head insertion

The system will scan each document submitted for a service or department name/code. Once this code is identified the system looks up code to name of Letterhead overlay and appends it to covering letter.

Dynamic Attachment Process

The system will scan each document submitted for an attachment code. Once this code is identified the system looks up code to name of PDF attachment and appends it to the submitted document.

Timed release 

Items submitted into the Hybrid Mail system will be held in Queued Mail. At pre-defined times within the day these items are released for print and post. While mail items are held in Queued Mail users have access to review and cancel any items they no longer wish to send.

Document Archive

Mail is automatically archived as a PDF document using integrated archive server allows allowing users to quickly find and view letters on-screen at any time. Retention period is configurable per installation and is typically 60 days.

Active Directory

Single Sign On user authentication, integration with Windows Active Directory SAML or LDAP service to authenticate user logon and user access levels, significant feature for any organisation with large user base and home workers.

Return Mail Management 

Letters are printed with a tracking 2D bar code in the envelope address window.  Any Royal Mail returned mail items received back into the Print Centre has its barcode scanned. Hybrid Mail records are automatically updated and the user who created the mail is notified, allowing users to log in and view a PDF copy of returned letter. A daily email report can be setup notifying user of any returned mail. To ensure security of mail piece is maintained all returned mail pieces are destroyed once tracing barcode has been scanned.

XML scripting module
An advanced XML based scripting module allowing custom business rules to be applied to document processing, with options to call at various stages, Pre-Submit, On-Submit and On-Release. Making for a future proof open solution with extensive custom configuration options.



Electronic Delivery Service

Hybrid Mail supports email delivery of letters as PDF attachment to email and also multiple message types; SMTP email, SMS and delivery to clients customer portal.   

[image: ]

Figure 2 Hybrid Mail Electronic Document Delivery



NHS Specific Features

Docman integration 

Docman is a GP practice document management system which enables electronic communication between the Trust and GP practices. Once configured Hybrid Mail scans each mail item for an NHS Practice code. Upon identifying a code the system will verify the existence and status of the Practice via the DocmanConnect API. An active Practice status will result in the document being posted to the Practice on the Docman hub. If an unsuccessful response regarding the practice is received the mail item is released into the system via standard hardcopy post. Documents rejected by GP practice staff are automatically rejected back into users rejected queue on Hybrid Mail Portal.

CC Copy

Hybrid Mail can automatically produce copies of the letter for recipients that are listed as CC copies within the document.  

Appointment Date Scan

Hybrid Mail can be configured to scan letters for an appointment date and if present checked against current date to calculate number of days to appointment. If the appointment is within (nn) number of days, postage class can be switched to first class, if less the (nn) days or (–nn) days the letter can be rejected.

Electronic Patient Record (EPR) system feed  
Hybrid Mail is able to process and deliver selected letters into a Trusts EPR system or similar document management system. 

[bookmark: _Toc137453837][bookmark: _Toc139722253]Clinical Risk Management Deliverables

[bookmark: _Toc137453838][bookmark: _Toc139722254]Clinical Risk Management File

Funasset will establish a Clinical Risk Management File (CRMF) for each safety related health IT system. The purpose of the CRMF is to provide a central repository where all safety related information pertaining to the Health IT system is stored and controlled. 



The Funasset SharePoint contains all relevant clinical safety documentation and will perform the function of the Clinical Risk Management File. This folder will be managed by the Clinical Safety Officer. 

This Clinical Safety File will contain the clinical safety documentation that will provide assurance of compliance with DCB 0129. These include: 

· Clinical Risk Management System [Ref 2]

· Clinical Risk Management Plan (this document)

· Clinical Safety Case Report

· Hazard log 

Any supporting information will also be stored in the Clinical Risk Management file and will be managed by the Clinical Safety Officer. 

[bookmark: _Toc109234586][bookmark: _Toc137453839]Hybrid Mail Project Assurance

Issues pertaining to the data security and information governance (IG) will not be covered in the CRMF. Funasset have Information security and data protection policies in place and meet the requirements of ISO 27001 [Ref 4].

Assumptions:

· Each new development, fix or update will trigger the Clinical Safety activities outlined in this plan.

· Each new configuration/significant alteration to Hybrid Mail will utilise the Clinical Safety process to support effective review and contemporaneous documentation of decisions, kept within the CRMF, for sign off by the Funasset Clinical Safety Officer (CSO).

· Reviews of similar configurations of Hybrid Mail can share learning to optimise safety discussions and awareness early in product development cycles.

· This CRMP will underpin clinical safety for the project lifecycle including closure/offboarding and potential support with provider decommissioning of the product and be subject to Funasset audit and quality management cycles [Ref 5].

Constraints:

· New configurations compliance with required testing prior to release and review of the hazard log and CSCR.

[bookmark: _Toc38166][bookmark: _Toc81832159][bookmark: _Toc86155229][bookmark: _Toc125363612][bookmark: _Toc137453840][bookmark: _Toc139722255]


Clinical Risk Management Plan

[bookmark: _Toc38167][bookmark: _Toc81832160][bookmark: _Toc86155230][bookmark: _Toc125363613]Funasset will establish a CRMP for each safety related health IT system. The purpose of the CRMP is to identify the clinical risk management activities that are to be undertaken and the phasing of these activities in the project lifecycle. The CRMP will also identify the resources required to discharge these clinical risk management activities.

[bookmark: _Toc137453841][bookmark: _Toc139722256]Hazard Log

Funasset will establish and maintain a Hazard Log (HL) for each safety related health IT system. The HL will be made available within the CRMF. The purpose of the HL is to manage the effective resolution and communication of hazard risk within Hybrid Mail.

[bookmark: _Toc137453842][bookmark: _Toc139722257]Clinical Safety Case Report

Funasset will issue a Clinical Safety Case Report (CSCR) for each safety related health IT system that it develops. The CSCR will be issued to support initial deployment and will be updated during the lifecycle of the health IT system should the safety characteristics change. 

The CSCR will be controlled and configured in accordance with the organisation’s document control policy. The CSCR will be made available within the Clinical Risk Management File (CRMF).

[bookmark: _Toc137453843][bookmark: _Toc139722258]Resources / Personnel

[bookmark: _Toc50122130][bookmark: _Toc50984853]The DCB0129 standard requires that a Clinical Safety Officer (CSO) is responsible for the approval of clinical risk management deliverables (including this CRMP). The CSO must be a registered clinician who is appropriately trained and experienced in clinical risk management. 

Funasset have collaborated with clinical safety experts (ETHOS Ltd) to undertake the clinical risk management activities. Clinical Safety at Funasset is provided by:

· Clinical Safety Officer

· Quality Manager 

The Clinical Safety Officer is responsible for ensuring the clinical safety of the Hybrid Mail through the application of clinical risk management.  The Clinical Safety Officer is a suitably qualified and experienced clinician who holds current registration with their relevant professional body and has had appropriate training for this role.

Key responsibilities include:

· Approval of the Clinical Risk Management Plan to confirm that the plan is appropriate and achievable in the context of the Health IT System development and modification.

· Ensuring that clinical risk management activities are completed in accordance with the Clinical Risk Management Plan.

· Reviewing and approving of all safety documentation including Clinical Safety Case Reports and Hazard Logs.

· Reviewing evidence in the Clinical Risk Management File to ensure it is complete and supports the Clinical Safety Case Report.

· Providing recommendation to Funasset whether the product is safe to release.

· Escalating any unacceptable safety risks.

· Provide support to client organisations to aid with their DCB0160 assurance.

[bookmark: _Toc74843428][bookmark: _Toc76395273][bookmark: _Toc80280428][bookmark: _Toc81832162][bookmark: _Toc86155233][bookmark: _Toc86660526][bookmark: _Toc93315190][bookmark: _Toc104476646][bookmark: _Toc106291536][bookmark: _Toc137453844][bookmark: _Toc139722259]Escalating any unacceptable safety risks

Risk and incident reporting will be managed according to Funasset’s existing Incident Management process [Ref 6].

[bookmark: _Toc137453845][bookmark: _Toc139722260]Clinical Risk Evaluation and Management

[bookmark: _Toc137453846][bookmark: _Toc139722261]Clinical Risk Management System

[bookmark: _Toc137453847]The hazard assessment process will follow the requirements of those clinical safety activities conducted under a NHS compliant CRMS, but Funasset do not have this formally documented yet. The formal elements required for clinical safety standard DCB 0129, i.e. the CSCR, CRMP and Product Hazard Log will be completed by clinical safety experts engaged with Funasset. 

From a DCB 0129 Safety Standard perspective, this clinical safety plan will describe and ensure that those clinical risk management activities are complete and in doing so, ensure that all actual and foreseeable clinical hazards have been considered, described, characterised, planed, ranked and suitable control(s) measures applied and subsequently evaluated.

[bookmark: _Toc139722262]Clinical Risk Matrix 

The clinical risk matrix, evaluation and management process used is defined below and can also be found in more detail within the Appendix A. The hazard assessment process will follow the standard Clinical Risk Management System [Ref 2] approach.

Hazards may be identified in other ways during the development and use of the Hybrid Mail such as:

· Discovery during design of a solution by supplier or NHS Organisation

· Testing of amended functionality

· Ad hoc testing of live service functionality

· Reporting of an incident or problem within the live service

· Identification by a member of staff within the supplier or NHS Organisation

For each identified hazard, the following information will be defined and recorded on the Hazard Sheet and summarised on the Hazard Log:

· Hazard number

· Hazard name

· Hazard description

· Potential clinical impact – this will describe the effect of the hazard in the care setting and potential impact on the patient

· Possible causes – these may be technical, human, error etc.  A hazard may have a number of causes

· Existing controls – these are identified existing controls or measures that are currently in place and will remain in place post implementation that provide mitigation again the hazard, i.e. will be used as part of the initial Hazard Risk Assessment.

Each Hazard will be discussed by the Funasset Clinical Safety team and any other appropriate people.  They will perform the following tasks and record the outcome in the Hazard Sheet and a summary in the Hazard Log:

· Estimation of clinical risks

· Clinical risk evaluation 

· Clinical risk control option management.

[bookmark: _Toc50122134][bookmark: _Toc50984857][bookmark: _Toc137453848][bookmark: _Toc139722263]Estimation of clinical risks

For each identified hazard estimation will be made of the clinical risk.  This will include the severity of the hazard, the likelihood of the hazard and the resulting clinical risk.  The estimation process will follow that established by the safety processes defined in DCB 0129.  A copy of the risk assessment matrix is provided in the Appendix A.

[bookmark: _Toc106291541][bookmark: _Toc137453849][bookmark: _Toc139722264]Scope and Methodology

[bookmark: _Toc137453850][bookmark: _Toc139722265]Scope

The clinical risk management activities will be subject to platform functionality analysis and clinical risk evaluation and are described in the following sub-sections.  Non safety related platform functionality which is determined to not directly impact clinical care, for example, platform reporting, and analytics and user audit activities are excluded from the scope of clinical risk management activities.   

[bookmark: _Toc82502277][bookmark: _Toc82509350][bookmark: _Toc104476651][bookmark: _Toc106291543][bookmark: _Toc137453851][bookmark: _Toc139722266]Design Analysis

Considerations of hazards and the identification of suitable controls focused on design.  Where functionality features of the platform have been modified to mitigate clinical risk, these will be captured as design controls.

[bookmark: _Toc82502278][bookmark: _Toc82509351][bookmark: _Toc104476652][bookmark: _Toc106291544][bookmark: _Toc137453852][bookmark: _Toc139722267] User Interface Analysis

Review of the platform user interface as part of Clinical Safety Officer (CSO) due diligence.

[bookmark: _Toc82502279][bookmark: _Toc82509352][bookmark: _Toc104476653][bookmark: _Toc106291545][bookmark: _Toc137453853][bookmark: _Toc139722268]Human Factors Analysis

Considerations in respect to any platform controls identified which relied on users operating the Hybrid Mailin a particular manner.

[bookmark: _Toc137453855][bookmark: _Toc139722269]Testing Analysis

Review of Funasset test strategy to include details of the objectives and methodologies relative to Hybrid Mail, this to analyse the test strategy for the purpose of clinical risk safety validation.  A testing traceability exercise will determine the extent to which test scripts adequately control any the testing controls which may be proposed in the Hazard Log.  Such a review to demonstrate, for example:

· Suitable test environments had been specified with a requirement for them to be representative of the intended live environment and containing data that was representative of the way the platform was intended to be used.

· A risk-based approach had been employed to scale the extent of testing to the risk presented by the functionality being tested.

· The number of layers of testing had been defined including Unit testing, Dev. testing, New Feature / Bug testing and Regression testing, and

That a defect management and priority triage strategy is defined and functioning.

[bookmark: _Toc137453856][bookmark: _Toc139722270]Training Analysis

It is anticipated that some human factor controls will be identified and that these will be supported by the provision of learning communicated during the training process.  Thus, training-related controls will need to be extracted from the Hybrid Mail Hazard Log and be passed to Funasset’s training team and subsequently such human factor controls understood by the commission organisation.  

Funasset’s training team will ensure that key safety-related learning points are included in the training programme. The training analysis should then summarise such human factor controls which, applied, have an impact of the likelihood of a clinical hazard being realised.

[bookmark: _Toc82501093][bookmark: _Toc82502284][bookmark: _Toc82509357][bookmark: _Toc104476658][bookmark: _Toc106291549][bookmark: _Toc137453857][bookmark: _Toc139722271]Methodology 

[bookmark: _Toc82502285][bookmark: _Toc82509358][bookmark: _Toc104476659][bookmark: _Toc106291550][bookmark: _Toc137453858][bookmark: _Toc139722272]Clinical Risk Management Activities

The supporting DCB 0129 Safety Standard clinical risk activities supported by the plan are defined below.

· Deconstruct the key functions of the platform into its constituent parts 

· All supporting business processes and functions to be deconstructed into individual tasks

· Subject each task to a Structured What-If (SWIFT) analysis in respect to platform operations in normal, fault conditions and reasonably foreseeable misuse

· From the SWIFT analysis, generate ‘candidate’ hazards, with due consideration as to cause, effect, and potential harm

· Consider appropriate hazard controls

· Assemble this information in the supporting platform Hazard Log

· The clinical risk for each candidate hazard will be estimated and evaluated based on a combination of the hazard’s severity and the likelihood of a patient coming to harm of the stipulated

· Where the clinical risk is considered with unacceptable or undesirable, undertake a control option analysis to examine opportunities for further hazard mitigation

· Where further controls are required, ensure appropriate risk control prioritisation strategies which are most likely to be effective (i.e., through engineering and design)

· Evaluate any additional clinical risk associated with the implementation of new controls

· Validate that where the proposed controls require deploying organisation’s end users to act to mitigate the risk that these will be highlighted to support the training guides, and

· That the proposed controls are realistic, viable and likely to be effective in the intended clinical setting.

Only when each component, function, screen, or business process discussed above has been considered and worked through and all the platform elements (key functions and supporting business processes) had been subject to analysis will the clinical risk management activities be deemed complete.

[bookmark: _Toc82502286][bookmark: _Toc82509359][bookmark: _Toc104476660][bookmark: _Toc106291551][bookmark: _Toc137453859]Structured What-If Technique (SWIFT) 

The Structured What-If Technique (SWIFT) is a systematic method of hazard identification. The technique, carried out as a brainstorming activity, employs an analysis of potential deviations from the expected business process using ‘guidewords.  In relation to the ‘platform’ the application of SWIFT will consider whether the supporting task could be, for example:

· Performed incorrectly

· Performed incompletely

· Performed inappropriately or for the wrong reasons

· Performed at the wrong time

· Performed against the wrong patient

· Performed more than once

· Performed but resulted in confusion, or 

· Not performed. 

[bookmark: _Toc82501094][bookmark: _Toc82502287][bookmark: _Toc82509360][bookmark: _Toc104476661][bookmark: _Toc106291552][bookmark: _Toc137453860]Acceptance Criteria

The appendices section of this plan details the risk acceptability criteria against which the level of clinical risk associated with each hazard will be tested.  If the clinical risk is found to be Acceptable or Tolerable, then no further action will be taken other than to monitor the controls during live service.  

Where the clinical risk is deemed Undesirable, options for further risk control will be explored and a remediation plan put in place. If the clinical risk is found to be unacceptable, this will be escalated to Funasset Top Management and the deployment of the product will be suspended until further controls are implemented.




[bookmark: _Toc139722273]Appendices

[bookmark: _Toc104476662][bookmark: _Toc106291553][bookmark: _Toc137453861][bookmark: _Toc139722274]Appendix A – Risk Matrices and Definitions 



Clinical Risk Management Risk Matrix

		Likelihood

		Very High

		3

		4

		4

		5

		5



		

		High

		2

		3

		3

		4

		5



		

		Medium

		2

		2

		3

		3

		4



		

		Low

		1

		2

		2

		3

		4



		

		Very Low

		1

		1

		2

		2

		3



		

		Minor

		Significant

		Considerable

		Major

		Catastrophic



		

		Consequence









Risk Matrix key - Severity

		5

		Unacceptable level of risk



		4

		Mandatory elimination or control to reduce risk to an acceptable level



		3

		Undesirable level of risk

Attempts should be made to eliminate or control to reduce risk to an acceptable level.  Shall only be acceptable when further risk reduction is impractical.



		2

		Acceptable where cost of further reduction outweighs benefits gained.



		1

		Acceptable, no further action required









Hazard likelihood definitions

		Likelihood Category

		Interpretation





		Very high 

		Certain or almost certain; highly likely to occur 



		High 

		Not certain but very possible; reasonably expected to occur in the majority of cases 



		Medium 

		Possible



		Low 

		Could occur but in the great majority of occasions will not 



		Very low 

		Negligible or nearly negligible possibility of occurring 









Hazard Consequence definitions

		Consequence Classification

		Interpretation

		Number of Patients Affected



		Catastrophic

		Death 

		Multiple



		

		Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term

		Multiple



		Major

		Death

		Single



		

		Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term

		Single



		

		Severe injury or severe incapacity from which recovery is expected in the short term

		Multiple



		

		Severe psychological trauma

		Multiple



		
Considerable

		Severe injury or severe incapacity from which recovery is expected in the short term

		Single



		

		Severe psychological trauma

		Single



		

		Minor injury or injuries from which recovery is not expected in the short term.

		Multiple



		

		Significant psychological trauma.

		Multiple



		
Significant

		Minor injury or injuries from which recovery is not expected in the short term.

		Single



		

		Significant psychological trauma

		Single



		

		Minor injury from which recovery is expected in the short term

		Multiple



		

		Minor psychological upset; inconvenience

		Multiple



		Minor

		Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible severity

		Single
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Hazard Log

								Hazard Assessment										Initial Risk																				Residual  Risk																				Owner		Status

		No.		Date Added		Hazard Group		Hazard Description										Existing Controls
Question: Red
Require Reference: Amber
Reference provided: Green												
Initial Risk Assessment
ETHOS estimation - requires confirming post Hazard Workshop								Additional Controls												
Residual Risk Assessment
ETHOS estimation - requires confirming post Hazard Workshop

																		HIT Design				User Training				Business Process 												HIT Design				User Training				Business Process Change

								Effect		Hazard 		Hazard Theme (Funasset)		Harm		Possible Causes		Description		Evidence		Description		Evidence		Description		Evidence		Severity		Likelihood		Risk		Justification		Description		Evidence		Description		Evidence		Description		Evidence		Severity		Likelihood		Risk		Justification

		HAZ 001		22.05.23		Technical		Unable to produce email, SMS or print patient letters due to system failure or unavailability		Protracted technical failure or unplanned disruption/unavailability of system		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or delay in care, missed appointments.

		1. Unplanned system downtime.
2. Application or hardware component failure.
3. Capacity  and or system performance issues.
4. Interoperability, communication or network failure.
5. Malicious attack disables system.
6. Hybrid Mail application software fails to install correctly.
7. Error in configuration		1. The manufacturer has designed and implemented a fault tolerant hybrid architecture that enables continuity of service in the event of an isolated hardware, application or mechanical failure. There are no identified single points of failure which interrupt the service [Ref 1].
3. Internet based customer facing infrastructure is hosted on scalable ISO27001 certified Tier 1 providers to ensure adequate resilience, security and scalability [Ref 1 & 2].
5. External penetration testing annually and security vulnerabilities tested internally on a monthly basis. [Ref 3]		Ref 1. Funasset NHS Hosted Hybrid Mail Schematic  Diagram - HM CSCR 
Ref 2. HybridMail Schematic Diagram - NHS Hosted
Ref 3. Security Statement
Ref 4. ISO 27001:2013 certificate		Competence and training is managed and maintained as part of the ISO9001 compliant quality management system [Ref 4]

		Ref 4. ISO9001 cert

 



		1. Service levels are agreed with customers which specify expected system recovery times in the event of a unplanned outage or incident - [Example in Ref 5].
2. Secure and established communication protocols are used between system components and customers to minimise the risk of unavailability, eavesdropping and potential security compromise [Ref 3]
2. Funasset has appropriate processes and resources in place to support continuity of service in the event of an unplanned interruption or loss of facility [Ref 7].
3. Funasset has implemented quality management and information security systems and processes to securely manage systems development and operations which are certified as compliant with ISO9001 and ISO27001 [Ref 4 & 5]. These systems include appropriate procedures to 
a. identify, mitigate and reduce risks to service as far as possible and 
b. promote secure service/systems development. 
3. Funasset monitors potential capacity and performance issues at regular intervals through internal performance reports at a job, machine, network and customer level and is able to scale the service as required [Ref 8]. There have been no service issues resulting from capacity bottlenecks in the last 12 months to date of this assessment.
3&4. Funasset provides customers with clear guidance on minimum network bandwidth and necessary technical/configuration specifications (including firewalls) for using the hybrid mail service [Ref 7].
4. Management monitor potential risks to service, maintain a risk log and conduct appropriate horizon scanning to identify new potential security threats [Ref 4].
6&7. Funasset follows a standard implementation and onboarding process which ensures a Service Organisation's User Interface has been correctly configured to their requirements [Ref 9].		Ref 6. Funasset SLA
Ref 3. Hybrid Mail Security Statement
Ref 7. Hybrid Mail SOW 
Ref 4. ISO27001 cert
Ref 5. ISO9001 cert
Ref 8. Performance monitoring process 
Ref 9. Hybrid Mail Project Plan		Significant		Low		2		We have assessed the initial severity as significant, could cause inconvenience to multiple service users, as the proven ability to recover service within agreed service levels will  contain and restore service in the event of an unplanned failure. We have assessed the likelihood as low, could occur but in the great majority of occasions will not, as controls in place through the system lifecycle to promote a secure quality service reduce the risk as far as possible.		Client organisations should follow the manufacturers recommendations for: a. Minimum bandwidth and connectivity;
b. Technical architecture to avoid potential service issues or system failure due to client-side issues [Ref 7].
Client organisations should ensure manufacturers implementation guidance has been followed and appropriate configurations applied and tested [Ref 9].  		Ref 7. Hybrid Mail SOW
Ref 9. Hybrid Mail Project Plan		N/a
		N/a		Client organisations should update their business continuity plans as required to ensure appropriate responses, resources and alternative processing arrangements are identified in the event of an unplanned system failure, especially if the agreed elapsed time for recovery is outside of their risk appetite.

Funasset will ensure that all third parties which could potentially impact service availability have validated their business continuity arrangements through recent testing.		N/a		Significant		Very Low		1		Our residual risk assessment matches initial risk assessment. 

We have assessed the initial severity as significant, could cause inconvenience to multiple service users, as the proven ability to recover service within agreed service levels will  contain and restore service in the event of an unplanned failure. We have assessed the likelihood as low, could occur but in the great majority of occasions will not, as controls in place through the system lifecycle to promote a secure quality service minimise the potential risk. The risk within the manufacturer's control has been reduced as far as possible.

Client organisations can reduce the potential for client-side service failures or capacity issues by following the manufacturer's guidance on technical architecture and bandwidth when implementing and configuring their systems. 		Joint 		Open

		HAZ 002		22.05.23		Business Process		User is unable to send email or their patient letters for printing and sending. 		User unable to log into system 

		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or delay in care, missed appointments.

		1. Admin user locked out of account
2. User unable to login to desktop browser due to firewall settings
3. Incorrect removal of user account
4. Network connectivity

		1&3. System is provided with administrative functionality for managing user accounts and resetting credentials. Any individual assigned application-level administrator privileges can reset account credentials. 
				1. Training material for Client organisations includes appropriate guidance for individuals assigned administrator roles and system users to manage their HM accounts [Ref 10].
2. All internal Funasset staff receive on-going security training as required [Ref 4].		Ref 10. User Training Guides
Ref 4. ISO27001		1-3. Funasset provides a good practice implementation and onboarding plan which requires Client organisations to appropriately assign application roles [Ref 9].
1-4. Funasset have a help desk for escalation of access issues [Ref 7].
4. Funasset provides customers with clear guidance on minimum network bandwidth and necessary technical/configuration specifications (including firewalls) for using the hybrid mail service [Ref 7].		Ref 9. Hybrid Mail Project Plan
Ref 7. Hybrid Mail SOW 
		Minor		Low		1		We have assessed the initial severity as minor, could cause minor inconvenience as the user should only be unable to access the system for a short period of time. We have assessed the likelihood as low, could occur but in the great majority of occasions will not, as account recovery, self help within the system and appropriate training is in place to reduce the risk as far as possible		Client organisations should follow the manufacturers recommendations for: a. Minimum bandwidth and connectivity;
b. Technical architecture to avoid potential service issues or system failure due to client-side issues [Ref 7].
		Ref 7. Hybrid Mail SOW		1. Service organisation should conduct their own training needs analysis prior to implementation and ensure individuals are appropriately trained and supported  to manage accounts [Ref 10].
		Ref 10. User Training Guides		Client organisations should ensure they have a process for managing user accounts including resetting account credentials, restricting and monitoring use of administrator accounts.

Client organisations should update their incident/helpdesk catalogues and align escalations with the Funasset’ incident management process.

		N/a		Minor		Very Low		1		The applications is of acceptable risk and the likelihood can be reduced to very low if the client organisation satisfies the additional controls provided by Funasset. 		Client organisation		Transferred

		HAZ 003		22.05.23		Human factors/UI		A user may not understand  how to use the system		An individual is unable to create a document set		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or delay in care, missed appointments.

		1. Lack of training and unfamiliarity with system.
2. Document file type errors prevent letter generation.
3. The system may present data in a manner that is unclear and open to misinterpretation to end user


		1-3.The HM web portal Guided User Interface (GUI) is based on intuitive user interface design practice and incorporates context specific help that prompts and guides users to successfully complete tasks [Ref 11].
2. The system includes several predefined parameters for letter configuration which are used to validate a letter can be printed accurately [Ref 11]. 
3. HM's conformance to Accessible Information Standards (AIS) [Ref 12] enables:  
- Easy read and large font versions of letters via email based on template conversion to HTML formatted document.  
- Text to Audio translation providing auto-read for sections of letter, delivered to recipient via email. 
- Identification of recipients requiring AIS format from Opt-in / preferences table or tag found within letter document.		Ref 11. Hybrid Mail Features 
Ref 12. Hybrid Mail Accessibility Statement		1. User manual include instructions for generating letters including: completing and sending patient data with appropriate document layout and file type [Ref 10].
2. Individuals can review letters generated after they have been created in the web portal, using the pending letter functionality.
		Ref 10. User Training Guides		1-3. Funasset follows a standard implementation and onboarding process which ensures a Service Organisation's User Interface has been correctly configured to their requirements [Ref 9].
Funasset have a help desk for escalation of access issues [Ref 7].		Ref 9. Hybrid Mail Project Plan
Ref 7. Hybrid Mail SOW 		Significant		Medium		2		We have assessed the initial severity as significant, could cause inconvenience to multiple service users, as  training and a helpdesk is available to promptly resolve any issues with a user being unable to create a letter. We have assessed the likelihood as medium as this is possible. The UI reduces user encountering issues creating documents along with the training they receive as part of implementation. The risk can be further mitigated by the service organisation ensuring users are adequately trained and escalate any issues to the Funasset helpdesk		N/a		N/a		1. Service organisation should conduct their own training needs analysis prior to implementation and ensure training materials are available.
2. Individuals should be appropriately trained to use the hybrid mail application. 		Ref 10. User Training Guides		N/a		N/a		Significant		Low		2		The applications is of acceptable risk and the likelihood can be reduced to low if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 004		22.05.23		Interoperability		A breakdown in communication between the system components may result in data not being processed or transformed correctly		Integration error with Funasset integrated systems		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or delay in care, missed appointments.

		1. Interface issue causing message failure between system components.
2. Incompatible or exceptionally large file type used by Funasset.
3. Application printer drivers not kept up-to-date. 
4. Print driver update management, including those related to Trusts Firewall settings, block the print driver transferring data back to the system.
5. Update / replacement of existing feature or new functionality isn't known or recognised by the user and subsequently used incorrectly or not at all. 		Requests to print letters, generated through the web portal interface, can be held (length of time is configurable to suit users needs) to enable  review and if required, independent approval of requests using the Pending Mail feature. 
Individuals can review the status and completeness of print requests through the user interface. Accordingly, it is expected and planned that there will be some delay between the request to print and print fulfilment. On a daily basis, any queued letters, where letters have been created but not yet released, are released at agreed cut off times based on letter type to ensure printing and sending within agreed service levels. Otherwise:
1&2. System incorporates a number of automated quality checks on letter formatting and completeness before a letter generated through the web based browser application is sent to print.
1&2. System provides alerts and warnings in the event of a message failure. 
1&2. System audit trails record the status and activity for a print request. 
5. Contractual agreement between all interfaced parties [Ref 5&13]		Ref 5. Funasset SLA
Ref 13. Print Centre SLA		Funasset provides baseline training that appropriately highlights the restrictions on file size and letter configuration specifications to be followed to minimise the risk of integration failures [Ref 10]
		Ref 10. User Training Guides		1&2. Software release processes include integration testing to specification prior to release [Ref 14].
Funasset has standard structured incident investigations process to follow if a user reports an error to get to a root cause [Ref 7].
1&2. Funasset have a help desk for escalation and resolution of any issues [Ref 7].
3-5. Controlled release process for the print driver update [Ref 15]. 

		Ref 14. Funasset Operations control
Ref 7. Hybrid Mail SOW 
Ref 15. Hybrid Mail release notes example		Significant		Low		2		We have assessed the initial severity as significant, could cause inconvenience to multiple service users as system alerts and warnings will highlight integration errors to users. We have assessed the likelihood as low, could occur but in the great majority of occasions will not, as following a test plan should highlight and address integration issues prior to release.		Client organisations should undertake appropriate testing that reflects the organisation's planned end to end use of HM [Ref 9]
		Ref 9. Hybrid Mail Project Plan		Client organisations should ensure training materials are available for users of the system and individuals are appropriately trained.		Ref 10. User Training Guides		Client organisations should update their incident/helpdesk catalogues and align escalations with the manufacturer's incident management
Client organisations should review procedures to monitor and update print drivers up to date.
Client organisations should monitor the status of print requests at least daily to ensure appropriate fulfilment.		N/a		Significant		Very Low		1		The applications is of acceptable risk and the likelihood can be reduced to very low if the client organisation satisfies the additional controls provided by Funasset. 		Manufacturer		Open

		HAZ 005		21.6.2023		Interoperability		A breakdown in communication between Funasset system component and client system may result in data not being processed or transformed correctly		Integration error with client integrated systems		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or delay in care, missed appointments.

		1. Client system interfaced to Funasset is changed without being communicated e.g. client security feature.
2. Incompatible or exceptionally large file type used by client.
3. Client interfaced 3rd party application not kept up-to-date. 		1-3. System provides alerts and warnings in the event of a message failure [Ref 14].
1-3. System audit trails record the status and activity for a print request. 
2. System incorporates a number of automated quality checks on letter formatting and completeness before a letter generated through the web based browser application is sent to print.		Ref 14. Funasset Operations Control						1&2 Funasset has standard structured incident investigations process to follow if a user reports an error to get to a root cause [Ref 16].
Funasset have a help desk for escalation and resolution of any issues [Ref 7].		Ref 7. Hybrid Mail SOW 
Ref 16. Funasset Incident Management Process		Significant		Medium		2		We have assessed the initial severity as significant, could cause inconvenience to multiple service users. We have assessed the likelihood as medium, as this is possible due to the dependency of the change management plan of the client organisation following deployment. 										Client organisations are responsible for a change management process, with communication to Funasset, if they change their intended use of HM. 



				Significant		Very Low		1		The applications is of acceptable risk and the likelihood of very low will be maintained if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 006		22.05.23		Security		Confidential information is available to unauthorised persons. 		User has inappropriate permissions
		IG – Exposure of sensitive information		Confidentiality breach as the patient information is viewed by unauthorised user which could cause psychological harm.
		1. User is given inappropriate permission to access functionality affecting management of patient letters
2. Access attempted from staff member with no legitimate reason in PID.
3. Malicious attack on system

		1.The system incorporates specific user roles to restrict access based on job requirements. The roles with varying permissions can be assigned to individuals and further restricted by organisational unit or sub-units. A user can create, view and edit their own letters. Staff can be granted roles that are able to amend, view and release letters created by others within their assigned organisation.
2. The application uses secure file transfer protocols and encryption when transmitting information between internal components [Ref 6].
3. Historic letters are removed from the system after an agreed configurable retention period (typically 60 days) and there is an audit trail of login and user activity.
3. The application is subject to regular penetration testing and a documented security vulnerability management process is followed to remediate and resolve any potential threats [Ref 3].		Ref 6. Hybrid Mail Security Statement
		Funasset baseline training includes an overview of the role based access model.
		Ref 10. User Training Guides		1&2. Funasset provides a good practice implementation and onboarding plan which requires service organisation to appropriately assign application roles [Ref 9].
		Ref 9. Hybrid Mail Project Plan

		Significant		Medium		2		We have assessed the initial severity as significant, could cause inconvenience to multiple service users. We have assessed the likelihood as medium, as this is possible and mitigated by the systems security features and design to provide RBAC. This can be further improved upon with additional control mitigations through the client, such as network monitoring and additional security policies. 		Client organisations should appropriately control and restrict administrator privileges based on job role.		N/a		Client organisations should ensure Information Governance and Data Protection staff awareness training is up to date		N/a		Client organisations should ensure that they appropriate information governance and data protection policies in place and a process for managing user accounts including restricting and monitoring use of administrator accounts.

Service Organisation to configure PID retention period during onboarding process.		N/a		Significant		Very low		1		The applications is of acceptable risk and the likelihood of very low will be maintained if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 007		22.05.23		Security 		Confidential information is available to unauthorised persons. 
System is compromised and becomes unavailable.
Patient may be unintentionally exposed to clinically sensitive information		Intentional / unintentional unauthorised access		IG – Exposure of sensitive information		Potential exposure of confidential clinical information to unauthorised user causing psychological harm.
		1. Access attempted from staff member/individual with no legitimate interest in personally identifiable data.		For user access to Funasset:
- User access are supported by appropreate security controls.
- User account management is maintained by adninistrated access levels for staff with differing roles. (e.g. assigning RBAC)
For attemprts at unauthorised access:
- System security controls are ISO 27001 certified [Ref 4]
- PEN tests are conducted on a regular basis [Ref 10]

1. Logon and user access levels are fully supported by Single Sign On user authentication, integration with Windows Active Directory SAML or LDAP service.

By design, the web portal interface includes search functionality that allows individuals to search letters using fields including name and postcode. This introduces a potential risk that an authorised user may inappropriately search and view letters for specific individuals for which they have no justifiable cause using roles that are legitimately assigned.  The control of permissions using role based access and sub-organisational units reduces the potential risk of this happening. In addition, historic letters are removed from the system after an agreed configurable period of time and there is an audit trail of login and user activity.

Internet based customer facing infrastructure is hosted on scalable ISO27001 certified Tier 1 providers to ensure adequate resilience, security and scalability [Ref 2].

The application is subject to regular penetration testing and a documented security vulnerability management process is followed to remediate and resolve any potential threats [Ref 3].

		Ref 2. ISO27001
Ref 3. Penetration test report

		1. All staff on joining Funasset and annually thereafter receive Business Conduct training and Information Security Awareness training in line with ISO27001 and where required specific customer requirements. All staff sign a Non-Disclosure Agreement and a document to state that they have read and understood the relevant Funasset security policies.
		Ref 2. ISO27001 
		1. Funasset resources support continuity of service in the event of an unplanned interruption or loss of facility [Ref 7].
Funasset have Information security and data protection policies in place [Ref 2].
Funasset have a help desk for escalation and resolution of any issues [Ref 7].
Information security and data protection policies are in place and Funasset meets the standards expected of the NHS Data Protection and Security Toolkit [Ref 17].		Ref 7. Hybrid Mail SOW 
Ref 4. ISO27001 cert
Ref 17. DSPT		Significant		Medium		2		We have assessed the initial severity as significant, could cause inconvenience to a service user and potentially patients having some degree of psychological upset with potential to delay patient care.
We have assessed the likelihood as medium, as this is possible and mitigated by the systems security features including logon and user access levels. This can be further improved upon with additional control mitigations through the client, such as network monitoring and additional security policies. 		It is the responsibility of Client organisations to ensure that access is managed appropriately, which includes removal of access from staff who no longer require it. 		N/a		Client organisations should ensure Information Governance and Data Protection staff awareness training is up to date		N/a		Client organisations should ensure that they appropriate information governance and data protection policies in place and a process for managing user accounts including restricting and monitoring use of administrator accounts.

		N/a		Significant		Very low		1		The applications is of acceptable risk and the likelihood of very low will be maintained if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 008		22.05.23		Human Factors		Data not received in the print and mail centre and therefore fail to be printed and sent to patient.		Data not sent to print and mail centre		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or miss appointments.		1. User error:
- Individual forgets to release docs 
- On Hold feature option left on by manager 
- Document size limit breach e.g. A4/A3.
- Max number sides breach (above 16 sides) this included additional information
2. Incorrect CC comms code leads to patient not been sent a letter
		1&2. The web portal has built-in functionality to support individuals in sending letters to print including:
- Dashboard to summarise letter status which allows a cool off period for a user to delete/hold letter. 
- Pending Mail feature gives an organisation full control on what and when documents are being released.
- Failed validation dashboard contains details related to failed documents.
2&3. Testing to specification to ensure function prior to deployment [Ref 14].

		Ref 14. Funasset Operations Control		1&2. Funasset provides training material that explains and provide an overview for use of the system and letter generation [Ref 10].
		Ref 10. User Training Guides		1&2 Custom reports can be configured on set up and generated for organisations to report on what documents are, or are not, being processed [Ref 9].
Funasset has standard incident investigations process to follow if a user reports an error to get to a root cause [Ref 16]. 
		Ref 9. Hybrid Mail Project Plan
Ref 16. Funasset Incident Management Process		Significant		Medium		2		We have assessed the initial severity as Significant, could cause inconvenience to multiple service users. We have assessed the likelihood as Medium, possible. Funasset mitigate this hazard through user training, the UI and and configurable reports to users. Client organisations are ultimately responsible for ensuring users are appropriately trained and for the management of reports.		Requirement for client to review their own IT infrastructure in accordance with the systems specifications [Ref 7]		Ref 7. Hybrid Mail SOW		Client organisations should ensure training materials are available for users of the system and individuals are appropriately trained.		Ref 10. User Training Guides		Client organisations should assign responsibilities for reviewing regular reports of non-delivered and returned mail/ define any required reports and processes to monitor content

		N/a		Significant		Low		2		The applications is of acceptable risk and the likelihood can be reduced to low if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 009		22.05.23				Email received but failed to be sent to patient. 		Email does not get sent to patient

		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or miss appointments.		1. Mail format issue (mail construct)
2. Unplanned system downtime.
3. Application or hardware component failure.
4. Capacity and or system performance issues.
5. Interoperability, communication or network 
6. Email not selected by patient as a preferred delivery method.		1. The web portal has built-in functionality to support individuals in sending letters to print including:
- Dashboard to summarise letter status which allows a cool off period for a user to delete/hold letter. 
- Pending Mail feature gives an organisation full control on what and when documents are being released.
- Failed validation dashboard contains details related to failed documents (See HAZ 007 controls)
2&3. See HAZ 001 controls
4. See HAZ 001 controls
5. See HAZ 004 controls
6. HM uses an advanced XML based scripting module. This allows custom business rules and configuration options to be applied which includes checking patients preferred method of delivery with the Trusts database.
Design picks up on preferred contact method [Ref 11]		Ref 11. Hybrid Mail Features 		1. Funasset provides training material that explains and provide an overview for use of the system, letter generation and sending a letter via email [Ref 10].

6. Funasset provides training that includes requesting, reviewing and notifying user of reports [Ref 10]. 
		Ref 10. User Training Guides		1-6. Custom reports can be configured on set up and generated for organisations to report on what documents are, or are not, being created, printed or delivered [Ref 9].
Funasset has standard incident investigations process to follow if a user reports an error to get to a root cause [Ref 16]. 
5. Software release processes include integration testing to specification prior to release [Ref 9&14]. 

		Ref 9. Hybrid Mail Project Plan
Ref 14. Funasset Operations control
Ref 16. Funasset Incident Management Process		Significant		Medium		2		We have assessed the initial severity as Significant, could cause inconvenience to multiple service users. Multiple system design and security features mitigate this hazard from being realised, alongside established business process for managing any issues that occur ensure the likelihood rating remains at a Medium level.		N/a		N/a		Service organisation should conduct their own training needs analysis prior to implementation and ensure individuals are appropriately trained and supported to access reports.				Client organisations should update their incident/helpdesk catalogues and align escalations with the Funasset’ incident management process.

Client organisations should assign responsibilities for reviewing regular reports of non-delivered and returned mail/ define any required reports and processes to monitor content. 

A client organisation is responsible for capturing the required and preferred way of receiving communications.				Significant		Low		2		The applications is of acceptable risk and the likelihood can be reduced to low if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 010		22.05.23		Security		Clinical information does not go to the correct recipient/s 		Patient's letter sent to unintended recipient		IG – Exposure of sensitive information		Breach of patient confidentiality, causing  psychological harm and/or patients do not receive timely communications and may suffer inconvenience and/or miss appointments.		1. User error
-Incorrect patient demographics on letter
-Incorrect email address on letter
-Incorrect CC comms details in letter
-Text encroaching on Address 'clear zone'
2. Auto detect split - split not detected and potential to send letters to others
3. Enclosure error 
		1.The HM web portal Guided User Interface (GUI) is based on intuitive user interface design practice and incorporates context specific help that prompts and guides users to successfully complete tasks.
1.For email delivery of letters as PDF attachment there is configurable functionality for 'Validation of emails' to authenticate the email is being read by the intended recipient.
1.Electronic delivery module for Hybrid Mail, supports multiple message types SMTP email,  SMS and delivery to clients  customer portal. Letter document is not included in the email message, instead a URL retrieval link is included. When the letter is retrieved, its protected with either a fixed PIN or 4 digit code sent via SMS to recipients mobile, providing two factor authentication security. An email address validation process is available allowing validation of email address hold is correct and active for that recipient.  Hybrid Mail Users have visibility of if and when a recipient has opened their letter correspondence. 
1. The system includes several predefined parameters for letter configuration which are used to validate a letter can be printed accurately 
1. HM uses an advanced XML based scripting module. This allows custom business rules and configuration options to be applied to document processing for data quality checks with the Trusts database, with options to call at various stages; Pre-Submit, On-Submit and On-Release.
1. The configurable 'Pending Mail' feature allows Managers to review and approve documents for release.
2. UI: User is presented with a view that gives details of what and how the letter has been split which user can verify i.e. whether the number of pages/letters match up 
2. Testing to specification to ensure function prior to deployment [Ref 14].
3. Funasset applies a unique identification Mail Mark ID code to every letter it produces and is printed in envelope window with return address. This can be scanned to track and manage document from printing to handover to Royal Mail and report this to the organisation. 
[Ref 11].

		Ref 11. Hybrid Mail Features
Ref 14. Funasset Operations Control 		1&2. Funasset provides training material that explains and provides an overview for use of the system (including 'Pending Mail' functionality) and letter generation. 
		Ref 10. User Training Guides		1. Secure Trust email servers e.g. nhs.net are used for email delivery of letters as a PDF attachment e.g. nhs.net 
1. Custom reports can be configured on set up and generated for organisations to report on what documents are, or are not, being created, printed or delivered [Ref 9].
Funasset has standard incident investigations process to follow if a user reports an error to get to a root cause [Ref 16].
3. Funasset has gained technical and operational assurances with 3rd Party Print partners for print, enclosure and delivery processes [Ref 13].		Ref 9. Hybrid Mail Project Plan
Ref 14. Funasset Operations control
Ref 16. Funasset Incident Management Process
		Considerable		Medium		3		We have assessed the initial severity as Considerable due to the potential for a delay in patient care and psychological harm to a patient. We have assessed the likelihood as Medium, as the system has been designed to mitigate this hazard and assurances established from 3rd Party partners to prevent letters being delivered to an unintended recipient.
This can be further improved upon with additional control mitigations through by the client such as data quality management processes including ensuring configurations have been applied and tested.		N/a		N/a		Users to only use functionality they are trained to use.

Client organisations should ensure training materials are available for users of the system and individuals are appropriately trained.		Ref 10. User Training Guides		It is the client's responsibility to establish appropriate Business rules for email validation for patient letters being delivered as PDF attachment.

The Client Organisation are to ensure letters and letter templates are completed accurately for the configured business rules to function effectively. 

It is the clients responsibility to establish appropriate Business rules for data quality checks prior to release of the document.

Client organisations should assign responsibilities for defining and reviewing regular reports of non-delivered and returned mail.

Client organisations to identify workflows which require the approval of letters by an admin user prior to release. 		N/a		Considerable		Low		2		The applications is of acceptable risk and the likelihood can be reduced to low if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 011		22.05.23		Human Factor		The additional information or BRE may be incorrect or not added to the patient letter or email.		Patient does not receive appropriate additional information or Business Return Envelope with letter		Delay in care		Clinically important information could be missing from the patient correspondence causing inconvenience and/or leading to missed appointments.
		1.  Incorrect or no insert code added to letter
2. An incorrectly addressed BRE may be sent 
3. Enclosure error
		1&2. The system will scan each document submitted for an attachment code. Once this code is identified the system looks up code to name of PDF attachment and appends it to the submitted document.
1&2. The configurable 'Pending Mail' feature allows Managers to review and approve documents for release.
3. See HAZ 010 'Enclosure error' controls				Funasset training baseline details insert code functionality [Ref 10].
		Ref 10. User Training Guides		3. Funasset has gained technical and operational assurances with 3rd Party Print partners for print, enclosure and delivery processes [Ref 13].		Ref 13. Print Centre SLA		Significant		Medium		2		We have assessed the initial severity as Significant, could cause inconvenience to multiple service users. We have assessed the likelihood as Medium. User training, along with as the system design aims to mitigate this hazard and assurances established from 3rd Party print partners to prevent letters being delivered to an unintended recipient.
This can be further improved upon with additional control mitigations through by the client such as data quality management processes including ensuring configurations have been applied and tested. There is a client responsibility to ensure there is a process in place for managing additional information		N/a		N/a		Client organisations should ensure training materials are available for users of the system and individuals are appropriately trained.		Ref 10. User Training Guides		Client Organisations to ensure they have an adequate supply and reordering process for Inserts/Enclosures/Business Reply Envelope.
		N/a		Significant		Low		2		The applications is of acceptable risk and the likelihood can be reduced to low if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 012		22.05.23		Business process		The patient may receive their correspondence earlier or later than what was intended by the user due to the system 		Patient does not receive letter at the appropriate time		Delay in care		Patients do not receive timely communications and may suffer inconvenience and/or miss appointments.		1. Incorrect configuration
		Funasset follows a standard onboarding process and uses an advanced XML based scripting module to set custom business rules and configuration options to be applied to document processing. HM can be configured to scan letters for an appointment date and if present check against current date to calculate number of days to appointment. If the appointment is within (nn) number of days, postage class can be switched to first class, if less the (nn) days or (–nn) days the letter can be rejected [Ref 11].		Ref 11. Hybrid Mail Features 		
				Funasset follows a standard onboarding process and uses an advanced XML based scripting module to set custom business rules and configuration options to be applied to document processing. HM can be configured to scan letters for an appointment date and if present check against current date to calculate number of days to appointment. If the appointment is within (nn) number of days, postage class can be switched to first class, if less the (nn) days or (–nn) days the letter can be rejected [Ref 11]. 		Ref 11. Hybrid Mail Features 		Significant		Medium		2		We have assessed the initial severity as Significant, could cause inconvenience to multiple service users. Funasset mitigate this hazard through system design and configurable business rules . Client organisations should ensure manufacturers implementation guidance has been followed and appropriate configurations applied and tested.  		N/a		N/a						SO to ensure HM custom configuration and business rules are set up to scan documents to support users to effectively correspond with patients.
Client organisation is  responsible for checking appointments are set within reasonable 'cycle time' of the Funasset service.
Client Organisations must review processes where a patient appointment is required prior to receiving communication, for example a result on part of a  critical pathway.




		N/a		Significant		Low		2		The applications is of acceptable risk and the likelihood can be reduced to low if the client organisation satisfies the additional controls provided by Funasset. 		Joint 		Open

		HAZ 013		22.05.23		Human Factor		One or multiple patients receives one or multiple letters with inappropriate content 		Letter contains inappropriate content 		Exposure of inappropriate clinical data to patient		Patient experiences psychological harm from  being exposed to inappropriate or incorrect content in a letter from a service organisation		1.Member of staff intentionally creates and releases document with inappropriate content
2. Member of staff unintentionally creates and releases document with inappropriate content
3. Trust generated attachment or form is incorrect.		An advanced XML based scripting module allowing custom business rules and configuration options to be applied to document processing, with options to call at various stages, Pre-Submit, On-Submit and On-Release.
1. The configurable 'Pending Mail' feature allows Managers to review and approve documents for release.		Ref 11. Hybrid Mail Features 		Funasset provides Client organisations with a user manual that appropriately highlights and details the design and use of the Pending Mail functionality.
		Ref 10. User Training Guides		Funasset operates a service desk for escalation and resolution of issues and follows structured incident management plan. 
In the event of notification of inappropriate letters being created, Funasset will conduct an impact and risk assessment and take appropriate actions, up to and including holding all print fulfilment to destroy the identified letters and reprint [ .		Ref 7. Hybrid Mail SOW 
Ref 16. Funasset Incident Management Process		Significant		Low		2		We have assessed the initial severity as Significant, could cause inconvenience to multiple service users. We have assessed the likelihood as low, could occur but in the great majority of occasions will not, primarily due to system design and training of how to use the system correctly. The client is responsible to review procedures to check accuracy and content of patient letters where there are identified potential concerns prior to release, which would further reduce the likelihood of this risk.		N/a		N/a		Client organisations to ensure staff are appropriately trained on the Pending Mail functionality that allows users a cooling off period to review letters after they have been created before they are sent for print.		Ref 10. User Training Guides		Client organisations to review procedures to check accuracy and content of patient letters where there are identified potential concerns prior to release.
Client organisations to review and update SOP's to identify workflows which require the approval of letters by an admin user prior to release. 
A large volume of letters from a single user is uncommon and potentially identifiable by an administrator. If reviewed on a timely basis inappropriate letters could be identified and held at the print factory.
		N/a		Significant		Very Low		1		The applications is of acceptable risk and the likelihood can be reduced to very low if the client organisation satisfies the additional controls provided by Funasset. 		Client  organisation		Open









































































































































































































































































































































































































































































































































































































































































































































































Risk Matrix



				Likelihood		Very High		3		4		4		5		5				Severity Classification		Interpretation		Number of Patients Affected

						High		2		3		3		4		5

						Medium		2		2		3		3		4				Catastrophic		Death		Multiple

						Low		1		2		2		3		4						Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term		Multiple

						Very Low		1		1		2		2		3

								Minor		Significant		Considerable		Major		Catastrophic				Major 		Death		Single

								Severity														Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term		Single



						Likelihood Category		Interpretation														Severe injury or severe incapacity from which recovery is expected in the short term		Multiple

						Very high		Certain or almost certain; highly likely to occur														Severe psychological trauma		Multiple

						High		Not certain but very possible; reasonably expected to occur in the majority of cases												Considerable 		Severe injury or severe incapacity from which recovery is expected in the short term		Single

						Medium		Possible														Severe psychological trauma		Single

						Low		Could occur but in the great majority of occasions will not														Minor injury or injuries from which recovery is not expected in the short term		Multiple

						Very low		Negligible or nearly negligible possibility of occurring														Significant psychological trauma		Multiple

																				Significant 		Minor injury or injuries from which recovery is not expected in the short term		Single

																						Significant psychological trauma		Single

						5		Unacceptable level of risk														Minor injury from which recovery is expected in the short term		Multiple

						4		Mandatory elimination of hazard or addition of control measure to reduce risk to an acceptable level														Minor psychological upset; inconvenience		Multiple

						3		Undesirable level of risk. Attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level. Shall only be acceptable when further risk reduction is impractical												Minor 		Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible consequence		Single

						2		Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical

						1		Acceptable, no further action required

						Hazard Themes

						IG – Exposure of sensitive information

						Malicious action

						Delay in care

						Exposure of inappropriate clinical data to patient
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Archived Hazards

								Hazard Assessment										Initial Risk																				Residual  Risk																				Owner		Status

		No.		Date Added				Hazard Description										Existing Controls
Question: Red
Require Reference: Amber
Reference provided: Green												
Initial Risk Assessment
ETHOS estimation - requires confirming post Hazard Workshop								Additional Controls												
Residual Risk Assessment
ETHOS estimation - requires confirming post Hazard Workshop

						Hazard Group												HIT Design				User Training				Business Process 												HIT Design				User Training				Business Process Change

								Effect		Hazard 		Hazard Theme (Funasset)		Harm		Possible Causes		Description		Evidence		Description		Evidence		Description		Evidence		Severity		Likelihood		Risk		Justification		Description		Evidence		Description		Evidence		Description		Evidence		Severity		Likelihood		Risk		Justification

		HAZ 008		22.05.23		Technical 		A hardware issue with printing may lead to quality issues on print run affecting the legibility of the letter		Document printing error
OOS - Covered in risk assessment of integration with Xerox service.		Delay in care		A letter may not be easily read  by the intended recipient which  may lead to a delay in care. 		1. Physical mechanical failure of printing machine
2. Print ink failure
3. Paper feeding/releasing failure		Machine testing?
Machine restart at the point of failure.
Letters ID?
Barcoding?

		Ref Print Operations Procedures		Funasset training baseline details for hazard
		Ref Print Operations Procedures		Mechanical print failure process?		Ref Print Operations Procedures		Significant		Low		2				N/a		N/a		N/a		N/a		N/a		N/a		Significant		Low		2

		HAZ 009		22.05.23		Security		An incorrect document being added to a  patient letter may lead to a patient not receiving the correct letter, insert or Business Return Envelope (BRE).		Enclosure error		IG – Exposure of sensitive information		Psychological harm due to a breach of confidentiality and a delay in care for the patient. 		1. User performs a mail merge and sets split rules incorrectly
2. Collating letters to same address
3. Operator mis enclosed part or full document if an error has occurred 
4. Enclosing machine issue 
5. Run out of inserts/additional information		Machine testing?
Machine restart at the point of failure.
Letters ID?
Barcoding?

		Ref Print Operations Procedures		Funasset training baseline details for hazard
		Ref Print Operations Procedures

(Ref HBR set up)		letter printing processes and  documentation?				Considerable		Low		2				N/a		N/a		N/a		N/a		N/a		N/a		Considerable		Low		2

		HAZ 010		22.05.23		Business Process		Data received and documents printed and sent from the print and mail centre but fail to be received by the intended recipient		Document/s not delivered to patient once printed		Delay in care		Intended recipient does not receive letter leading delay in care. 		1. Postal service failure
2. Error from collection to handover to Royal Mail.		Traceability considerations?
 - unique identification (QR code?)
Packing and wrapping - Letters process
Consignment numbers
Loading procedures 
3rd party tracking?


				Funasset training baseline details for hazard
		Action: JS to provide training doc		Automated alerts?
delivery service responsibility?
Returned mail
		Royal mail / DHL SLA		Significant		Medium		2				Any use of mail tracking? Mail mark ID?
		N/a		N/a		N/a		Client Process requirement.

		N/a		Significant		Low		2

		HAZ 016 - Merge with 001		22.05.23				User is unable to send their patient emails or provide letters for printing and sending. 		Hybrid Mail application software failure or error.		Delay in care		A user can not access the application due to an unforeseen error with the Hybrid Mail App. This may lead to a delay in a patient not receiving an email, letter or SMS and therefore a potential delay in their care. 		1. Hybrid Mail application software fails to install correctly.
2. Unforeseen issue with client application integrating with the software.
3. Error in configuration or set up.		1. The manufacturer has designed and implemented a fault tolerant hybrid architecture that enables continuity of service in the event of an isolated hardware, application or mechanical failure. There are no identified single points of failure which interrupt the service [Ref XX].		1. Funasset NHS Hosted Hybrid Mail Schematic  Diagram - HM CSCR 		
				1&2 Funasset has implemented quality management and information security systems and processes to securely manage systems development and operations which are certified as compliant with ISO9001 and ISO27001 [Ref xx]. These systems include appropriate procedures to 
a. identify, mitigate and reduce risks to service as far as possible and 
b. promote secure service/systems development. 
Funasset has standard incident investigations process to follow if a user reports an error to get to a root cause [Ref xx].
Funasset provides customers with clear guidance on minimum network bandwidth and necessary technical/configuration specifications (including firewalls) for using the hybrid mail service [Ref SOWXX].
3. Funasset follows a standard implementation and onboarding process which ensures the HM application has been tested and correctly configured to their requirements.		HM Project Plan

SOW		Significant		Low		2				Ensure manufacturers implementation guidance has been followed and appropriate configurations applied and tested. 
Client organisations should follow the manufacturers recommendations for: a. Minimum bandwidth and connectivity;
b. Technical architecture to avoid potential service issues or system failure due to client-side issues.								Client organisations should update their business continuity plans as required to ensure appropriate responses, resources and alternative processing arrangements are identified in the event of an unplanned system failure, especially if the agreed elapsed time for recovery is outside of their risk appetite.

Client organisations should update their incident/helpdesk catalogues and align escalations with the Funasset incident management process.				Significant		Low		2
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RE: RE: Breast Screening - DIAP Action DCB assessment


MOORE, Kevin (ROYAL FREE LONDON NHS FOUNDATION TRUST) <kevinmoore@nhs.net>
Wed 17/07/2024 10:18
To: BLAKE, Kenneth (ROYAL FREE LONDON NHS FOUNDATION TRUST) <kenneth.blake@nhs.net> 
Cc: SMILLIE, Robert (ROYAL FREE LONDON NHS FOUNDATION TRUST) <robert.smillie2@nhs.net>; GUNNELL, linda (ROYAL
FREE LONDON NHS FOUNDATION TRUST) <linda.gunnell@nhs.net>; DAVIES, Steven (ROYAL FREE LONDON NHS
FOUNDATION TRUST) <steven.davies2@nhs.net>; STODDARD, Kim (ROYAL FREE LONDON NHS FOUNDATION TRUST)
<kim.stoddard@nhs.net>; PATEL, Shilpa (ROYAL FREE LONDON NHS FOUNDATION TRUST) <shilpa.patel20@nhs.net>; 
MACPHERSON-SMITH, Danielle (ROYAL FREE LONDON NHS FOUNDATION TRUST) <danielle.macpherson-smith@nhs.net>; 
SETH, Sameer (ROYAL FREE LONDON NHS FOUNDATION TRUST) <sameer.seth@nhs.net>; LIM, Jayne (ROYAL FREE LONDON
NHS FOUNDATION TRUST) <jayne.lim@nhs.net> 


Dear Kenneth
 
Thank you for the two month post go-live review of any further identified clinical risks.  As stated, no
further risks have been identified.  I am satisfied with the identified risks and mitigations identified in
the DCB160 and approved in May 2024.
 
The hazard log and DCB160 should be updated in the event of any future risks emerging, and a new
copy sent to me in the future, but given eth anticipated low risk, no further planned reviews needed.
 
Best wishes
 
Kevin Moore
 
From: BLAKE, Kenneth (ROYAL FREE LONDON NHS FOUNDATION TRUST) <kenneth.blake@nhs.net>
Sent: Wednesday, July 17, 2024 10:11 AM
To: MOORE, Kevin (ROYAL FREE LONDON NHS FOUNDATION TRUST) <kevinmoore@nhs.net>
Cc: SMILLIE, Robert (ROYAL FREE LONDON NHS FOUNDATION TRUST) <robert.smillie2@nhs.net>; GUNNELL,
linda (ROYAL FREE LONDON NHS FOUNDATION TRUST) <linda.gunnell@nhs.net>; DAVIES, Steven (ROYAL FREE
LONDON NHS FOUNDATION TRUST) <steven.davies2@nhs.net>; STODDARD, Kim (ROYAL FREE LONDON NHS
FOUNDATION TRUST) <kim.stoddard@nhs.net>; PATEL, Shilpa (ROYAL FREE LONDON NHS FOUNDATION
TRUST) <shilpa.patel20@nhs.net>; MACPHERSON-SMITH, Danielle (ROYAL FREE LONDON NHS FOUNDATION
TRUST) <danielle.macpherson-smith@nhs.net>; SETH, Sameer (ROYAL FREE LONDON NHS FOUNDATION
TRUST) <sameer.seth@nhs.net>
Subject: Re: RE: Breast Screening - DIAP Ac�on DCB assessment
 
Good morning Kevin,
 
Many thanks for meeting with us today.
 
As discussed, since the Go live with our new outsourcing provider from 1st May 2024, no further risks
have been identified.
 
See attached as requested the documentation supporting the above for approval.
 
If you require any further information please do let me know.
 


Kind regards,


 


Kenneth Blake


Assistant Operations Manager
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Hospital Management Unit


Royal Free London NHS Foundation Trust


Edgware Community Hospital


Deansbrook House


Deansbrook Road


Edgware


HA8 9BA


 


Tel: 020 3758 2495


 


Email:Kenneth.Blake@nhs.net


Website: https://www.london-breastscreening.org.uk/


 


Upcoming Leave:  12/08, 02/09, 04-08/11, 13/11 PM, 09/12, 16/12, 24-28/02/2025


 


 
 
 


From: BLAKE, Kenneth (ROYAL FREE LONDON NHS FOUNDATION TRUST)
Sent: 15 May 2024 09:57
To: MOORE, Kevin (ROYAL FREE LONDON NHS FOUNDATION TRUST) <kevinmoore@nhs.net>
Cc: SMILLIE, Robert (ROYAL FREE LONDON NHS FOUNDATION TRUST) <robert.smillie2@nhs.net>; GUNNELL,
linda (ROYAL FREE LONDON NHS FOUNDATION TRUST) <linda.gunnell@nhs.net>; DAVIES, Steven (ROYAL FREE
LONDON NHS FOUNDATION TRUST) <steven.davies2@nhs.net>; STODDARD, Kim (ROYAL FREE LONDON NHS
FOUNDATION TRUST) <kim.stoddard@nhs.net>; PATEL, Shilpa (ROYAL FREE LONDON NHS FOUNDATION
TRUST) <shilpa.patel20@nhs.net>; MACPHERSON-SMITH, Danielle (ROYAL FREE LONDON NHS FOUNDATION
TRUST) <danielle.macpherson-smith@nhs.net>; SETH, Sameer (ROYAL FREE LONDON NHS FOUNDATION
TRUST) <sameer.seth@nhs.net>
Subject: RE: Breast Screening - DIAP Ac�on DCB assessment
When: 17 July 2024 10:00-11:00.
Where: Microso� Teams Mee�ng; MDM room
 
Follow up meeting
 
Dear Kevin,
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Many thanks as requested, see below Team Invite
 
For Hub colleagues - I have booked the MDM room for us to use for this meeting


________________________________________
From: MOORE, Kevin (ROYAL FREE LONDON NHS FOUNDATION TRUST)
<kevinmoore@nhs.net>
Sent: Tuesday, April 30, 2024 6:57:55 PM
To: BLAKE, Kenneth (ROYAL FREE LONDON NHS FOUNDATION TRUST)
Cc: SMILLIE, Robert (ROYAL FREE LONDON NHS FOUNDATION TRUST); GUNNELL, linda
(ROYAL FREE LONDON NHS FOUNDATION TRUST); DAVIES, Steven (ROYAL FREE LONDON
NHS FOUNDATION TRUST); STODDARD, Kim (ROYAL FREE LONDON NHS FOUNDATION
TRUST)
Subject: Re: Breast Screening - DIAP Action DCB assessment


I can meet Wednesday 15th May at 9am


Please send teams invite
Kevin Moore


> On 30 Apr 2024, at 19:35, BLAKE, Kenneth (ROYAL FREE LONDON NHS FOUNDATION TRUST)
<kenneth.blake@nhs.net> wrote:
>
>  Dear Kevin/Robert
>
> I hope all is well with you
>
> I wanted to touch base with you on the below and wondered if it would please be possible to pencil
in a possible date for when the below could take place?
>
> If there is any additional information you require or would like to discuss further before a date is
agreed, please do let me know.
>
>
> Kind regards,
>
>
>
> Kenneth Blake
>
> Assistant Operations Manager
>
> [cid:06c79b37-ec9a-4e52-b0d4-1e0f4ac39482]
>
> Hospital Management Unit
>
> Royal Free London NHS Foundation Trust
>
> Edgware Community Hospital
>
> Deansbrook House
>
> Deansbrook Road
>
> Edgware
>
> HA8 9BA
>
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>
>
> Tel: 020 3758 2495<tel:020%203758%202495>
>
>
>
> Email:Kenneth.Blake@nhs.net<mailto:Kenneth.Blake@nhs.net>
>
> Website: https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.london-
breastscreening.org.uk%2F&data=05%7C02%7Ckenneth.blake%40nhs.net%7Ca47fa1cfd66e40578
e3208dc69477206%7C37c354b285b047f5b22207b48d774ee3%7C0%7C0%7C6385010027689189
41%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwi
LCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=DCrR4wENamaJgreEaIHJCVLlhbgmCiQghEjmopt
GnZA%3D&reserved=0<https://gbr01.safelinks.protection.outlook.com/?
url=https%3A%2F%2Fwww.london-
breastscreening.org.uk%2F&data=05%7C02%7Ckenneth.blake%40nhs.net%7Ca47fa1cfd66e40578
e3208dc69477206%7C37c354b285b047f5b22207b48d774ee3%7C0%7C0%7C6385010027689281
90%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwi
LCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=nxd3wQoDPPw8RyxP3AzpCQYeLYAYahiLl6%2BX
qjetIBo%3D&reserved=0>
>
>
> Upcoming Leave:  16/05, 24/05, 08-12/07, 12/08, 04-08/11, 24-28/02/2025
>
> [cid:4797146d-8e7f-4590-b062-346c9627fe07]
>
>
>
> ________________________________
> From: BLAKE, Kenneth (ROYAL FREE LONDON NHS FOUNDATION TRUST)
<kenneth.blake@nhs.net>
> Sent: 23 April 2024 15:29
> To: SMILLIE, Robert (ROYAL FREE LONDON NHS FOUNDATION TRUST)
<robert.smillie2@nhs.net>; MOORE, Kevin (ROYAL FREE LONDON NHS FOUNDATION TRUST)
<kevinmoore@nhs.net>
> Cc: GUNNELL, linda (ROYAL FREE LONDON NHS FOUNDATION TRUST)
<linda.gunnell@nhs.net>
> Subject: Breast Screening - DIAP Action DCB assessment
>
> Good afternoon Robert/Kevin,
>
> I hope this email finds you well.
>
> My name is Kenneth and I work at the London Breast Screening Programme Admin Hub, based at
Edgware Community Hospital.
>
> We have recently completed a DIAP for the transition of our outsourcing provider for Breast
Screening Client Communications - Letters & Texts. As part of the DIAP, an action was for us to
"Engage with RFL Clinical Safety Officer to undertake DCB0160 assessment" by the end of June
2024. As such, I wondered if it would please be possible to pencil something in our diaries for late
May/June and to confirm what steps need to be taken to progress with the above?
>
> If you would like to arrange a quick teams call, do let me know and I can arrange as appropriate,
>
> Many thanks in advance..
>
>
> Kind regards,
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>
>
>
> Kenneth Blake
>
> Assistant Operations Manager
>
> [cid:c0c78398-cb4d-4871-ad52-d7dd74d3ea8c]
>
> Hospital Management Unit
>
> Royal Free London NHS Foundation Trust
>
> Edgware Community Hospital
>
> Deansbrook House
>
> Deansbrook Road
>
> Edgware
>
> HA8 9BA
>
>
>
> Tel: 020 3758 2495
>
>
>
> Email:Kenneth.Blake@nhs.net<mailto:Kenneth.Blake@nhs.net>
>
> Website: https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.london-
breastscreening.org.uk%2F&data=05%7C02%7Ckenneth.blake%40nhs.net%7Ca47fa1cfd66e40578
e3208dc69477206%7C37c354b285b047f5b22207b48d774ee3%7C0%7C0%7C6385010027689352
37%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwi
LCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=esv2wf2AZ0bU7cDy%2Bz1bqItX0SnKC7jbKvuQSx
du0xE%3D&reserved=0<https://gbr01.safelinks.protection.outlook.com/?
url=https%3A%2F%2Fwww.london-
breastscreening.org.uk%2F&data=05%7C02%7Ckenneth.blake%40nhs.net%7Ca47fa1cfd66e40578
e3208dc69477206%7C37c354b285b047f5b22207b48d774ee3%7C0%7C0%7C6385010027689400
88%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwi
LCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=nuTT1bI2n0tqE8juuMH8IVWMYVx1%2BZFyg8KDa
87746c%3D&reserved=0>
>
>
> Upcoming Leave:  24/05, 08-12/07, 12/08, 04-08/11, 24-28/02/2025
>
> [cid:5a63b84f-5f2f-4862-a4ae-cbc216a93f3f]
>
>
>
 
________________________________________________________________________________


Microsoft Teams Need help?
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Join the meeting now
Meeting ID: 397 221 467 517


Passcode: TGbuRS


For organisers: Meeting options | Reset dial-in PIN


If you are planning to use Teams for clinical purposes, it is important to
review usage with your local Information Governance and Clinical Safety teams to determine and adhere
to best practice around patient data management.


Org help | Privacy and security
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