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Information about your Organisation and contact details. 


	Code
	Question
	Options

	A1
	Provide the name of your company
	EMIS Ltd

	A2
	Provide the name of your product
	Pathway

	A3
	Provide the type of product
	Software as a Service (SaaS)

	A4
	Provide the name and job title of the individual who will be the key contact at your organisation
	Mihan Mohamed (Product Director)
Jenny Hamilton (Product Owner)


	A5
	Provide the key contact's email address
	Mihad.mohamed@emishealth.com / Jenny.hamilton@emishealth.com

	A6
	Provide the key contact's phone number
	0330 024 1269

	A7
	Provide the registered address of your company
	Fulford Grange, Micklefield Lane, Rawdon, Leeds LS19 6BA

	A8
	In which country is your organisation registered?
	United Kingdom

	A9
	If you have a Companies House registration in the UK please provide your number
	
EMIS LTD (02117205)


	A10
	If applicable, when was your last assessment from the Care Quality Commission (CQC)? 
	Not applicable

	A11

	If applicable, provide your latest CQC report. 
	Not applicable
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[bookmark: _Toc69743464]B. Value proposition - Non-assessed section
Please set out the context of the clinical, economic or behavioural benefits of your product to support the review of your technology. This criteria will not be scored but will provide the context of the product undergoing assessment. 

Where possible, please provide details relating to the specific technology and not generally to your organisation.	


	Code
	Question
	Options
	Supporting information

	B1

	Who is this product intended to be used for?

	Clinical Support 

Pathway is provided for trained health care staff and administrative staff.  Access is governed in the system by Role Based Access Control (RBAC), which is agreed with NHS Digital. Enabling the users to view a list of Patients which have been selected for a purpose of reviewing, contacting and potentially sharing the list and selected healthcare data with another healthcare provider to provide the appropriate care pathway for the selected Patients.
	

	B2

	Provide a clear description of what the product is designed to do and of how it is expected to be used

	Pathway

The aim of Pathway is to help optimise how care pathways are managed. EMIS work closely with the NHS, the Life Sciences industry, and other partners to create Pathway Modules that achieve this aim. These modules seek to identify cohorts of people across organisations that may benefit from an intervention, within or outside of their organisation, and provide actionable tools to support those healthcare professionals in managing the populations. In addition, Pathway will provide insights to stakeholder organisations to support service evaluation and improvement. Users with appropriate role-based access will be able to access Pathway from within EMIS Web as well as in a web application on most browsers. GP practices as data controller must accept the Pathway product T&Cs to view the different Pathway Modules available to them and then accept the T&Cs and the data sharing agreement of the individual Pathway Modules that they are interested in.GP practices and external healthcare providers (if Patients have been shared with them by the GP practices) can send templated communications directly to Patients via the Pathway product.

	This question is a context question and therefore a high-level summary is required.



	B3
	Describe clearly the intended or proven benefits for users and confirm if / how the benefits have been validated

	Pathway has been created to enable proactive care for Patients. To do this, the product has been designed to be as efficient as possible for GPs to use.

The data sharing feature means that GPs can share Patient lists and relevant health data with other health care teams in the particular Pathway area and therefore not take on more work when they are already stretched.

It can also reduce the workload on GPs by removing the need to build their own searches and then use external systems to send messages to the selected Patients. 

The largest benefit is for the Patients to receive care and or treatment for something they may not even have been aware that they needed. 

Case study - https://www.emishealth.com/news-insights/collaborating-to-eliminate-hepatitis-c

	This question is a context question and therefore a high-level summary is required. 

If your product has had an evaluation or undergone clinical trials include this information.



	B4

	Please attach one or more user journeys which were used in the development of this product

Where possible please also provide your data flows


	Provided




	This question is a context question, and it is expected that existing documentation will be provided. 

GOV.UK provides guidance on how to make a user journey map and what should be included. 

Data flows enable the assessor to understand how data moves through a product. This may be included within a Data Protection Impact Assessment. If this is the case, please provide as a separate attachment for ease of review.
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C. Technical questions - Assessed sections
[bookmark: _Toc64972229][bookmark: _Toc69743466]C1 - Clinical safety 
Establishing that your product is clinically safe to use. 

You must provide responses and documentation relating to the specific technology product that is subject to assessment.

The DCB0129 standard applies to organisations that are responsible for the development and maintenance of health IT systems. A health IT system is defined as “product used to provide electronic information for health and social care purposes”. DTAC is designed as the assessment criteria for digital health technologies and C1 Clinical Safety Criteria is intended to be applied to all assessments. If a developer considers that the C1 Clinical Safety is not applicable to the product being assessed, rationale must be submitted exceptionally detailing why DCB0129 does not apply. 

The DCB0160 standard applies to the organisation in which the health IT is deployed or used. It is a requirement of the standard (2.5.1) that in the procurement of health IT systems the organisation must ensure that the manufacturer and health IT system complies with DCB0129. The organisation must do so in accordance with the requirements and obligations set out in the DCB0160 standard. This includes personnel having the knowledge, experience and competences appropriate to undertaking the clinical risk management tasks assigned to them and organisations should ensure that this is the case when assessing this section of the DTAC.

If the Clinical Safety Officer or any other individual has concerns relating to safety of a medical device including software and apps, this should be reported to the Medicines and Healthcare products Regulatory Agency (MHRA) using the Yellow Card reporting system: Report a problem with a medicine or medical device - GOV.UK (www.gov.uk). 













	Code
	Question
	Options
	Supporting information
	Scoring criteria

	C1.1
	Have you undertaken Clinical Risk Management activities for this product which comply with DCB0129?
	Yes 
	The DCB0129 standard applies to organisations that are responsible for the development and maintenance of health IT systems. A health IT system is defined as ‘“product used to provide electronic information for health and social care purposes”.

	To pass, the developer is required to confirm that they have undertaken Clinical Risk Management activities in compliance with DCB0129.



	C1.1.1








	Please detail your clinical risk management system
	Provided 



	DCB0129 sets out the activities that must and should be undertaken for health IT systems.






	To pass, the developer is required to evidence that a clinical risk management system is in place and that it is compliant with the requirements set out in DCB0129.

This should include:
· The clinical risk management governance arrangements that are in place 
· The clinical risk management activities
· Clinical safety competence and training 
· Audits

	C1.1.2





























































	Please supply your Clinical Safety Case Report and Hazard Log
	Provided






	Specifically, your DTAC submission should include:

· A summary of the product and its intended use 
· A summary of clinical risk management activities 
· A summary of hazards identified which you have been unable to mitigate to as low as it is reasonably practicable 
· The clear identification of hazards which will require user or commissioner action to reach acceptable mitigation (for example, training and business process change)

It should not include the hazard log in the body of the document - this should be supplied separately.  






	To pass, the developer is required to submit the Clinical Safety Case Report and Hazard Log that is compliant with the requirements set out in DCB0129. This should be commensurate with the scale and clinical functionality of the product and address the clinical risk management activities specified with the standard. 

The Clinical Safety Case Report should present the arguments and supporting evidence that provides a compelling, comprehensible and valid case that a system is safe for a given application in a given environment at the defined point in the products lifecycle. It should provide the reader with a summary of all the relevant knowledge that has been acquired relating to the clinical risks associated with the product at that point in the life cycle:

· A clear and concise record of the process that has been applied to determine the clinical safety of the product
· A summary of the outcomes of the assessment procedures applied
· A clear listing of any residual clinical risks that have been identified and the related operational constraints and limitations that are applicable
· A clear listing of any hazards and associated clinical risks that have been transferred, together with any declared risk control measures, that are to be addressed as part of the clinical risk management process in the organisation where the product is being deployed
· A listing of outstanding test issues / defects associated with the product which may have a clinical safety impact.

The Hazard Log should record and communicate the on-going identification and resolution of hazards associated with the product. All foreseeable hazards should be identified, and the risk of such hazards should be reduced to acceptable levels.

A summary should also be provided to the assessor of identified hazards that the developer has been unable to mitigate to as low as it is reasonably practicable. It should also clearly identify the hazards which will require user or commissioner action to reach acceptable mitigation.

	C1.2

	Please provide the name of your Clinical Safety Officer (CSO), their profession and registration details
	CSO: Sarah Opoku-Boateng

Registered Pharmacist 
GPhC: 2220314 
	The CSO must:

· Be a suitably qualified and experienced clinician
· Hold a current registration with an appropriate professional body relevant to their training and experience
· Be knowledgeable in risk management and its application to clinical domains
· Be suitably trained and qualified in risk management or have an understanding in principles of risk and safety as applied to Health IT
· Have completed appropriate training
 
	To pass, the developer must have a named CSO which can be through an outsourced arrangement.

They must be a suitably qualified and experienced clinician and hold a current registration with an appropriate professional body relevant to their training and experience. 



	C1.3

	If your product falls within the UK Medical Devices Regulations 2002, is it registered with the Medicines and Healthcare products Regulatory Agency (MHRA)?
	Not Applicable
	Pathway does not fall within the UK Medical Devices Regulation 2002 and is therefore not registered with the MHRA.

The MHRA provides guidance on medical devices to place them on the market in Great Britain and Northern Ireland, regulatory requirements for all medical devices to be placed on the UK market, conformity assessment and the UK Conformity Assessed (UKCA) mark, classification of stand-alone medical device software (including apps) and how to tell if your product falls within the UK Medical Devices Regulations 2002. 
	To pass, if the product falls within the UK Medical Device Regulations 2002 and is required to be registered with the MHRA, the product must have a valid registration.

It is currently possible that products do fall within the UK Medical Devices Regulations 2002 but are not yet required to be registered with the MHRA.

	C1.3.1
	If yes, please provide your MHRA registration number
	Not Applicable
	
	To pass, the registration number must be valid.







	C1.3.2
	If the UK Medical Device Regulations 2002 are applicable, please provide your Declaration of Conformity and, if applicable, certificate of conformity issued by a Notified Body / UK Approved Body 
	Not Applicable
	Medical device manufacturers must ensure that their device complies with the relevant Essential Requirements of the legislation and draw up a Declaration of Conformity to declare this.

Class I devices with a measuring function and devices in Class IIa, IIb and III must undergo conformity assessment from an EU Notified Body or UK Approved Body which has been designated for medical devices, and be issued a certificate of conformity (commonly referred to as a “CE certificate” or “UKCA certificate”).
	To pass, valid documentation appropriate to the risk classification of the device must be provided. 


	C1.4
	Do you use or connect to any third-party products? 
	Yes 
	If no, continue to section C2.

DCB0129 contains the requirements in relation to third party products.

 
	

	C1.4.1
	If yes, please attach relevant Clinical Risk Management documentation and conformity certificate
	No evidence available

Pathway is connected to the third-party supplier, Amazon Web Services (AWS). Any new partners would be assessed and accredited on an individual basis through the Partner onboarding process. Specific 3rd party partners can be addressed directly for conformity.

	

	To pass, a valid conformity certificate must be provided. The Clinical Risk Management documentation must meet the requirements detailed in question C1.1. 
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C2 - Data protection 
Establishing that your product collects, stores and uses data (including personally identifiable data) compliantly.
This section applies to the majority of digital health technology products however there may be some products that do not process any NHS held patient data or any identifiable data. If this is the case, the Data Protection Officer, or other suitably authorised individual should authorise this data protection section being omitted from the assessment.


	Code
	Question
	Options
	Supporting information
	Scoring criteria

	C2.1
	If you are required to register with the Information Commissioner, please attach evidence of a current registration.
If you are not required to register, please attach a completed self-assessment showing the outcome from the Information Commissioner and your responses which support this determination.
	Provided 

Reg no:
Z5514037


	There are some instances where organisations are not required to register with the Information Commissioner. This includes where no personal information is being processed.  

The Information Commissioner has a registration self-assessment tool to support this decision making.









	To pass, the developer is required to submit evidence that they have a current registration with the Information Commissioner. This can be validated against the Information Commissioner's Register of Fee Payers.

Alternatively, if the developer confirms they are not registered with the Information Commissioner because they are not required to do so, then a self-assessment from the Information Commissioner’s self-assessment tool should be attached which aligns to the product.







	C2.2
	Do you have a nominated Data Protection Officer (DPO)?
	Yes 
	Not all organisations are required to have a Data Protection Officer (DPO). This is determined by the type of Organisation and core activities. The most common reason for organisations providing digital health technologies to have a DPO is due to the core activities involving processing health data (being a special category).

The Information Commissioner has a self-assessment tool to determine whether you must appoint a DPO.
	













	C2.2.1












	If you are required to have a nominated Data Protection Officer, please provide their name.

If you are not required to have a DPO please attach a completed self-assessment showing the outcome from the Information Commissioner and your responses which support this determination.
	Ian McKie

Privacy@emisgroupplc.com
	
	To pass, the developer is required to confirm they have a DPO in place where this is mandated. Where a DPO one is in place if it is not required by the Information Commissioner then this will also constitute a pass.

Alternatively, if the developer confirms they do not have a DPO because they are not required to do so, then a self-assessment from the Information Commissioners self-assessment tool should be attached which confirms this and aligns to the product.  

	C2.3
	Does your product have access to any personally identifiable data or NHS held patient data?
	Yes
	The UK General Data Protection Regulation (GDPR) applies to the processing of personal data. 

If no, continue to question C2.4
	

	C2.3.1
	Please confirm you are compliant (having standards met or exceeded status) with the annual Data Security and Protection Toolkit Assessment.  

If you have not completed the current year's assessment and the deadline has not yet passed, please confirm that you intend to complete this ahead of the deadline and that there are no material changes from your previous year’s submission that would affect your compliance. 



	Confirmed [image: ]
	The Data Security and Protection Toolkit allows organisations to measure performance against the National Data Guardian’s 10 data security standards. 


	To pass, the developer must confirm that they are compliant with the Data Security and Protection Toolkit Assessment. This should be validated against the Data Security and Protection Toolkit database and achieve Standards Met or Exceeded status.

Dependent on the date of the assessment versus the opening of the annual assessment period, it may be that a developer has not yet completed the toolkit. The developer is asked to confirm that they will complete the assessment and that they will maintain their compliance versus the previous year. 

	C2.3.2
	Please attach the Data Protection Impact Assessment (DPIA) relating to the product.
	Provided



	DPIA’s are a key part of the accountability obligations under the UK GDPR, and when done properly help organisations assess and demonstrate how they comply with data protection obligations.

The Information Commissioner has provided guidance on how to complete a DPIA and a sample DPIA template.




	To pass, the developer must provide a DPIA that is compliant with the requirements set out under the General Data Protection Regulations. It should ensure that risks to the rights and freedoms of natural persons are managed to an acceptable level.

The DPIA should: 

· Establish the context; taking into account the nature, scope, context and purposes and processing and the sources of the risk
· Assess the risks; considering the particular likelihood and severity of high risks
· Treat the risks; through mitigation and ensuring the protection of personal data and demonstrating compliance with the GDPR

It should include:

· A description of the envisaged processing operations and the purposes of the processing
· An assessment of the necessity and proportionality of the processing
· An assessment of the risks to the rights and freedoms of data subjects
· The measures envisaged to address the risks and to demonstrate compliance with the GDPR

	C2.4
	Please confirm your risk assessments and mitigations / access controls / system level security policies have been signed-off by your Data Protection Officer (if one is in place) or an accountable officer where exempt in question C2.2. 
	Confirmed
	

	To pass, the developer must confirm that their Data Protection Officer or accountable officer has signed-off the risk assessments and mitigations / access controls and system level security policies.

	C2.5
	Please confirm where you store and process data (including any third-party products your product uses)
	UK only 
	Individual organisations within the Health and Social Care system are accountable for the risk-based decisions that they must take.  

 













	Individual organisations within the Health and Social Care system are accountable for the risk-based decisions that they must take.

Due consideration should be taken where data is processed outside of the UK.

Please note: It is a contractual requirement under the new GP IT Futures (GPITF) framework as it was in the GP System of Choice (GPSoC) framework, to host all data in England.









	C2.5.1
	If you process store or process data outside of the UK, please name the country and set out how the arrangements are compliant with current legislation
	N/A remains within UK
	From 1 January 2021, the UK GDPR applies in the UK in place of the “EU GDPR’. The UK GDPR will carry across much of the existing EU GDPR legislation. The Department for Digital, Culture, Media & Sport has published two Keeling Schedules which show the changes to the Data Protection Act 2019 and EU GDPR.


The Information Commissioner has published guidance on international data transfers after the UK exit from the EU Implementation Period.















	Individual organisations within the Health and Social Care system are accountable for the risk-based decisions that they must take.

Due consideration should be taken where data is processed outside of the UK and should only be hosted within the European Economic Area (EEA) or a country deemed as adequate by the European Commission.

To pass, the developer must demonstrate that the country in which data is processed or stored is compliant with current legislation or the organisation's policy (should this differ).
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[bookmark: _Toc69743468]C3 - Technical security 

Establishing that your product meets industry best practice security standards and that the product is stable. 

Dependent on the digital health technology being procured, it is recommended that appropriate contractual arrangements are put in place for problem identification and resolution, incident management and response planning and disaster recovery.

Please provide details relating to the specific technology and not generally to your organisation.


	Code
	Question
	Options
	Supporting information
	Scoring criteria

	C3.1

	Please attach your Cyber Essentials Certificate
	
Provided - Certificate attached 



	Cyber Essentials helps organisations guard against the most common cyber threats. 

The National Cyber Security Centre (NCSC) have published cyber security guidance for small to medium enterprises (SME’s).




	To pass, developers must have a valid Cyber Essentials certificate. Certification lasts for a period of 12 months so the certificate should be within date. This should be validated against the IASME database. 

NHS organisations are required to have Cyber Essentials in place (and is now incorporated into the NHS Digital Data Security and Protection Toolkit (DSPT) for NHS Trusts and Foundation Trusts in 2021-22 assessments) and to mitigate risk within the supply chain, suppliers should hold Cyber Essentials.





	C3.2 

	Please provide the summary report of an external penetration test of the product that included Open Web Application Security Project (OWASP) Top 10 vulnerabilities from within the previous 12-month period.


	Provided



	The NCSC provides guidance on penetration testing. The OWASP Foundation provides guidance on the OWASP top 10 vulnerabilities. 





	To pass, the developer must evidence that the product has undergone an external penetration test that included the OWASP top 10 vulnerabilities.

The penetration testing / summary report must demonstrate there are no vulnerabilities that score 7.0 or above using the Common Vulnerability Scoring System (CVSS).

	C3.3
	Please confirm whether all custom code had a security review.
	Yes - Internal code review 

Security, privacy and information governance are at the heart of our business and values. EMIS operates according to the highest standards in this area and has rigorous security policies in place led by our Group Security function. EMIS are regularly audited for compliance to ISO standards including ISO27001, NIST guidelines, SOC 2 and OWASP recommendations.

Within this framework, EMIS has dedicated Solution Architecture and Security Architecture teams. These teams ensure that security by design principles are adhered to in all elements of new product and solution design, including but not limited to functional design, software development and cloud infrastructure. The team also continuously review our existing solution set through formal penetration testing and other processes to optimise our functional security.

Within Pathway, we use existing access systems which have their own security reviews (User Groups, Role Based Access Control and the enforcement of MFA). We have tools built into our deployment process which continuously check for security updates and vulnerabilities, we implement any fixes for things detected as soon as possible.   
	The NCSC provides guidance on producing clean and maintainable code. 


	To pass, the developer must confirm that an internal or an external custom code security review has been undertaken. An external review is preferable; however an internal code review would meet the baseline requirement.

	C3.4
	Please confirm whether all privileged accounts have appropriate Multi-Factor Authentication (MFA)?






	Yes  

	The NCSC provides guidance on Multi-Factor Authentication. 


	To pass, the developer must confirm yes that all privileged accounts have MFA.

	C3.5
	Please confirm whether logging and reporting requirements have been clearly defined.
	Yes
	The NCSC provides guidance on logging and protective monitoring.

To confirm yes to this question, logging (e.g., audit trails of all access) must be in place. It is acknowledged that not all developers will have advanced audit capabilities.


	To pass, the developer must confirm yes that logging and reporting requirements have been clearly defined.  



	C3.6

	Please confirm whether the product has been load tested
	Yes

	Load testing should be performed. 


	To pass, the developer must confirm yes that load testing has been performed.
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[bookmark: _Toc69743469]C4 - Interoperability criteria
Establishing how well your product exchanges data with other systems.  

To provide a seamless care journey, it is important that relevant technologies in the health and social care system are interoperable, in terms of hardware, software and the data contained within. For example, it is important that data from a patient’s ambulatory blood glucose monitor can be downloaded onto an appropriate clinical system without being restricted to one type. Those technologies that need to interface within clinical record systems must also be interoperable. Application Programme Interfaces (APIs) should follow the Government Digital Services Open API Best Practices, be documented and freely available and third parties should have reasonable access in order to integrate technologies.

Good interoperability reduces expenditure, complexity and delivery times on local system integration projects by standardising technology and interface specifications and simplifying integration. It allows it to be replicated and scaled up and opens the market for innovation by defining the standards to develop upfront.

This section should be tailored to the specific use case of the product and the needs of the buyer however it should reflect the standards used within the NHS and social care and direction of travel.  

Please provide details relating to the specific technology and not generally to your organisation. 














	Code
	Question
	Options
	Supporting information
	Scoring criteria

	C4.1
	Does your product expose any Application Programme Interfaces (API) or integration channels for other consumers?
















	No
	The NHS website developer portal provides guidance on APIs and the NHS. 

Government Digital Services provide guidance on Open API best practice. 

















	To pass, developers must demonstrate that they have API’s that are relevant to the use case for the product, follow Government Digital Services Open API Best Practice, are documented and freely available and that third parties have reasonable access to connect. 

APIs should adopt generally accepted standards of data interoperability for the NHS or social care dependent on the use case for the product.

If the product does not have API’s and there is a legitimate rationale for this considering the use case of the product then the buyer can accept this rationale.








	C4.1.1
	If yes, please provide detail and evidence:
· The API’s (e.g., what they connect to) set out the healthcare standards of data interoperability e.g., Health Level Seven International (HL7) / Fast Healthcare Interoperability Resources (FHIR)
· Confirm that they follow Government Digital Services Open API Best Practice
· Confirm they are documented and freely available
· Third parties have reasonable access to connect

If no, please set out why your product does not have APIs. 



	Our product is an application which fully developed in house and therefore has not got a need to expose API’s to external companies
	
	

	C4.2
	Do you use NHS number to identify patient record data?
	No
	NHS Digital provides guidance on NHS Login for partners and developers. 



	To pass, developers should confirm that if a product uses an NHS number to identify a patient record, that it uses NHS Login. 
NHS Digital provides a list of all current digital health and social care services that integrate with NHS Login. 

If a product does not use NHS Login to establish a verified NHS number, then a legitimate rationale should be set out and the security and appropriateness of the methodology should be considered.

	C4.2.1
	If yes, please confirm whether it uses NHS Login to establish a user’s verified NHS number.  

If no, please set out the rationale, how your product established NHS number and the associated security measures in place.
	We do not use NHS Login as the product is not intended for citizen users but rather clinical or administrative personnel. The product sits within EMIS Web and therefore uses that login system. 

	
	

	C4.3











	Does your product have the capability for read/write operations with electronic health records (EHRs) using industry standards for secure interoperability (e.g. OAuth 2.0, TLS 1.2)



	Yes 
Ability to access data which is specifically relevant for the Pathway module and display this to the authorised users of the application (read operation).

	
	To pass, developers should confirm that the product has the capability to read/write into EHRs using industry standards for secure interoperability.

If a product does not use industry standards, then a legitimate rationale should be set out and the security, usability and appropriateness of the methodology should be considered.

	C4.3.1
	If yes, please detail the standard



	For authentication we use AWS cognito and Azure B2C and for connections we use TLS (1.2 or greater) 
	
	

	C4.3.2
	If no, please state the reasons and mitigations, methodology and security measures. 
	
	
	

	C4.4
	Is your product a wearable or device, or does it integrate with them?
	 No
	If no, continue to section D.
	To pass, the developer must evidence compliance with ISO/IEEE 10073

	C4.4.1






	If yes, provide evidence of how it complies with ISO/IEEE 11073 Personal Health Data (PHD) Standards.


	No evidence required

	Access the ISO Standard. This is a paid-for document. 
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D. Key principles for success 

The core elements defined in this section will form part of the overall review of the product or service and is a key part to ensuring that the product or service is suitable for use. The assessment will set a compliance rating and where a product or developer is not compliant highlight areas that the organisation could improve on with regards to following the core principles. 

This section will be scored in relation to the NHS service standard. This will not contribute to the overall Assessment Criteria as set out in Section C. 

[bookmark: _Toc64972234][bookmark: _Toc69743471]D1 - Usability and accessibility - scored section 

Establishing that your product has followed best practice.  

Please note that not all sections of the NHS Service Standard are included where they are assessed elsewhere within DTAC, for example clinical safety.


	Code
	Question
	Options
	Supporting information
	Weighted score
	Scoring criteria


	D1.1
	Understand users and their needs in context of health and social care

Do you engage users in the development of the product?


	Yes 
	NHS Service Standard Point 1 


	10%
	Developers should be awarded 10% if they demonstrate that user need has been taken in account through user research, search data, analytics or other data to understand the problem.  




The submission should confirm that the developer has considered, and tested user needs with appropriate stakeholders (stakeholders will differ depending on the product) and that as the product continues to iterate user engagement has continued.

If the developer selects working towards it and/or can only partially evidence the requirement, for example user need has only partially been considered or it is not considered on an ongoing basis they should be awarded 5%.

If the developer selects no to this question or cannot provide evidence that user need has been considered, they should be awarded 0%. 














	D1.1.1
	If yes or working towards it, how frequently do you consider user needs in your product development and what methods do you use to engage users and understand their needs?
	At EMIS we have a dedicated user-centred design team, known internally as the Product Experience & Design (PXD) department.
 
The PXD Department in total comprises 30+ professionals who are dedicated to understanding the end users of their respective products and who also have access to specialist training subscriptions so that they can continuously improve their skills and keep up to date on UX best practice.   
 
The team activities adhere to both the NHS Service Standard as well as the ‘six principles of human centred design’ ISO 9241-2010:2010.  We ensure an evidence based approach to design transitioning from understanding users early in Discovery to feeding solutions with the insights.  We continuously validate and iterate ideas and solutions with end users as well as our internal clinical colleagues.   The following graphic shows our process for user centricity and we have demonstrated where the process addresses the NHS Service Standards specifically pertaining to user centricity and ways of working, as well as the ISO principles.  

[image: ]

	
	
	

	D1.2
	Work towards solving a whole problem for users 

Are all key user journeys mapped to ensure that the whole user problem is solved, or it is clear to users how it fits into their pathway or journey?

	Yes 


	NHS Service Standard Point 2 and Point 3 are often dealt with by teams together.






	10%
	Developers should be awarded 10% if they attach supporting information showing that the product solves a whole user problem or that it is clear to users how it fits into their pathway or journey.

If the developer selects working towards it and can provide evidence that goes some way to explaining how the whole user problem is solved or only partially explains how the product fits a user journey, they should be awarded 5%.

If the developer selects no to this question or cannot provide evidence that shows the user journey or how the product fits into the pathway or journeys, they should be awarded 0%.













	D1.2.1
	If yes or working towards it, please attach the user journeys and/or how the product fits into a user pathway or journey


	Provided

As part of our Define and Design stage the team engage with the product requirements, work with our internal clinical colleagues and iteratively design solutions with external end users to optimise clinically safe experiences. These activities as well as our clinical safety reviews, ensure we adhere to ‘Service Standard 16 – Make your service clinically safe’.  
	
	
	

	D1.3
	Make the service simple to use

Do you undertake user acceptance testing to validate usability of the system?
	Yes 
	NHS Service Standard Point 4





	10%
	Developers should be awarded 10% if they attach supporting information showing user acceptance testing to validate usability of the product.

If the developer selects working towards it and can provide evidence that goes some way to demonstrate that user acceptance testing is being used to validate usability of the system, they should be awarded 5%.

If the developer selects no to this question or cannot provide evidence that shows user acceptance testing to validate usability of the system, they should be awarded 0%.

	D1.3.1
	If yes or working towards it, please attach information that demonstrates that user acceptance testing is in place to validate usability. 




	Provided.

The system is tested internally prior to release.

As we transition our products from Development into Pilot we continue to engage closely with end users, observing how they use our new solutions, capturing any usability issues as well as any clinical safety considerations which might be missed.  On a recent project it was during this process, before rolling our product out to all end users that we captured and quickly remedied how, due to the data format, the design did not display the content in the order HCPs needed to consume it.   

	
	
	

	D1.4
	Make sure everyone can use the service 

Are you international Web Content Accessibility Guidelines (WCAG) 2.1 level AA compliant?
	Working towards it
	NHS Service Standard Point 5  

The Service Manual provides information on WCAG 2.1 level AA. 


The Government Digital Service provides guidance on accessibility and accessibility statements, including a sample template. 


	20%
	Developers should be awarded 20% for WCAG 2.1 level AA compliance.

Developers should be awarded 5% for working towards it.

If the developer selects no to this question, they should be awarded 0%.





	D1.4.1
	Provide a link to your published accessibility statement. 
	This does not exist yet
	
	10%
	Developers should be awarded 10% for a published accessibility statement that includes the information below:

· Whether the website or app is ‘fully’, ‘partially’ or ‘not’ compliant with accessibility standards
· If it is not fully compliant, which parts do not currently meet accessibility standards and why
· How people can get alternatives to content that is not accessible to them
· How to contact you to report accessibility problems and a link to the website that they can use if they are not happy with your response

If an accessibility statement is not included or it does not contain the required information listed above the developer should be awarded 0%.

	D1.5
	Create a team that includes multi-disciplinary skills and perspectives

Does your team contain multidisciplinary skills?
	Yes 
	NHS Service Standard Point 6 
	2.5%
	Developers should be awarded 2.5% for confirming they have a multi-disciplinary team.  

If the developer selects working towards it or no to this question, they should be awarded 0%.

	D1.6
	Use agile ways of working

Do you use agile ways of working to deliver your product?
	Yes 
	NHS Service Standard Point 7 
	2.5%
	Developers should be awarded 2.5 % if they confirm they use agile ways of working.

If the developer selects working towards it or no to this question, they should be awarded 0%.

	D1.7
	Iterate and improve frequently

Do you continuously develop your product?
	Yes 
	NHS Service Standard Point 8

	5%
	Developers should be awarded 5% if they confirm they continually develop their product.

If the developer selects working towards it or no to this question, they should be awarded 0%.

	D1.8
	Define what success looks like and be open about how your service is performing

Do you have a benefits case that includes your objectives and the benefits you will be measuring and have metrics that you are tracking?
	Yes 
	NHS Service Standard Point 10

	10%
	Developers should be awarded 10% for confirming that the benefit case includes objectives and metrics that can be tracked.

If the developer selects working towards it or no to this question, they should be awarded 0%.







	D1.9
	Choose the right tools and technology

Does this product meet with NHS Cloud First Strategy?
	Yes
	NHS Service Standard Point 11

NHS Internet First Policy. 




	5%
	Developers should be awarded 5% for confirming the product meets cloud first and / or internet first.

If the developer selects working towards it or no to this question, they should be awarded 0%.

	D1.9.1
	Does this product meet the NHS Internet First Policy?
	 Yes
	
	
	

	D1.10
	Use and contribute to open standards, common components and patterns

Are common components and patterns in use?
	Yes 
	NHS Service Standard Point 13





	5%
	Developers should be awarded 5% for confirming common components and patterns are used.

If the developer selects working towards it or no to this question, they should be awarded 0%.











	D1.10.1
	If yes, which common components and patterns have been used?

	We have developed standard UI components which are used across our EMIS-X branded products (including Pathway). These components are built using the material design framework
	
	
	

	D1.11 – James Waterfall from here onwards
	Operate a reliable service

Do you provide a Service Level Agreement to all customers purchasing the product?

	Yes 
	NHS Service Standard Point 14 














	10%
	Developers should be awarded 10% offering a service level agreement, reporting on performance and having an uptime of 99.9% or above.

If the developer does not provide a service level agreement and / or reporting on performance, they should be awarded but has an uptime of 99.9% or above they should be awarded 5%.

If the developer has an uptime of 99% or above, they should be awarded 2.5%.

If the developer has an uptime of less than 99%, they should be awarded 0%.

	D1.12
	Do you report to customers on your performance with respect to support, system performance (response times) and availability (uptime) at a frequency required by your customers?
	Yes, via EMIS Now support system. 
	
	
	

	D1.12.1
	Please attach a copy of the information provided to customers
	Available on EMIS Now
	
	
	

	D1.12.2
	Please provide your average service availability for the past 12 months, as a percentage to two decimal places


	100%
	
	
	


[bookmark: _d6yq8gvolda]
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Supporting documentation

Please ensure that when providing evidence, documents are clearly labelled with the name of your company, the question number and the date of submission. 

Possible documents to be provided are: 
· A11 - CQC Report – N/A
· B4 - User journeys and data flows – 
· C1.1.1 - Clinical Risk Management System 
· C1.1.2 - Clinical Safety Case Report 
· C1.1.2 - Hazard Log 
· C1.3.2 - UK Medical Device Regulations 2002 Declaration of Conformity and if applicable Certificate of Conformity
· C1.4.1 - Clinical Risk Management documentation and Conformity certificate for third party suppliers 
· C2.1 - Information Commissioner's registration or completed Self-assessment Outcome Tool 
· C2.2.1 Completed Information Commissioner’s Self-Assessment Outcome Tool 
· C2.3.2 - Data Protection Impact Assessment (DPIA) 
· C3.1 - Cyber Essentials Certification 
· C3.2 - External Penetration Test Summary Report 
· C4.4.1 - If a wearable, evidence of how the product complies with ISO/IEEE 11073 Personal Health Data (PHD) Standards – N/A
· D1.2.1 - User Journeys and/or how the product fits into a user pathway or journey 
· D1.3.1 - Supporting information showing user acceptance testing to validate usability 
· D1.12.1 - Customer Performance Report 
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EMIS Statement of Compliance with DCB0129 


EMIS undertakes a formal and structured clinical risk assessment of all Health Information 


technology (HIT), in accordance with their documented Clinical Risk Management Process 


(PR400).  This is pursuant with DCB0129 Information Standard: Clinical Risk Management; 


its Application in the Manufacture of Health IT. 


The process specifies the requirements to minimise risks to patient safety and involves the 


identification, recording, and analysis of hazards throughout the HIT system lifecycle, from 


initial design, through to post deployment monitoring, modification and change management. 


This is supported by several internal policies and processes, defining how clinical risk and the 


necessary requirements are managed throughout the lifecycle.  


All clinical products are assessed against the DCB0129 standards with a dedicated Hazard 


Log and Clinical Safety Case Report approved by a Clinical Safety Officer prior to release. 


EMIS has adopted a modular approach in design and development of HIT, resulting in each 


individual module following the Clinical Risk Management Process. 


EMIS Group is accredited for ISO 9001 (International Quality Management Standard) and ISO 


13485 (Design and Manufacture of Medical Devices) and the EMIS Regulatory Compliance 


Team ensures that all software solutions are compliant with relevant directives pertaining to 


medical devices. EMIS Health are registered with the MHRA and comply with relevant product 


marking and conformity requirements for medical devices.  


EMIS staff that are involved throughout the HIT system lifecycle undergo annual Clinical 


Safety training. The Clinical Safety process continues to evolve alongside changing 


requirements and advances in Health Information Technology (HIT).  


Clinical safety is EMIS Group’s number one priority and EMIS has a strong safety culture with 


a high level of awareness of the importance of considering, and ensuring, safety in their 


development and support activities. 


The Chief Medical Officer and a network of experienced Clinicians and Clinical Safety Officers, 


from a range of healthcare disciplines, ensure that clinical governance is built into all software 


developments, by design, from the very beginning. 


No part of this document may be sold, hired, reproduced or transmitted in any form or by any means, electronic or mechanical, including 


photocopying, recording and information storage and retrieval systems for any purpose other than for the recipient’s internal business use without 


the express written permission of EMIS. 


Every effort is made to ensure that your EMIS documentation is up to date, but our commitment to constantly improve our software and systems 


means that there may have been changes since this document was produced. 


Web: www.emishealth.com 
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Hazard


Area
Hazard Description Potential Clinical Impact Possible Causes Description Evidence Consequence Likelihood Risk Justification Description Evidence Description Evidence Description Evidence Customer Mitigation Consequence Likelihood Risk Justification


PATH1 07/07/2022 EMIS Pathway App Pathway returns incomplete cohort


Patient misses out on 


care or selection for 


treatment pathway.


1. Technical error


2. Authoring Error
N/A N/A Significant Very Low


Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Pathway cohort queries will be 


run on EXA datalake, so the data 


quality will be as good as any 


other customer product. And the 


query itself is being reviewed by 


data stewards and clinicians, to 


confirm the patients returned 


match criteria.   


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


1. Pilot roll out


 


2. EMIS inform group 


meetings, generally 


would seek NICE or 


NHS endorsement.


Safety Case.


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH2 07/07/2022 EMIS Pathway App Pathway returns incorrect cohort


Patient is inappropriately 


offered an intervention 


and receives inappropriate 


care or suffers 


psychological distress.


1. Technical error


2. Authoring Error
N/A N/A Significant Very Low


Very Low 


1


There are GP and ODN review steps 


in place. Just because a patient is 


identified for a pathway does not 


mean that they are automatically 


enrolled.


Pathway cohort queries will be 


run on EXA datalake, so the data 


quality will be as good as any 


other customer product. And the 


query itself is being reviewed by 


data stewards and clinicians, to 


confirm the patients returned 


match criteria.   


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


1. Pilot roll out


 


2. EMIS inform group 


meetings, generally 


would seek NICE or 


NHS endorsement.


Safety Case.


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH3 07/07/2022 EMIS Pathway App
Pathway returns no data where data 


should exist


Patient misses out on 


care or selection for 


treatment pathway. 


Patient receives 


inappropriate intervention.


1. Technical error


2. Authoring Error
N/A N/A Significant Very Low


Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Pathway cohort queries will be 


run on EXA datalake, so the data 


quality will be as good as any 


other customer product. And the 


query itself is being reviewed by 


data stewards and clinicians, to 


confirm the patients returned 


match criteria.   


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


1. Pilot roll out


 


2. EMIS inform group 


meetings, generally 


would seek NICE or 


NHS endorsement.


Safety Case.


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH4 07/07/2022 EMIS Pathway App Pathway returns duplicate data


A patient suffers 


psychological distress 


because their risk is 


overestimated and they 


are identified for 


intervention.


1. Technical error


2. Authoring Error


3. Data Lake
N/A N/A Significant Very Low


Very Low 


1


There are GP and ODN review steps 


in place. Just because a patient is 


identified for a pathway does not 


mean that they are automatically 


enrolled.


Pathway cohort queries will be 


run on EXA datalake, so the data 


quality will be as good as any 


other customer product. And the 


query itself is being reviewed by 


data stewards and clinicians, to 


confirm the patients returned 


match criteria.   


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


1. Pilot roll out


 


2. EMIS inform group 


meetings, generally 


would seek NICE or 


NHS endorsement.


Safety Case.


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH5 07/07/2022 EMIS Pathway App
Pathway returns excess data that is 


inappropriate


A patient suffers 


psychological distress 


because their risk is 


overestimated and they 


are identified for 


intervention.


1. Technical error


2. Authoring Error
N/A N/A Significant Very Low


Very Low 


1


There are GP and ODN review steps 


in place. Just because a patient is 


identified for a pathway does not 


mean that they are automatically 


enrolled.


Pathway cohort queries will be 


run on EXA datalake, so the data 


quality will be as good as any 


other customer product. And the 


query itself is being reviewed by 


data stewards and clinicians, to 


confirm the patients returned 


match criteria.   


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


1. Pilot roll out


 


2. EMIS inform group 


meetings, generally 


would seek NICE or 


NHS endorsement.


Safety Case.


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH6 07/07/2022
Authorisation/ 


Authentication


A practice user who should have 


access to a cohort has their access 


restricted inappropriately


Patient misses out on 


care or selection for 


treatment pathway.


1. Incorrect RBAC N/A N/A Significant Very Low
Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Users must have RBAC B8029. 


See test summary
Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention. Customers must 


ensure that their users have the 


correct permissions to carry out 


the tasks required of them.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH7 07/07/2022
Authorisation/ 


Authentication


A user who should not have access to 


a cohort is inappropriately granted 


access


Patient misses out on 


care or selection for 


treatment pathway due to 


inappropriate/unskilled 


assessment.


1. Incorrect RBAC N/A N/A Significant Very Low
Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Users must have RBAC B8029. 


See test summary
Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention. Customers must 


ensure that their users have the 


correct permissions to carry out 


the tasks required of them.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH8 07/09/2022 EMIS X Assistant Assistant fails to launch


Patient misses out on 


care or selection for 


treatment pathway.


1.The user closes EMIS X Assistant


2.If EMIS X Assistant does not receive 


acknowledgement from EMIS Web


3.EMIS X Assistant is unable to 


authorise the user


4.An unexpected error occurs during 


assistant & EMIS Web communication 


(e.g. Electron Shell is not installed, 


N/A N/A Significant Low
Low 


2


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Testing documented in EMIS X 


Assistant hazard log


Testing documented 


in EMIS X Assistant 


hazard log


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already 


low but these additional 


mitigations reduce the 


residual risk to a tolerable 


level.


EMIS Tolerate


PATH9 07/09/2022 Hosted
Hosted deprioritise EXA replication 


(automatic)


Patient misses out on 


care or selection for 


treatment pathway.


EMIS servers experience unacceptable 


load and traffic has to be prioritised.
N/A N/A Significant Very Low


Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Error message - see test 


summary


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH10 07/09/2022 Hosted
Hosted deliberately switch off 


replication due to clinical priority.


Patient misses out on 


care or selection for 


treatment pathway.


EMIS servers experience unacceptable 


load and traffic has to be prioritised.
N/A N/A Significant Very Low


Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Error message - see test 


summary


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH11 07/09/2022 Cloud
A 3rd party change results in Pathway 


outage.


Patient misses out on 


care or selection for 


treatment pathway.


AWS/cloud changes configuration or 


services are deprecated/updated (e.g. 


IP address change)


N/A N/A Significant Very Low
Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Error message - see test 


summary


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH12 07/09/2022 Cloud
A 3rd party outage results in Pathway 


failure.


Patient misses out on 


care or selection for 


treatment pathway.


AWS/cloud service down or lacks 


capacity.
N/A N/A Significant Very Low


Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Error message - see test 


summary


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH13 07/09/2022 Access Guard
Access Guard failure results in service 


down


Patient misses out on 


care or selection for 


treatment pathway.


Access Guard failure. N/A N/A Significant Very Low
Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Error message - see test 


summary


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH14 07/09/2022 Access Guard
Access Guard misconfiguration results 


in incorrect access to data


Patient misses out on 


care or selection for 


treatment pathway.


Access Guard misconfiguration. N/A N/A Significant Very Low
Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Error message - see test 


summary


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


Owner  Status


Customer Controls


Initial Risk 


Initial Risk Assessment Residual Risk Assessment


Residual Risk 


Additional Controls


HIT Design User Training Business Process 
 ID Number Date identified


Existing Controls


Hazard Description  HIT Design, User Training or Business Process


Hazard Assessment
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PATH15 07/09/2022 Browser Browser does not launch Pathway.


Patient misses out on 


care or selection for 


treatment pathway.


Pathway cannot run on unsupported 


browser.
N/A N/A Significant Low


Low 


2


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Testing is carried out during Pilot. 


Pathway defaults to Edge, which 


is commonplace.


See safety case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already 


low but these additional 


mitigations reduce the 


residual risk to a tolerable 


level.


EMIS Tolerate


PATH16 07/09/2022 Browser
Pathway doesn't support a browser 


update.


Patient misses out on 


care or selection for 


treatment pathway.


Pathway cannot run on unsupported 


browser version.
N/A N/A Significant Very Low


Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Testing is carried out during Pilot. 


Pathway defaults to Edge, which 


is commonplace.


See safety case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH17 07/09/2022 UI
Naming of Pathways is similar/identical 


and leads to confusion.


Patient suffers 


psychological distress
Pathways are given similar names. N/A N/A Minor Very Low


Very Low 


1


At present there is only one Pathway 


so this hazard is terminated. 


Retained on the log to be updated 


when new Pathways are added.


N/A N/A


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Minor Very Low
Very Low 


1


At present there is only 


one Pathway so this 


hazard is terminated. 


Retained on the log to be 


updated when new 


Pathways are added.


EMIS Terminate


PATH18 07/09/2022 ODN App ODN User unable to log in


Patient misses out on 


care or selection for 


treatment pathway.


1.URL issue


2. Firewall


3. Network issue


4. MFA failure


5. Software bug


N/A N/A Significant Low
Low 


2


There are GP and ODN review steps 


in place. Just because a patient is 


identified for a pathway does not 


mean that they are automatically 


enrolled.


ODN app is tested using the 


same methodology and test 


cases as the EMIS App.


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already 


low but these additional 


mitigations reduce the 


residual risk to a tolerable 


level.


EMIS Tolerate


PATH19 07/09/2022 ODN App


A patient that should be included by 


GP is inadvertently hidden, or vice 


versa.


Patient misses out on 


care or selection for 


treatment pathway.


1. GP Error


2. Software bug (rendering)


3. Patient data changes i.e. a 


qualifying code is removed from the 


record.


N/A N/A Significant Very Low
Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


3.The GP list is refreshed every 


time the user carries out an 


action. The latest inclusion status 


of a patient is always checked as 


part of the process that prepare 


the patients IDs to show in each 


patient list tab 


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH20 07/09/2022 ODN App


An ODN has an excluded patient that 


is visible, or an included patient that is 


not visible in their app.


Patient misses out on 


care or selection for 


treatment pathway. 


Patient receives 


inappropriate intervention.


1. Software bug N/A N/A Significant Very Low
Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


The ODN list is refreshed every 


time the user carries out an 


action. The latest inclusion status 


of a patient is always checked as 


part of the process that prepare 


the patients IDs to show in each 


patient list tab 


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH21 07/09/2022 ODN App Pathway displays incorrect risk factors.


Patient misses out on 


care or selection for 


treatment pathway. 


Patient receives 


inappropriate intervention.


1. Software bug N/A N/A Significant Very Low
Very Low 


1


At present, the stratification and 


identification of patients by Pathway 


is in addition to any tools that the 


clinician has at their disposal, so is 


an improvement on the status quo. A 


patient may miss out on care that 


they are currently unlikely to receive. 


Pathway cohort queries will be 


run on EXA datalake, so the data 


quality will be as good as any 


other customer product. And the 


query itself is being reviewed by 


data stewards and clinicians, to 


confirm the patients returned 


match criteria.   


Test summary 


document in Safety 


Case.


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate


PATH22 07/09/2022 Pathway Applications


A query for included patients is 


updated, resulting in a patient being 


included inappropriately.


Patient receives 


inappropriate intervention.


Coding change at the practice - a new 


code is added or removed that results 


in a change to the patient's eligibility.


N/A N/A Significant Very Low
Very Low 


1


There are GP and ODN review steps 


in place. Just because a patient is 


identified for a pathway does not 


mean that they are automatically 


enrolled.


The ODN list is refreshed every 


time the user carries out an 


action. The latest inclusion status 


of a patient is always checked as 


part of the process that prepare 


the patients IDs to show in each 


patient list tab 


N/A


Knowledge base articles 


for both Pathway and 


EMIS X Assistant


KB5000442 - Pathway. 


This resource also 


contains links to articles: 


'The Care Pathway Co-


ordinator's Workflow' 


and 'The GP's 


Workflow'


N/A N/A


Identification and stratification of 


patients is only as reliable as the 


quality of information in the clinical 


system. Customers are expected 


to use clinical judgement before 


triaging a patient for any 


intervention.


Significant Very Low
Very Low 


1


Initial risk is at such a 


level that customer 


controls and training 


mitigations are the only 


addition. Risk is already at 


a tolerable level.


EMIS Tolerate
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1. Executive Summary 
  


This document provides the clinical safety case to support implementation of Pathway. 


Pathway has been designed so that individual Pathway modules can be configured within the 


product to obtain a cohort of patients relevant to the Pathway module using the data stored in 


the EXA data lake.  


The Hepatitis C Pathway is the first example of one of these configurations. It is going to be used 


for a pilot of the Pathway product with a single ODN (Cheshire & Merseyside). After evaluation 


of the pilot, it is intended that it will then be part of a staggered rollout to more ODNs.   


The query used by the Hepatitis C Pathway has been constructed to surface cohorts of patients 


with existing clinical codes that are known to be risk factors of Hepatitis C or codes for Hepatitis 


C itself. Pathway does not diagnose or predict likelihood of developing/having Hepatitis C. 


Detailed project summary and scope can be found in section 5. 


A total of 24 hazards have been identified associated with the implementation of Pathway and 


are recorded within the Hazard Log embedded in the appendix. Evaluation of the initial risk 


associated with these hazards has led to a requirement to implement additional risk controls to 


reduce residual risk to a tolerable level. Providing that the risk controls and other mitigation 


recorded in the hazard log are successfully implemented, the residual risk associated with the 


implementation of Pathway is considered tolerable. 


 


 


 







In Commercial Confidence  


Title:  IF1143 EMIS EXA Pathway Clinical Safety Case   Page 6 of 32 
Document Saved Date: 07/05/202407 May 2024 


© Copyright EMIS – all rights reserved 
  Controlled document within the EMIS Group Document Management System, uncontrolled once printed 


2. Glossary of Terms 
 


Abbreviation Meaning  


API Application Programming Interface 


AWS Amazon Web Services 


COTS Commercial Off The Shelf 


CSO Clinical Safety Officer 


CIS Clinical Implementation Service 


CMO Chief Medical Officer 


EAF EMIS Agile Framework 


EHIS EMIS Information Service 


GDM Group Document Management 


NHSD NHS Digital 


SOUP Software of Unknown Provenance 


SWIFT Structured What If 


EMIS Accredited 


Clinicians 


Those clinicians that have attained accreditation status under the NHS 


Digital Accreditation Training Scheme process 


ODN Operational Delivery Networks 


NHSE NHS England 


SMS Short Message Service 


SQL Structured Query Language 


TRN Technical Release Note 


UI User Interface 
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3. Document Information 
3.1 Document Author / Amendment History 
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Amendment History Title / Responsibility Authored/ Changed 


by 
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1v0.1 Update to hazards CSO Daniel Watts 10/10/2023 
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Incident Management 
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approval 
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3.2 Document Review: 
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3.3 Document Approval: 
This document must be reviewed and approved by a clinical safety officer: 


Version Title / Responsibility Name Date 


1v0 Clinical Safety Officer Louis Miller 07/12/2022 


1v0.1 Clinical Safety Officer Sarah Opoku-Boateng 25/04/2024 
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This document must be signed off for uploading to GDM by the Clinical Governance Director or 


Senior Clinical Director prior to release: 


Version Title / Responsibility Name Date 


1v0 Clinical Director Pippa Gascon Crossley 7/12/22 


2v0 Head of Clinical Safety Diane Bickerdike 5/5/2024 


 


3.5 Planned Release: 
Planned Release Planned Date for Release Approval for Release 
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3.6 Project enhancement Review: 
 


Enhancement 


Name 
Title / Responsibility 
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4 Introduction 
 


The purpose of this document is to identify, assess and manage any clinical safety hazards 


arising from the creation and implementation of Pathway. 


EMIS has adopted a modular approach in design and development resulting in each individual 


module undergoing a rigorous clinical safety process with the production of distinct clinical risk 


management files prior to release.  The Clinical Safety Case encompasses a Clinical Safety 


Assessment, Hazard log and Clinical Safety Test reports along with a concluding Clinical Safety 


Closure Report where residual clinical risk evaluation is expressed. 
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5 Project Summary & Scope 
 


The scope of this Safety Case currently covers the pilot of Pathway in Cheshire and Merseyside 


ODN, supporting the acceleration of diagnosis and treatment of Hepatitis C.  


The aim of Pathway is to help optimise how care pathways are managed. EMIS work closely 


with the NHS, the Life Sciences industry, and other partners to create Pathway Modules that 


achieve this aim. These modules seek to identify cohorts of people across organisations that 


may benefit from an intervention, within or outside of their organisation, and provide actionable 


tools to support those healthcare professionals in managing the populations. In addition, 


Pathway will provide insights to stakeholder organisations to support service evaluation and 


improvement. Users with appropriate role-based access will be able to access Pathway from 


within EMIS Web as well as in a web application on most browsers.  


The pilot programme, led by NHS England (NHSE) in collaboration with MSD, will use Pathway 


to identify patients who have a coded Hepatitis C virus positive test but no treatment record, and 


those with at risk factors, such as intravenous drug use, blood transfusions or organ 


transplantation before 1992. GP practices will agree to share only the relevant primary care data 


with specialist secondary care teams within the local ODN. 


Once an at-risk patient has been identified and shared, the Operational Delivery Networks will 


invite the patient for a review, screening and if appropriate, treatment. 


EMIS are provided with a pathway specification from the third party, in this case NHSE, which 


undergoes clinical review by an EMIS Clinical Informatician. This is carried out in a robust 


fashion, using a document similar to this: 


Hep C SNOMED 


specification review and evidence.xlsx 


Naturally the content, and potentially the approach, will vary depending on the specific pathway 


module. Pathway modules that have a higher clinical risk may require peer review by a second 


clinician. Once the Pathway module has been approved by all parties, it will be built into the 


solution and accessed via different means, depending on the type of user. 


Pathway Author User 


A pathway author is an EMIS user with permissions to create and configure a Pathway module. 


This user logs in via a browser using secure multi-factor authentication, selects the Pathway tile 


from the landing page then selects “create a pathway. This is an expert user who is able to write 


SQL queries, test outputs and has permission to convert pathways from “draft” to “published”. 







In Commercial Confidence  


Title:  IF1143 EMIS EXA Pathway Clinical Safety Case   Page 11 of 32 
Document Saved Date: 07/05/202407 May 2024 


© Copyright EMIS – all rights reserved 
  Controlled document within the EMIS Group Document Management System, uncontrolled once printed 


 


Instructions on how to create a new Pathway is available here: Creating a new Pathway module 


- Pathway (internal link only) 


Data Controller User 


Data controllers will typically be GP users. GP users will launch Pathway from EMIS Web via 


EMIS-X GP. Separate safety documentation exists for each of these products. GP users see a 



https://emishealthgroup.atlassian.net/wiki/spaces/PAT/pages/6943016247/Creating+a+new+Pathway+module

https://emishealthgroup.atlassian.net/wiki/spaces/PAT/pages/6943016247/Creating+a+new+Pathway+module
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similar landing page containing tiles for the distinct pathway modules that are relevant to them. 


They have the option to toggle data sharing permission and access data sharing wording. 


Subject to turning data sharing on, GP users will see a list of patients for each pathway and 


have the ability to record contact notes against each patient. Once the patient has been 


contacted and the GP is satisfied that the Pathway module is appropriate, the GP can 


authorise the sharing of the patient information with the service that is implementing the 


pathway: 


 


Patient Journey: 


 


Implementer/Co-ordinator User: 


A benefit of Pathway will be to reduce the resource burden, or at least to triage patients to 


centralised resource at PCN level for example. For this reason, there will be another user type, 


who performs an Implementer or Co-ordinator role. At present they are sometimes known as 


operational delivery networks (ODNs). This user will access Pathway via a URL or desktop 


link, which will navigate them to a view that has a similar display and functionality to the GP 


user. Patients that have been shared by the GP user will appear in the UI of the Co-ordinator, 


where they will see the same patient information and have the same ability to record contact 


notes against the patient. The specific activity that is carried out will vary depending on the 


pathway module in question. 
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The GP user and Co-ordinator will have access to “risk factors”, which are a quick display of 


clinical information relevant to the Pathway module: 


 


 


For both of the users, the UI has been built to make the addition of contact notes as intuitive 


and simple as possible: 
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Data Sharing Groups 


In some cases, it might be of benefit for Co-ordinators to access patients from multiple sites 


who are in the same organisation i.e. PCNs, ICBs. Pathway has the ability to give admin 


permissions to users with the correct authorisation from their organisation, in order for them to 


agree to data sharing across multiple sites: 
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5.1 Dependencies 
 


 
 
The above diagram details the Pathway dependencies. Only hazards relevant to both the 


Pathway solution and its dependant feature are considered in this safety case. Separate safety 


cases exist for the core functionality of EXA, EMIS Web and EMIS X Assistant. 
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6 Clinical Risk Management Plan 
The Clinical Risk Management Plan for a given module, system or product must be 


documented the in the safety case report, following review of the scope and requirements. The 


CSO, in conjunction with the Product Manager, will ensure the following aspects are covered 


and documented: 


Business areas that need to be involved in the 


clinical safety process? 


EXA, Release, Deployment, Support 


Name of lead CSO Sarah Opoku-Boateng  


Name of lead Clinical Director Ian Wood 


Date and outcome of MDSW qualification 


process 


MDQ0001152 - Not MDSW, confirmed on 


08/09/22 


Detail of any COTS / SOUP / Third Party 


components or suppliers   


AWS  


Hazard log approach i.e. separate logs for 


different modules, to be brought together prior 


to release? 


Separate logs per pathway, until a 


generic log can be safely compiled. 


Details of Test Plan See section 11.3 for the test plan  


What is the release / deployment / 


implementation plan 


See section 3.5 for the planned release. 


See section 11.5 for the deployment 


process 


What training / release notes will be produced See section 11.4 for the training 


materials.  


 


Once the above questions have been answered, and the answers documented here in the 


Safety Case, the hazard workshop can commence. If the project is clearly of very low or no 


clinical impact or risk, a Statement of No Clinical Risk may be prepared, using the template 


found on GDM. This must be reviewed whenever the scope changes. If there is any doubt 


about the level of clinical risk, a hazard workshop must be held.  


 


 


 


 


 


 



https://emisprod.service-now.com/x_emise_clinical_i_medical_device_qualification.do?sys_id=ee93963e1bef99546b1e4043b24bcbff&sysparm_record_target=x_emise_clinical_i_medical_device_qualification&sysparm_record_row=77&sysparm_record_rows=183&sysparm_record_list=ORDERBYu_title
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7 Patient Safety Assessment 
 


Hazard workshops were held on 7/7/22, 7/9/22 and 23/9/22 to review the requirements and 


address any clinical safety concerns. A hazard log was opened for the project. 


The CSO, Louis Miller, in conjunction with the domain experts including but not limited to, Project 


Manager, Product Owner, Group Development populated the hazard log using a SWIFT based 


approach. 


The hazard log is reviewed by the project clinical lead prior to the addition of mitigation. It is 


available for review by other interested clinicians on the Clinical Safety SharePoint. As the EMIS 


software is developed and tested using Agile methodology, the hazard log is reviewed on a 


regular basis and assessed for new clinical risks. Any clinical risks identified are added to the 


hazard log and test cases produced in accordance with PR1752. 


This process demonstrates that hazards associated with the project/programme have been 


identified and managed wherever possible to ensure they do not give rise to unacceptable risks 


to patients. 


Clinical hazards that are acceptable from a safety viewpoint require no further action and will be 


considered and documented accordingly.  


Clinical hazards that are deemed unacceptable require further controls/mitigation to reduce the 


risk down to an acceptable level.  


The hazard log is a live document, which will be updated as necessary if further evidence and 


issues become available which cast doubt on the original assessment. 


Addendum 10/10/23 


Further reviews of the Hazard log were completed on 27/06/2023, 28/07/2023, and 06/10/2023 


following system developments to include a patient banner and SMS messaging capabilities to 


the Pathway platform, in line with the above. This led to two new hazards (PATH23 and PATH24) 


being identified and recorded in the Hazard log.  
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8 Purpose of the Clinical Safety Case 
 


The hazard log was produced as described above the Patient Safety Assessment by a group 


of identified stakeholders drawing on a wide variety of expertise. This group have reviewed the 


proposal to introduce the Pathway functionality into the EMIS clinical system and together 


identified the potential risks. Mitigation of the risks where possible have been documented 


within the hazard log and referenced documentation created. 


The primary purpose of the Safety Case is to describe the significant findings from the catalogue 


of clinical safety hazards identified in the Patient Safety Assessment and Hazard Log for the 


project. This document is to record and highlight all perceived risks along with the mitigating 


action that has been taken. 


This forms the next stage in the process of assurance that involves building a safety case for the 


system developed. Verification evidence to confirm successful implementation of the control 


measures specified in the Clinical Safety Case will form the basis of the Safety Closure Report, 


which provides assurance in the final phase prior to deployment to a First of Type site that the 


software produced will not pose an unacceptable level of risk to patients. 


This Safety Case report presents a summary of the findings of the initial hazard identification 


process and identifies which clinical hazards are acceptable and which fail to meet the 


acceptability criteria. 


EMIS operates a Clinical Safety Management System (document reference - PR400 Clinical 


Safety Management Plan) that is run to NHS Digital standards as defined in the documents 


Clinical Safety Requirements DCB0129.   
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9 Risk Classification 
Each hazard has been assessed to identify the level of safety risk to an agreed set of ‘Safety 


Criteria’. This criterion covers categories for the severity of hazards and their probability of 


occurrence, combined in a Risk Classification Matrix, which shows the safety risk for a given 


hazard and provides guidance on its acceptability.  


The safety criteria are summarised below. This framework is in line with NHS Digital Risk Matrix. 


Severity 


Classification 


Interpretation 
Number of 


Patients 


Affected 
  


Catastrophic Death Multiple 


Permanent life-changing incapacity and any condition for which the 


prognosis is death or permanent life-changing incapacity; severe injury or 


severe incapacity from which recovery is not expected in the short term 


Multiple 


Major  Death Single 


Permanent life-changing incapacity and any condition for which the 


prognosis is death or permanent life-changing incapacity; severe injury or 


severe incapacity from which recovery is not expected in the short term 


Single 


Severe injury or severe incapacity from which recovery is expected in the 


short term 


Multiple 


Severe psychological trauma Multiple 


Considerable  Severe injury or severe incapacity from which recovery is expected in the 


short term 


Single 


Severe psychological trauma Single 


Minor injury or injuries from which recovery is not expected in the short term Multiple 


Significant psychological trauma Multiple 


Significant  Minor injury or injuries from which recovery is not expected in the short term Single 


Significant psychological trauma Single 


Minor injury from which recovery is expected in the short term Multiple 


Minor psychological upset; inconvenience Multiple 


Minor  Minor injury from which recovery is expected in the short term; minor 


psychological upset; inconvenience; any negligible consequence 


Single 


 


The table below defines the categories for the likelihood of the occurrence of hazards. 


Likelihood 


Category 


Interpretation 


Very high Certain or almost certain; highly likely to occur 


High Not certain but very possible; reasonably expected to occur in the majority of cases 


Medium Possible 


Low Could occur but in the great majority of occasions will not 


Very low Negligible or nearly negligible possibility of occurring 
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Each of the issues in the hazard log has been scored to identify their risk level as: Very High, 


High, Medium, Low, Very Low. This level is calculated by weighing the likelihood of any ‘cause’ 


happening against the ‘consequence’ it will have on the patient. This used the following risk 


matrix diagram below (figure 1). 
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Figure 1: Risk Matrix 


 


9.1 Risk Appetite 
Very High and High risk: risk reduction actions are required to reduce the risk to “medium” or 


“low”.  Should this not be possible then approval from the EMIS Group CMO is required if the 


risk is to be accepted. 


Medium risk: risk reduction action should be taken if cost effective. Shall only be acceptable 


where further risk reduction is impractical. 


Low risk: additional risk reduction actions are not required; cost of further reduction outweighs 


any benefit gained. 


Very low risk: no further action required. 


Therefore, hazards that are assessed to have a pre-mitigation risk of low or very low do not 


need further mitigation. The hazards will still be documented in the hazard log for 


completeness, but mitigation detail is not required. 


Hazards assessed as medium or higher will require justification of the benefit versus risk in 


order to release a product with un-mitigated risks at this level.  
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10 Hazard Log 
A total of 24 hazards were identified in the clinical safety process. Recommendations, 


implementation details and supporting document references are recorded within the hazard log. 


10.1 Hazard Log Structure 
Each issue was given the following attributes: 


• ID Number – Unique reference number given to each issue. This will also be used to 


follow the issue in the Clinical Safety Case. 


• Hazard Description - Brief description of the issue that could result in patient harm.   


• Potential Clinical Impact - A description of how the patient would be put at risk by the 


problem. 


• Possible Cause – The root, or likely, cause of the presenting problem above. 


• Existing Controls - What is currently in place to control the risk. 


• Summary of Action - Summary of what actions have been completed to reduce the risk.   


 


Control of such hazards is through either system design, build, unit testing and integration testing 


under the umbrella of a Clinical Safety Management System (see document reference - PR400 


Clinical Safety Management Plan). User training has been recognised as a requirement to 


mitigate certain logged hazards.  This Clinical Safety Case goes on to examine the controls that 


have been put in place with evidence from design review or integration testing to verify that 


necessary measures have been taken to reduce the clinical risk where possible. 


Design requirements are captured in association with reference to the Hazard Log while 


designing the system.  Where possible software development has taken steps to design out 


potential hazards and thus mitigate the perceived risks.  


10.2 Hazard Log Scope 
Not covered within the hazard log is failure to implement the software in accordance with any 


identified requirements, defined within the inception phase of the project. This hazard is implicit 


in all activities of EMIS and the control of such hazards is through a process of system design; 


build, unit testing and integration testing under the umbrella of a Clinical Safety Management 


System (see document reference - PR400 Clinical Safety Management Plan). 


The hazards identified are based on what patient harm could arise following the correct 


implementation of the software according to the documented requirements.   


The hazards and mitigations covered by this safety process are predominantly those that fall 


within the responsibility of EMIS only. There are some hazards and mitigations that have been 


noted in this document that are not within the responsibility or control of EMIS and have only 


been included for the purpose of sharing potential hazards to a broader audience. If the 


mitigations are outside of the control of EMIS, (for example, a business process within the control 


of another organisation) it is therefore not a testable condition and as such, the supporting 


evidence is a statement by the EMIS Clinical Safety officer of our understanding of current 


common practice or expectations. 


Hazards and mitigations that fall outside of EMIS control or responsibility that have been included 


in the documentation should not be taken to imply competence or responsibility on behalf of 
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EMIS within these areas. The safety process carried out by EMIS does not replace the 


responsibility of other organisations or persons to carry out their own safety assessment and/or 


due diligence. 


 


10.3 Hazards  
10.3.1 Pre-Mitigation 


Hazards Pre Mitigation 


Project Area Number of 


Hazards Identified 


Very 


High 


High Medium Low Very 


Low 


Pathway 24    5  19  


Total 24    5  19  


 


10.3.2 Post Mitigation 


Hazards Pre Mitigation 


Project Area Number of 


Hazards Identified 


Very 


High 


High Medium Low Very 


Low 


Pathway 24     24 


Total 24     24 


 


 
 


10.4 Re-assessment of Hazards with mitigating factors 
The following criteria must be demonstrated for the product to be accepted: 


• The report must specify the impact of each hazard and provide an assessed level of 


clinical risk. 


• A mitigation approach must be identified for each hazard assessed to have a significant 


risk rating of medium or higher. 


• The report must identify all relevant design features that provide mitigation for the 


identified hazards.  


• The report must provide an assessment of the overall level of clinical safety risk for the 


product or release. 
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11 Clinical risk control measures 
11.1 Controls that already exist 
N/A 


 
11.2 New control measures identified 
The Safety Case process involves the summary of both controls and mitigations, which have 


also been recorded in the Hazard Log.   


Each hazard that has been categorised as having design requirements is associated with one 


or more test cases and these are recorded by their identifying reference code within the Hazard 


Log under document references.  


Each hazard is reduced to a level of risk that is deemed broadly acceptable when it is considered 


that action has been taken to address the identified cause or to mitigate against any impacts. If 


a hazard is deemed no longer applicable, it may be deprecated but is still visible within the hazard 


log for information and audit purposes. 


No “soft” controls such as training are used and whilst manual validation was considered in 


addition to automated testing, this would not provide much benefit other than if there was an 


error with the test set up. Therefore, whilst not carried out for all automated tests, random manual 


checks are undertaken as a final step in the process. 


If a hazard is deemed no longer applicable, it may be deprecated but it is still visible within the 


hazard log for information and audit purposes. 


 


11.3 Testing Requirements 
 


A mixture of analytical and methodical strategies are used. Testers are provided with predefined 


requirements from all stakeholders, including Clinical Safety, and testing is carried out as follows: 


Unit Tests 


Unit tests are written for the project and maintained by developers as they add or amend 


functionality. The code coverage percentage is never reduced without. The lowest 


acceptable code coverage for testable code is 70%. EMIS aim for 80% across our 


repositories where possible. The repository coverage is checked by sonarcloud. Each 


language in that repository may have its own code coverage checks (an example would be 


gocov for golang code). 


Smoke Tests 


Smoke Tests are used immediately after deployment to ensure the deployment was 


successful and no failures are being triggered as a result. Manual smoke tests are in place 


and will be automated when clearly defined use cases exist.  
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Infrastructure-as-code Tests 


Infrastructure-as-code tests validate changes to infrastructure configuration. These are a 


collaboration with AWS as part of the test environment deployment. To ensure full coverage, 


successful deployment is checked manually. 


Security Tests 


Multiple tools are used to cover security testing: 


“Dependabot” is configured against GitHub repositories - this periodically scans for updates 


in repositories and automatically creates pull requests to upgrade them where possible. 


“Meterian” scans security vulnerabilities in the APIs and user interfaces: 


 


 


 


“SonarCloud” scans repositories and pull requests to analyse code coverage, security 


vulnerabilities and security hotspots to produce a report: 
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Penetration testing is carried out periodically against a project by an external company. 


Penetration tests are carried out annually or if there is a change that is considered large enough 


to warrant a re-test. 


 


Regression tests (API only) 


Existing versions of the API are tested to make sure newer version changes have not 


inadvertently broken existing functionality. 


As part of the integration tests, a Postman collection is provided for all of the endpoints. When a 


new major version is deployed this is created without impacting the previous version. With each 


new major version, the Postman collection is replicated for the new version without impacting 


the collection of the previous version. Regression tests can then be performed by running all 


stored postman collections against their respective versions. Versions have a dedicated 


deprecation process so all collections can be tested until the process is actioned. 


Regression tests are run as part of the integration testing suite within the same job, on the 


following schedule: 


• Daily in the morning 


• After each successful deployment  


 


Performance and Load tests 


A range of testing is carried out to validate how the system works under load. 


 


Testing against specific hazards can be found in this document: 


 


Clinical Safety Test 


Summary - EXA Pathway.docx
 


 


 


11.4 Training Material 
 


Introductory training article on Pathway can be found in the link below: 


KB5000442 - Pathway 


Two knowledge base articles have been developed to support users of Pathway. 


Data Controller and GP use:  



https://emisprod.service-now.com/now/nav/ui/classic/params/target/kb_view.do
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Coordinator use: 


KB5001200 - Pathway - the Care Pathway Co-ordinator's workflow 


 


11.5 Deployment Requirements 
 


Access to Pathway is dependent on GP practice having access to EMIS-X and then having 
launch darkly feature flag turned on for their practice. From January 2024 onwards, EMIS-X GP 
is being rolled out across the EMIS GP estate, but only agreed pilot sites will have Pathway 
enabled in EMIS-X. These sites can find Pathway in the Population Care section of EMIS-X. 
Once in Pathway, users should be able to select ‘View Pathway’ and read the description of the 
pathway and download the supporting documentation.  
 
EMIS will manage what Pathway modules are visible to sites should there be more Pathway 
modules in the future.  


 
Initial Pilot 
Pilot Scope: 


There were 17 GP sites in the first ODN (Phase 1). . 


The number of GP sites taking part in the pilot has increased since Phase 1. There are four 


ODNs participating in the pilot: North East and South East London, Greater Manchester, 


Cheshire, and Merseyside. The link below provides a list of the organisations set up to 


participate in the pilot.  


Hep-C Pilot - Pathway (Internal Link Only) 


Currently, 54 practices are set up for the ODN Cheshire and Merseyside, 4 practices for 


Manchester and 2 practices each for North East London and South East London. 


The pilot is likely to last 3-6 months for each phase depending on engagement with the ODNs 


and is set to finish in April 2024. MSD/NHSE will no longer be sponsoring ODNs post pilot. 


ODNs can set up direct contracts with EMIS to receive the Pathway functionality, where they 


will continue to receive support from the EMIS project team.  . 


 


Pilot findings 
At the time of writing, during the pilot, there have not been any Cases or Problems logged in 


relation to the Pathway that were deemed to be Clinical Safety related. Feedback from one pilot 


customer site (SE London ODN) led to a review and re-write of the GP training material on EMIS 


Now.  


Several enhancements were made to the platform during the course of the pilot to fix reported 


bugs and provide UI optimisations. The latest release is version 1.6, which includes a data 


snapshotting feature . The release history can be found in the link below: 



https://emisprod.service-now.com/now/nav/ui/classic/params/target/kb_view.do

https://emishealthgroup.atlassian.net/wiki/spaces/PAT/pages/6377209963/Hep-C+Pilot
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Pathway release notes - Pathway (Internal link only) 


 


 


Pathway will remain in pilot until completion of the general release of the EMIS X Companion 


App to GP sites in England. 


  


Support process 
Each ODN has been provided with an email address which will go to relevant members of the 


project, product and engineering teams to resolve any issues until this is in place.  


The support team is going to be trained on how to manage and support the ODNs using 


Pathway once the EMIS X Companion App has been rolled out in England.  


 


11.6 Post deployment Requirements 
During First of Type/Pilot any clinical safety incidents reported will be logged with the EMIS 


Support team as per the Clinical Safety Incident Reporting process (see PR400) and the clinical 


safety case will be updated appropriately if there is any residual risk. 


 Date Description Release Clinical Safety Fixed 


 N/A    


     


     


  


 


 


 


 


 


 


  


  



https://emishealthgroup.atlassian.net/wiki/spaces/PAT/pages/6444449930/Pathway+release+notes
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12 Design Verification and Quality Assurance 
• Quality assurance is carried out across the overall development and deployment 


lifecycle. 


• An overall system of clinical safety to the NHS Digital DCB0129 standard is in place 


across the organisation. 


• The initial stages of EAF (EMIS Agile Framework) include the definition of a test 


strategy for each piece of work. 


• Test engineers are an integral part of each engineering team, working side-by-side with 


developers to ensure that the right thing is being developed, and that what is developed 


is right: for example, defining and putting in place automated unit tests as appropriate. 


• Each teams sprint concludes with a demonstration that allows verification by 


stakeholders. 


• A period of integration and stabilisation testing as multiple independently developed 


projects are brought together for release. 


• Assurance as part of national framework contracts with accreditation bodies such as 


NHS Digital. 


• All changes have regression testing of functionality performed when updates are being 


made or changes have been identified that may impact other areas of the system. 


Combination of Scenario based tests, where values are passed through to simulate real 


life situations.  


• Boundary tests which validate that the calculations update accordingly for parameters 


that accept values, tests also factor in parameters that accept Boolean (True/False) 


values.  


• End-to-end tests that cover the different ways that the tool can be used e.g. in EMIS 


Web i.e. Consultations, Templates, etc. are carried out.  


Penetration testing completed by external companies on a regular basis to ensure that the 


product is secure.  


EMIS recognises as a certified ISO9001 supplier, it has a responsibility to ensure high quality 


and continual improvement of all services provided.’ IP150 Quality Policy’ has been produced 


to outline how EMIS manage quality in relation to the provision of our GP, Community, Child 


and Mental Health Services and details how we will continuously strive to improve these 


Services. Our customers and those who use our services are at the heart of our quality plan. 


By listening to them and understanding their needs we aim to provide a quality service, which 


meets their requirements.  


EMIS have a set of quality measures that are used to monitor quality.  


PR5463 MD Software Risk Management 


PR1936 Management Review 


PR1846 Internal and External Auditing Process. – Adherence to processes 


described in this document is internally audited.  


IF5517 Complaints Process Group Support Customer Service Team  


Service Review Meetings – Continuous review of service. 


IF5426 Group Support Customer Satisfaction Policy - To ensure products provide 


value and are still meeting customer needs. 


EMIS has accreditation to ISO 20000 Service management system with the British Standards 


Institute. As per the requirements of this certification, EMIS has created ‘QM381 Service 
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Management Plan’ and ‘IP037 ISO 20000 Service Management Policy,’ which encompasses the 


EMIS Web Clinical System. 


12.1 Clinical Incident Management Process 
This process will be communicated to the Support team during their training on how to manage 


and support the ODNs using Pathway.  


Incidents and technical difficulties are being reported to and managed by the EXA Pathway team 


during pilot. Following training of the Support team, clinical Incidents will be reported through a 


designated procedure (PR1059) allowing either direct or indirect logging of the issue into the 


EMIS Incident Management system. A procedure (document reference PR1059 Clinical Incident 


Management) has been produced to help EMIS Support analysts in the reporting process. This 


covers the necessary actions to follow when reporting a clinical incident. The flagging of a 


problem record as clinical safety triggers an email to the Clinical Safety Officers.  


12.2 Continuous improvement 
The purpose of the Clinical Governance department is to make improvement decisions using 


clear thinking and logic, based upon measured data from the Clinical Incident Management 


System and/or the detailed specification of software design.  The Clinical Incident Management 


System is a means of collating and analysing incident data, in order for significant risk areas to 


be identified, priorities for action decided, improvement targets set and the implementation of 


software alterations defined. 


The Clinical Governance department is committed to: 


• Instilling a culture within the workforce for identifying and reporting clinical safety 


incidents as they occur and any areas of potential risk. 


• The evaluation and subsequent reduction of identified clinical risks through an ongoing 


process of safety incident review. 


• Ensure that any reported clinical safety incidents are quickly resolved. 


• Continually improve the level of customer satisfaction with regard to clinical safety. 


• Ensure all staff have the knowledge, skills and resource to support the effective day-to-


day running of the Clinical Safety Management Plan. 


• Continuously improve the processes and systems covered in the Clinical Safety 


Management Plan. 
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13 Clinical Safety Approval 
 


The project has been reviewed in line with the EMIS Group Clinical Safety Management Plan, 


PR400.  


The functionality was initially signed off for clinical safety by Louis Miller, CSO.  


Subsequent updates to Pathway have been signed off for clinical safety by Sarah Opoku-


Boateng, CSO. 
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14 Clinical Safety Closure Report 
14.1 Clinical Assurance Statement 
The safety arguments above demonstrate that there is a body of evidence that substantiates 


that Pathway is fit-for-purpose and suitable for live use.  


Clinical Assurance is complete with a demonstration of mitigating actions against hazards 


identified by those engaged with the product within EMIS. There have been no other concerns 


expressed by the EMIS Clinical Safety Officer and EMIS accredited clinicians in continuing with 


the release of Pathway.  
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15 Appendix 
15.1 Hazard Log 


EXA Pathway IF678 


EMIS Clinical Safety Hazard Log V2.0.xlsm  
 
15.2 Technical Release Note 
 


Exists in Confluence. Specific clinical safety questions regarding the TRN can be answered 


upon request, and screenshots provided if required. Much of the information contained in the 


TRN is covered elsewhere in this safety case. Internal users can access here. 


15.3 Enhancement Review Details 
N/A 


  


 



https://emishealthgroup.atlassian.net/wiki/spaces/DIA/pages/6395002942/Pathway+V1.0.0+Release+notes
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Data Protection 
Registration Certificate


Egton Medical Information Systems Limited
Fulford Grange Micklefield Lane


Rawdon
Leeds


LS19 6BA


Registration reference: Z5514037
Date registered: 08 June 2001


Registration expires: 07 June 2024


Data Protection Officer


Fulford Grange
Micklefield Lane


Rawdon
Leeds


LS19 6BA


Email: privacy@emishealth.com
Telephone: 01133803312


Issued by: Information Commissioner's Office, 
Wycliffe House, Water Lane, Wilmslow, Cheshire 
SK9 5AF


Telephone: 0303 123 1113
Website: ico.org.uk
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€ Back to organisation search

Organisation code: YGM06
Address: FULFORD GRANGE, MICKLEFIELD LANE, LEEDS, WEST YORKSHIRE, ENGLAND, LS19 6BA

Primary sector: Other (including charities and NHS business partners)

Publication history

Status Date Published

22/23 Standards Exceeded 12/06/2023

21/22 Standards Exceeded 27/06/2022
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Data Security and
Protection Toolkit


This organisation has completed a Data Security 
and Protection Toolkit self-assessment to 


demonstrate it is practising good data security and 
that personal information is handled correctly.


Standards
exceeded


. 


.


Egton Medical Information Systems 
Limited


2022-23 (version 5)


Fulford Grange, Micklefield Lane, Leeds, West Yorkshire, England, 
LS19 6BA


Date of publication: 12 June 2023 (valid to: 30 June 2024)


www.dsptoolkit.nhs.uk



https://www.dsptoolkit.nhs.uk/OrganisationSearch/YGM06
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LC5002 EMIS Group Cyber Essentials Certificate.pdf


Fulford Grange Micklefield Lane Rawdon, , Leeds, LS19 6BA


EMIS GROUP PLC


2023-05-02
 


3


7e4a8668-2ad0-4004-9f53-e5a7ee9d8493


Whole Organisation


The Certificate certifies that the organisation was assessed as meeting the Cyber Essentials implementation profile and thus that, at the time of testing, the organisations ICT defences were assessed as
satisfactory against commodity based cyber attack. However, this Certificate does not in any way guarantee that the organisations defences will remain satisfactory against a cyber attack.


2024-05-02 


Luke Rummey
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 Company Confidential: not for onward distribution 


 


Pathways 


Penetration test summary and remediation plan – 8 April 2024 


A CREST approved provider conducted the latest Recruit penetration test in August 2023. 


The report highlighted one medium, and one low vulnerability, all findings have been raised 


to the relevant development team for review and remediation. 


Details of the vulnerabilities and remediation plans are as below:  
Finding 


Reference 


CVSS Description Severity Status Remediation Plan 


M1 Weak Content Security 


Policy 


 


Medium Remediated Development work completed and 


released in version 1.5.0 in December 


2023 


L1 Cross Site Scripting via 


remote File include In 


Pathways Document 


Link 


Low Remediated Development work completed and 


released in version 1.5.0 in December 


2023 
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